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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

63. 141. 242. 195 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf . il bl ock-sp-traf 1 forward 2
204. 12. 220. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
45. 63. 53. 164 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
191. 96. 249. 34 Ghile 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

106. 38. 241. 106 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

Feder at i on

62.210.111.84 [147.237.77. 216 |France dover.idf.il Xenu Link Seuth User Agent 2
177.189. 209. 160(147. 237. 77. 212 |Frazi | e.dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 129. 15 |147. 237. 72. 167 [Uni ted Ki ngdom |i shuri maka.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |[147.237.8.28 |lkraine e.nobi | e-ks.idf.il|ET SCAN NVAP -sS w ndow 1024 1
66. 249. 64. 8 147.237.0.34 |thited Sates  |tikshuv.idf.il  [ET SCAN NVAP -sA (2) 1
46.183.223.228 |[147.237.0.34 |Latvia tikshuv.idf.il ET SCAN Potential SSH Scan 1
177. 189. 209. 160|147. 237. 77. 212 |Rrazi | e dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
195 94. 169, 143 |147. 237. 76. 147 |chi na chi nuch. aka i df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.114.97. 11 147.237. 72. 166 |Port ugal akaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.161.40.17  |147.237.77. 243 [XSSI " nobi | e. i df i1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
162.248.88.78 |Uhited Sates [147.237.76. 147 [chinuch. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 1841
Sreaning Engine: TCP Invalid i i ssi
2.53.47.96 I srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =g Invalid segnent retransmssion. 30
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
223.24.97.46  |Thailand 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. 30
Ret ransnm ssi on Packet dropped.
198.251.80.98 |Wnited Sates |147.237.76.147[chinuch.akaidf.il  |Bad TCP sequence i’gﬁfﬂégﬂsm wth different aert 19
198.251.80.98 |United Sates |147.237.76.147|chinwch akaidf.il  |Bad TOP sequence i’c\]ﬁ;ﬁé:"smt wehdifferent — fonitor |16
198.251.80.98 |[Lhited Sates [147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 15
198.251.80.98 |hited Sates [147.237.76. 147 |chinuch. aka i of . il SYN At ack SYN -> SYN-ACK -> Timeout  |monitor |15
198.251.80.98 [Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
201.83.35.108 |Fazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
162.248.88.78 |Uhited Sates [147.237.76. 147 [chinuch. aka. i df . il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
162.248.88.78 |Lhited Sates |[147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
Lhi ted ) e . Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237.76.196 |e.sviva.idf.il Geo-| ocati on enf or cenent enf or cenent drop 2
141.212.122.53 |Uhited Sates |147.237.77.121 e navy.idf. il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
79.176.119. 184 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
68. 8.187. 154 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 1
176. 228. 158. 118l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 1
139. 162. 37. 147 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
78.195.52.91  |France 147. 237. 76. 147 [chi nuch. aka. i of . i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 1
141.212.122.54 |wited Sates [147.237.77. 121 |e navy.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
109. 201. 154, 142|Netherlands ~ [147.237. 76. 148 |gocenter. aka. i df.il  [dr op drop 1
74.72.21.211 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df .i| Bad TCP sequence Invalid AGK nunber nonitor |1
184.105.139.95 |Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST monitor |1
139. 162. 37. 147 |Wnited Sates |147.237.76.202|e. hal ag.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
78.195.52. 91 France 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
37.49.225.180 [Netherlands |147.237.72.167|ishwimakaidi.il  |Header Rgjection :‘zﬁgtre‘ ection pattern found in o pvor |1
109. 253. 136. 153l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1
74.72.21.211 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
216.218.206.94 |United Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
184. 105. 247. 200|Uhited Sates [147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
139. 162. 37. 147 |Wnited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
78.195.52.91  |France 147.237.76. 147 |chinuch.aka i f i1 [Bad TCP sequence izllr:r:cr:mt wth dfferent dert 1
46. 19. 86. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
125. 77. 28. 26 Chi na 147.237.76. 200 |ei tan. aka. i df .i| SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 1
74.72.21.211  |lhited Qates [147.237.76.147 |chinch.akaidf.il  |Bad TOP sequence S:Z'J:tncrgnsm't Wth different aert 1
216. 218. 206. 108[tited States [147.237.77.226|'1\" chamatz. aka. 1df | At ack SYN -> SYN-ACK -> RST monitor |1
184. 105. 247. 248|thited Sates [147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
139. 162. 37. 147 |Wited Sates |147.237.77. 227 |e. hanaz. i df . i Geo- | ocati on enf or cenment ﬁ?olr ggi'mon  nbound drop 1
78.195.52.91  |France 147.237.76. 147 |chinuch.aka if i1 [Bad TCP sequence izllr:r:cr:mt wth dfferent moni tor |1
46. 19. 86. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
74.72.21.211  |Uited Sates |147.237.76.147|chinuwch akaidf.il  [Bad TCP sequence i’c\]ﬁ:r:é:"smt with different moni tor |1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count

66. 249. 69. 224 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Wnaut hori zed URL Access from 66. 249. 69. 224 B ock 7
77.138.154.52 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka. i df.il/ishurindmai n/ B ock 3
89. 138. 176. 115 |I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1
24.5.58. 234 Lhited Sates |147.237.72.166|aka.idf .il Unaut hori zed Method POST for ww aka. i df.il/edindlibrary/ general doc. asp |B ock 1
180.76.15.5 china 147.237.76.42 |refuah.idf.il i?.u;g.)r?le.zzeldziz_reﬁ/:zleis:nttscri pts/jquery.pl ugi ns/jquery.scroll followjs Bl ock !
66. 249. 69. 228 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww idf.il/atal 1/izkor/ vi ew pi ctures. asp Bl ock

84.109.3.215 |lIsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
40.77.169.101 |Uited Sates |147.237.77. 216 |dover.idf il ;‘E‘;LZZ;Z;‘:] URL Access to v idf.i1/1133-16898-he/ dover. aspx idf 15 o) 1
216. 244. 66. 231 [Lhited Sates |[147.237.72.156|anan.idf .il Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock

66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 8/ 3288.j pg |B ock

66.249.66.15 |l srael 147.237.76.86 |navy.idf.il muag\(l)yr.iizd?iLIJ/:a;hngZS/SjsérocontroI of header upper Bl ock 1
157.55.39.66 |lhited Sates [147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to nobil e.idf.il/authentication/login/ B ock 1
77.139.234.33 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/main/smalin B ock 1
157.55.39. 121 |lLhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/sip_storage/files/7/ B ock 1
66. 249. 69. 228 |lIsrael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 228 B ock 1
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