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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
142.54.174. 85 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
63.141. 231. 198 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 235 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forvard 2
204. 12. 220. 84 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
69. 30. 226. 219 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 236 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-traf 1 forvard 1
122. 10. 84. 186 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
208. 110. 84. 68 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
69. 30. 226. 222 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 238 Lhited Sates 147.237.76. 39 nobi | e. neitav.idf.il bl ock-sp-traf 1 f orward 1
122. 10. 84. 249 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
63. 141. 242. 197 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forvard 1
208. 110. 84. 69 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 235 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
69. 30. 227. 219 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 238 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 f orward 1
142.54. 174. 82 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
63. 141. 242. 198 Lhited Sates 147.237. 76. 30 hi nush. i df . i | bl ock-sp-traf 1 forvard 1
208. 110. 84. 70 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 235 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1
104. 238. 146. 105 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
45.32.193. 80 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address tacker QGountry |Target Address |Site |Sgnature Devi ce Action |Oount |
5.9.85.4 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per mit 156
5.9.85.4 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 49
5.9.85.4 Ger many 147.237.76.147 |chi nuch. aka. i df.il [C1000074: HTTP. najestic bot Per nit 32
5.9.85.4 Ger many 147.237.77.176 |nat pash. i df . il CL000074: HTTP. maj estic bot Per mit 24
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 17

69. 30. 234. 2 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2

51. 254, 97. 218 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2

198. 20. 69. 74 Lhited Sates 147.237.77.212 |e.dover.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1

199. 58. 86. 209 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nit 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry|Ste

Signature

Scan or Infection

163. 172. 238. 45 [147. 237. 77. 227 |Uni ted Ki ngdom |e. hanaz. i df.i| ET SCAN NVAP -sS w ndow 1024 1
91.201. 236.50 |[147.237.76. 147 |krai ne chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
46.161.40.17 |147.237.76.86 gz;:t”ion navy. i df . il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 238. 45 |147. 237. 77. 234 |Uni ted Ki ngdom |hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 [147. 237. 77. 227 |Lnited Sates e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.170.162.82 |147.237.77. 227 |Sweden e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
.. |ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic, Potentia
41. 215. 36. 46 147.237. 77. 178 |Kenya e. nat pash. i df . il 1




09-24-2016-02:04:08 to 09-24-2016-03:04:08

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
198.251.80.98 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 41
198.251.80.98 |Lhited Sates 147.237.76. 147 |chinuch.aka.idf.i1  [Bad TCP sequence Sslgur:rzcr:nsmt wthdifferent oonitor  [36
108.251.80.98 |United Sates 147.237.76. 147 |chinuch. aka.if il |[Bad TOP sequence i’;‘ur:;:”smt wthdifferent | ey 34
198.251.80.98 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 30
177.23.177.146 |Brazil 147. 237.72. 167 |i shuri maka. i df . i Header Rej ection rﬁa?:;u;:{ect'on pattern found | onivor |21
198.251.80.98 |lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti neout |alert 18
St reaning Engi ne: TCP i i ssi
173.185.68.211 |lited Sates 147. 237. 77. 216 |dover. i of . i | mng tngine: Invalid segnent retransmssion. | 14
Inval i d Retransm ssion Packet dropped.
81.207.71.72 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout |nonitor
46. 19. 86. 38 I srael 147.237. 77. 216 |dover. i of .i | Bad TCP sequence I'nvalid AGK nunber al ert
46. 19. 86. 38 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
192. 187. 101. 170|Wited Sates 147.237.72. 14 |dover.idf.il (ol d) Bad TCP sequence SNretransmt wth different | oo g
w ndow scal e
5.36.134.3 Oman 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
124.199. 125. 36 |Af ghani stan 147. 237. 77. 227 |e. hanaz. i f .| Geo- | ocati on enf or cenent Sﬁ?;ggi:}f” I nbound drop 3
176.13.1. 89 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
185. 32. 179. 220 |israel 147.237.72. 166 |aka. i f . SYN At t ack SYN -> SYN-ACK -> RST monitor |2
176.13.247.18 |Israel 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |2
185. 40. 64. 65 Irel and 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 2
125.77.28.26  |china 147.237. 77. 216 |dover.i of . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |1
79.176.119. 184 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13.248.83 |Israel 147. 237.77. 226 ;’“I”"‘Cha”atz' aka Tdf- IoyN At ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.55 |Wited Sates 147.237.76. 202 |e.hal ag.i df .1 Geo- | ocati on enf or cenent Sﬁ?;ggi:}f” I nbound drop 1
125.77.28.26  |onina 147.237.0.17 ;“I"Iy kosher-kravi.Td |qyN At ack SYN -> SYN-ACK -> RST monitor |1
185.40.64.65  [ireland 147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence i’:ur:;:"smt wthdifferent | ey 1
141.212.122.63 |Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocation enforcenent |0 ocation inbound drop 1
enf or cenent
128.232. 110. 28 |United Ki ngdom 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
79.179.36. 156 |l srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
176. 67. 97. 202 glcf;i'géa” Territony 47, 237. 77. 176 |nat pash. i of . i1 SYN At tack SYN -> SYN-ACK -> RST monitor |1
141.212.122.55 |wited Sates 147.237. 77. 170 |n@ar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
. . . . Geo-1 ocati on i nbound
125.77.28.26  |China 147.237.72. 217 |e.idf .| Geo-| ocation enforcenent [ - -5 drop 1
37.142.242.235 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185.40.64.65  |ireland 147.237.76. 147 |chinuch.aka.idf.i1  [Bad TCP sequence igur:r:cr:nsmt wWthdifferent opnitor |1
128.232. 110. 28 |United Ki ngdom 147.237.76.39 |nobile neitav.idf.il drop SAMrul e drop 1
141.212.122.59 |Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
125. 77. 28. 26 Chi na 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 1
218.22.211.69 |hina 147.237.8.27 |e.madimatal.icf.il  |Geo-1ocation enforcement |Zo!ocation inbound drop 1
enf or cenent
188. 44. 55. 20 Russi an Federation |[147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
141.212.122.54 |wited Sates 147.237.76. 202 |e. hal ag.i of . Geo- | ocati on enf or cenent Sﬁfog)lrggixn I nbound drop 1
109. 253. 207. 150|! srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 1
141.212.122.60 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
125.77.28.26  |china 147.237.77.61 |e cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
188. 44. 55. 20 Russi an Federation |147.237.76.31 |nakchal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.54 |Uited Sates 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
2.53.173.207 [ srael 147.237.72. 166 |aka. i f . SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.62 |Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Sﬁ?olrggi:fn I nbound drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Oount
77.126.8.138 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Mul tipl e Unaut horized URL Access from 66. 249. 69. 224 B ock

217.66. 158. 41 ?;3:::; on 147.237.77. 216 |dover.i df .i | Paraneter Type Molation SortOr in wwidf.il/1395-en/ dover.aspx ock 2

204.52. 135, 166 |Lhited States 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for www aka. i df . il/giyus/ kadat z/ B ock 1

66. 249. 65. 160 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 9067- he/ at al . aspx  |Bl ock 1
. . Unaut hori zed URL Access to

66.249.75.40 |Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 22714~ ar | dover . aspx Bl ock 1
- . Unaut hori zed URL Access to

66. 249.66. 72 I srael 147.237.76.86 navy. | df.il navy. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !

109. 65. 79. 170 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unhaut hori zed URL Access to

66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 1/ 2391 | pg Bl ock 1

157.55.39.66 |Lhited Sates 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to

66.249. 64. 108 |l srael 147.237.77. 176 [nat pash. i df . i | waw cogat . i df . i | /useful i nformation/idkoni ni pages/ 31n$02082010. aspx Bl ock !
. - Unaut hori zed URL Access to

66.249.75. 8 I 'srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 4/ 2424. | pg Bl ock 1
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