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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
63. 141. 242. 198 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
69. 30. 227. 220 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 238 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forvard 2
104. 238. 146. 105 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
173. 244.198. 5 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
63. 141. 231. 196 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forvard 1
104. 238. 146. 105 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack Li st drop 1
63.141. 231. 198 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
104. 238. 146. 105 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

\Site

|Sgnature

Devi ce Action |Oount
51. 254, 97. 218 France 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 3
199. 58. 86. 209 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 1
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|Top Attackers In |D|

At acker

‘Target Addr ess ount ry Signature
210. 212. 207. 80 |147.237.77.19 |india lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 190. 159. 134 [147. 237. 77. 176 |Ger many nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
58.220.2.5 147. 237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.24.228.20 |147.237.0.15 LKJ?';;gom kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
211. 149. 244. 79 |147. 237. 72. 14 |Chi na dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

58.220.2.5 147.237. 77. 205 [Chi na prisha.idf.il ET SCAN NVAP -sS w ndow 1024

46.183. 223. 228 [147.237.8.28 |Latvia e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1

125.84.155.3 147. 237. 76. 196 |Chi na e.svivaidf.il
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|Top Attackers In FW |

Devi ce

‘Attacker Country ‘Target Address |Ste Signature Acti on ‘Count
198.251.80.98 |Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i I[Bad TCP sequence Invalid ACK nunber nonitor |47
108.251.80.98 |Wnited Sates 147. 237. 76. 147 |chi nuch. aka. i f .i |Bad TCP sequence i':u'eetné:”smt Wth different o ert 40
198. 251.80.98 |United Sates 147. 237. 76. 147 |chi nuch. aka. i df . i |Bad TCP sequence i’:l;:rgégnsmt wth different moni tor (38

Sreamng Engine: TP Invalid i i ssi
2.53.59. 86 I srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 30
Ret ransm ssi on Packet dropped.
198.251.80.98 |Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 21
198.251.80.98 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i of . i |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 14
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 174 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dr opped.
46.19.85.174  [lIsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber aert 6
174.48.49.82 |Uited Sates 147. 237. 76. 147 |chi nuch. aka.i of . i |Bad TCP sequence ;’Z’;‘J:;é:mmt wWthdifferent —fonitor |3
2.53.4.252 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46.19. 86. 79 I 'srael 147.237. 72. 166 |aka.i df . il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or
Sreamng Engine: TCP Invalid i i ssi
79.180.89.45 |isradl 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 79 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence nonitor |3
Sreamng Engine: TCP Invalid i i SSi
79.181.166.23 |Israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
174.48.49.82 |Wiited Sates 147. 237.76. 147 |chi nuch. aka. i df . |Bad TCP sequence i’;ﬁ:ﬁé:’ﬁm wth different aert 3
50. 184.163.91 [lLhited Sates 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 2
37.26.149. 184 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19.85.174  [lIsrael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor 2
174.48.49.82 |lhited Sates 147.237. 76. 147 |chinuch. aka.i df . i [Bad TCP sequence I'nval i d ACK nunber noni t or 2
176. 13. 247. 127 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 2
174. 48. 49. 82 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
46.244. 67. 116 fcissi';'ja” Territonyly 47, 237.77. 176 |natpash.icf. i1 |SYN At t ack SYN -> SYN-ACK -> RST monitor |2
117.91.38.81 |China 147.237.77. 216 [dover.idf .il Bad TCP sequence noni t or 2
46. 19. 86. 79 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 2
5.29.122. 16 I srael 147. 237.72. 166 |aka. i f .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
125.77.28.26 |China 147.237.0.33 [idf.il drop drop 1
95. 93. 229. 55 Port ugal 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
198.29.33.103 |ULhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
125.77.28.26 |China 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
117.91.38.81 |China 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber aert 1
46.19. 86. 79 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
24.5.113.220 |wited Sates 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
125.77.28.26 |China 147. 237. 72. 156 |anan. i df .| SYN At tack SYN -> SYN-ACK -> RST noni t or 1
109. 65.47.21  |Israel 147.237.77. 216 |dover.idf i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.158.166 |Lnited Sates 147.237.76.200 |eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
198. 29. 33. 103 |lhited Sates 147. 237. 77. 216 [dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 1
46.19.85.174 |[lIsrael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence Invalid ACK nunber alert 1
125.77.28.26 |China 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
117.91.38.81 |China 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
95. 93. 225. 128 |Rortugal 147. 237. 76. 147 |chi nuch. aka. i of . i |[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
46. 19. 86. 79 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
176. 13. 226. 35 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 1
125.77.28.26 |China 147.237.72. 167 |ishurimaka. i df . i [|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 65. 87. 224 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
77.138.104.88 |Fance 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
117.91.38.81 |China 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
95.93. 225. 128 |Rortugal 147. 237. 76. 147 |chi nuch. aka. i of .i |Bad TCP sequence i’;‘J:;é:”smt wth different aert 1
46.19. 85. 164 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
160.178.6.4 Mor occo 147.237.77.216|dover. i df . il Mil tipl e Unauthorized URL Access from 160. 178. 6. 4 B ock 4
66. 249. 69. 228 |l srael 147.237.77.216|dover.i df . il Mil ti pl e Unaut horized URL Access from 66.249. 69. 228 B ock 4
66. 249. 69. 224 |Israel 147.237.77.216|dover.idf .l Ml tipl e Unauthorized URL Access from 66. 249. 69. 224 B ock 3
160.178. 6. 4 Mor occo 147.237.77. 216 |dover.i df . il Mil tipl e Admin B ocking from 160.178. 6. 4 Bl ock 2
77.139. 159. 97 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df .il/drushim B ock 1
. . Unaut hori zed URL Access to
66.249.75.32 |Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 23074- ar ] dover . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.41 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ . wel | - known/ asset | i nks. j son Bl ock !
71.6.158.166 |lhited Sates  [147.237.76.200|eitan. aka. i df .il Unhaut hori zed URL Access to 147.237.76. 200/ robot s. t xt B ock 1
. . Unhaut hori zed URL Access to
85.74.97. 34 G eece 147.237.77.216|dover . i df . i v i df i 1 /i p st oragel fil es/ 2/ 4912. png Bl ock 1
W chanat z. aka. i d Unaut hori zed URL Access to
66.249.75.38 |lsrael 147.237.77. 226 £ I. ) ’ v chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |Bl ock 1
. /
Unaut hori zed URL Access to
66. 249. 64. 116 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ useful i nformation/i dkoni ni pages/ 31012011yezu. |Bl ock 1
aspx
160. 178. 6. 4 Mbr occo 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to waw idf.il/ar/wp-1ogin B ock 1
74.6.53. 161 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 228 |Israel 147.237.77. 216 |dover.i df . il v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 1
. . Unhaut hori zed URL Access to
46.19.85.174 |Israel 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
157.55.39.73 |Lhited Sates  [147.237.72.166|aka. i df . il Unhaut hori zed URL Access to 147.237.72. 166/ B ock
66.249.76.61 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json [B ock
. . Unaut hori zed URL Access to
66. 249. 64. 137 |l srael 147.237.72.166|aka. i df . i | aka. i o i1/, vel | - knowy appl e- app-si t e associ at i on Bl ock 1
Russi an . . Illegal Byte Gode Character in LRL
217.69.133.85 |- -~ 147.237.77. 176 |nat pash. i df . i | /'si p. storagelfil es/ 8/ 3683, pdf #012 Bl ock 1
} ] . Distributed Lhaut hori zed URL Access on
75.63.29.234 |lhited Sates  [147.237.77.216|dover.idf.il v i df i 1/si p storage/fil es/ 2/ 4912 png Bl ock 1
66.249. 73. 171 |Israel 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/nobil e/ B ock 1
46. 210. 149. 43 |l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
160. 178. 6. 4 Mor occo 147.237.77.216|dover.i df . i Adnin Bl ocki ng B ock 1
66.249.76.62 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/appl e-app-site-association |B ock 1
. . Unhaut hori zed URL Access to
66.249.66. 72 |Israel 147.237.76.86 [navy.idf. il navy. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
77.138.99. 170 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for vwwy aka.idf.il/rights/asp/info.asp [B ock 1
. . Unhaut hori zed URL Access to
66.249.75.4  |[Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 4/ 2294. | pg B ock 1
. . Unaut hori zed Met hod PCBT for
65.92.13.203 |Canada 147.237.72. 166 |aka. i df . i | w aka. i df . i | / nai v/ hore/ def aul t . aspx B ock 1
66.249.76.77 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR. Access to Bl ock 1

147. 237. 72. 166/ appl e- app- i t e- associ at i on
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