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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

134. 147. 203. 115 Ger nany 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 3
120. 132. 50. 135 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
199. 167. 24. 139 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
173.244.198. 5 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ack List drop 1
45.32.193. 80 Net her | ands 147. 237. 76. 201 e atal .idf.il B ack List drop 1
173.244.198.5 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
77.124.34. 4 | srael 147.237.77. 216 dover.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
104. 238. 146. 105 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack List drop 1
173.244.198.5 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il |Back List dr op 1
104. 238. 147. 7 Lhited Sates 147.237.76. 176 test.ncore.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 4
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature

197. 253. 242. 144(147. 237. 77. 216 |Mor occo dover.idf.il GPL SCAN nmap TCP 4
146.200.148.0 |147.237.77.74 |United Ki ngdom|lawidf.il Tehila - Perl LWP wth fake user agent 2
91. 201. 236. 155 |147.237.77. 178 |krai ne e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
115.47.12.162 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
81.27.85.27 147. 237.76. 199 |Uni ted Ki ngdom |e. nakchal . i df . i ET SCAN Potential SSH Scan 1
113102, 60. 185|147, 237. 76. 198 |ni na . yohl an. i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

78.129.171.173 |147.237.8.27 |United K ngdom|e. nadi matal .idf.il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76.201|A geria e.ata.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.0.35 |[China akaws. i df il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76.197 |A geria e hinush.idf.il ET SCAN Potential SSH Scan 1
46.183. 223. 228 [147.237.77. 121 |Latvia e.navy.idf.il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76. 148 |A geria gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.76.39 ?;Z:;;”im nobile.reitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
105. 103. 178. 71 |147.237.76.44 |Ageria e.refuah.idf.il ET SCAN Potential SSH Scan 1
105. 103.178. 71 |147.237.76.34 |Ageria yohal an. i df .i | ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76.30 |Ageria hi nush. i df . il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237.77. 178 |krai ne e. mat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
115. 47.12. 162  |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
78.129.171. 173 [147.237.76. 201 |Uni ted Ki ngdom |e. atal .idf.il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76. 202 |A geria e halag.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147. 237. 76. 200 |Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147. 237. 76. 200 |A geria eitan aka.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76. 196 [A geria e.svivaidf.il ET SCAN Potential SSH Scan 1
46.161.56. 12 147.237.77.216|India dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 1
105. 103. 178. 71 |147.237.76.86 |Ageria navy.idf.il ET SCAN Potential SSH Scan 1
14.141.53. 145 |147.237.77.216|India dover.idf.il Tehila - Perl LWP with fake user agent 1
105. 103. 178. 71 |147.237.76.39 |Ageria nobi | e.nei tav.idf.il |ET SCAN Potential SSH Scan 1
105. 103. 178. 71 |147.237.76.31 |Ageria nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

SWNretransmt wth different

Action

‘Count

enf or cenent

77.124.34.4 I srael 147. 237.77. 216 |dover.idf . il Bad TCP sequence . noni t or 17
w ndow scal e
108.251.80.98 |Uited Sates 147. 237. 76. 147 |chi nuch. aka. i f .i |Bad TCP sequence i’;‘ur:rt‘gsnsmt wehdfferent | oonitor |15
198.251.80.98 |UWnited Sates 147. 237. 76. 147 |chi nuch. aka. i of . i |Bad TCP sequence i’:ur:rzcr:nsmt wWth different 1o oy 14
198.251.80.98 |Uhited Sates 147.237. 76. 147 |chinuch. aka. i of .i l[Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreanming Engine: TGP Invalid i i Ssi
66.249.66.6  |United Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
198.251.80.98 |lhited Sates 147. 237. 76. 147 |chinuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor |7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 86. 212 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |6
Sreaming Engine: TGP Invalid i i ssi
176.13.249.89 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
176. 228. 158. 118|l srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |5
Sreaming Engine: TGP Invalid i i ssi
213.57.152. 195 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansn ssi on Packet dr opped.
5. 43. 204. 49 Palestinian Territoryl, 1o 537 77, 216 dover. i df. il drop First packet isn't SWN drop 4
Cceupi ed
209.141.39.114 |Whited Sates 147. 237. 76. 147 |chi nuch. aka. i of .i ||Bad TCP sequence i’:ur:rt]gsnsmt wth different ) oy 4
46. 19. 86. 48 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
209.141.39. 114 [United Sates 147.237. 76. 147 |chi nuch. aka. i of .1 |Bad TOP sequence Sslgur:rgcr:nsmt wehdifferet — Joonitor |4
80. 246. 136. 126 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Pal estinian Territory S -
5.43.204. 49 Qccup ed 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 3
209.141.39.114 |[Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i of . i |SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
197. 253. 242. 144|Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
157.55.39.25  |wited Sates 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
46.117.170. 254 |l srael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Sreamng Engine: TCP Invalid i i ssi
157.55.39.66  |Wited Sates 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
24.218.156.194 |[Lhited Sates 147. 237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor |3
98. 200. 249. 145 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
176. 228. 158. 118|I srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 3
209. 141. 39. 114 |lLhited Sates 147.237.76. 147 |chinuch. aka.i of . i l[Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19. 86. 212 I srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Inval i d ACK nunber alert 3
: o SYNtAXK retransmt with .
24.218.156.194 |[thited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence differert vi ndow scal e nonitor |3
98.200.249. 145 [Uhited Sates 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINWACK retransmt with monitor |3
di fferent w ndow scal e
176. 13. 226. 127 |Israel 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 2
47.72.75. 207 New Zeal and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
37.26.147.208 |lsrael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST moni t or 2
100. 92. 184. 126 147.237.77. 176 |nat pash. i df . il drop Frst packet isn't SYN drop 2
. . SYNWAXK retransmt with .
176.13.237.37 |Israel 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent i ndow scal e nmoni t or 2
47.72.75.207  |New Zeal and 147. 237. 76. 147 |chi nuch. aka. i of .1 |Bad TCP sequence igur:r:cr:nsmt wWth different . oy 2
185. 3. 147. 208  |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
74.12.94. 255 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
217.132.27.151 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 48 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber aert 2
185.27.105.70 |Israel 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST moni t or 2
24.218.156.194 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
47.72.75.207  |New Zeal and 147. 237. 76. 147 |chi nuch. aka. i df . i |Bad TOP sequence i’:u':rt]g:nsmt wehdifferent — Jopnitor |2
197. 253. 242. 144|Nor occo 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
47.72.75. 207 New Zeal and 147.237.76. 147 |chinuch. aka.i of .i l[Bad TCP sequence Inval i d ACK nunber noni t or 2
176.13.1. 170 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
47.72.75. 207 New Zeal and 147.237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
109. 253. 231. 53 |[Israel 147. 237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
24.182.114.157 |Uited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i |Bad TCP sequence i’:ur:;:nsmt wehdfferent ) et 1
125.77.28.26  |onina 147.237.8.50 |e.tikshw.idf.il |[Geo-1ocation enf or cenent Geo-locati on i nbound drop 1




09-24-2016-00:04:04 to 09-24-2016-01:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
77.124.34. 4 | srael 147.237.77. 216 |dover . i df . i | Mil tiple Unauthorized URL Access from77.124.34.4 B ock 5
66. 249. 69. 224  |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 69. 224 B ock 3
66.249.69.232 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 232 B ock 2
77.124.41.5 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gbde Character in LRL B ock 2
46. 253. 47. 93 Sain 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/giyus/ B ock 1
79.182. 41. 66 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
176. 228. 158. 118l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.79  |israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzgc;r if;%% fr?;ejr?/ :T;’i N~ Bl ock 1
66.102. 9. 2 Wited Sates |147.237.72.166|aka. i df .i | Dstr buted Lraut hor] zed Akt hod ;‘S’LXK”O"‘” UL on Bl ock 1
80.200.125.54  |Bel gi um 147.237.72. 166 |aka. i df . i | m“;grii dzfef: I'\/‘::a??j hzcnﬁ/T d;fo;u“.aspx B ock 1
179.7.91.56 Peru 147. 237.72. 166 |aka. i df . i | m;:(:"‘itjﬁ ilﬂa:;hn‘;uoﬁ? d'\efngf' ;‘S’LXK”OV‘" UL on B ock 1
66. 249. 64. 62 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/edi niyoman/enl arge.asp |B ock 1
109. 253. 135. 192|I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
180. 76. 15. 11 Chi na 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock 1
66.249. 64.108 |l srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 108 B ock 1
141.226.218.7 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il ﬂ?f;g;’.ri?éefzﬁp fcstcoerf‘g;/cf’i | es/ 812578, pg Bl ock 1
213.57.152.195 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock

79.178. 40. 10 I srael 147.237.77.176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat. i df.il/894-ar B ock
66.249.64. 124 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/iturinasp/search.asp  [None 1
157.55.39.32  |lited Sates [147.237.0.16 |nly kosher - kravi . i df . m;;_b&:ﬁemf‘r“;\chrii ;??Iﬁb:‘:fit on B ock 1
66.249.75.12  |Israel 147.237.76.42 |refuah.idf.il tnaut hor| zed UR. Access to Bl ock 1

147.237.76. 42/ si p_storagel fil es/ 7/ 3467. j pg
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