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Attacker Address

|Attacker Country
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Device Action

Count

42.112.10. 75 M et nam 147.237.0. 17 mny- kosher -kravi .idf . il Invalid TGP H ags drop 1
45. 32. 193. 80 Net her | ands 147.237.76. 42 refuah.idf.il B ack List dr op 1
42.112.10.70 Vi et nam 147.237.0. 17 m ny- kosher -kravi . i df . il Invalid TGP H ags drop 1
42.112.10. 81 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf . il Invalid TGP H ags drop 1
104. 238. 146. 105 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
42.112.10. 73 M et nam 147.237.0. 17 m ny- kosher -kravi .idf . il Invalid TGP H ags drop 1
42.112.10. 85 M et nam 147.237.0. 17 m ny- kosher -kravi .i df . il Invalid TGP H ags drop 1
42.112.10. 66 Vi et nam 147.237.0. 17 m ny- kosher - kravi . i df .i | Invalid TGP H ags dr op 1
42.112.10. 74 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf . il Invalid TGP H ags drop 1
42.112.10. 89 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf . il Invalid TGP H ags drop 1
42.112.10. 69 W et nam 147.237.0. 17 m ny- kosher -kravi .i df . il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
46.4.123.172 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
5.9.89.170 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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185. 60. 88. 25 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 2
185. 60. 88. 25 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 2
185. 60. 88. 25 147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 2
185. 60. 88. 25 147. 237. 76. 196 esvivaidf.il ET SCAN Potential SSH Scan 1
220.135.180. 51 |147.237.77.226 |Tai wan v chanat z. aka. i df . i | ET S“AN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
185. 60. 88. 25 147. 237. 76. 148 ggcenter. aka.idf . il ET SCAN Potential SSH Scan 1
204.13.65.204 |147.237.76. 147 [Lhited Sates [chinuch. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 60. 88. 25 147. 237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
204.13.65.204 |[147.237.0.34 |lnited Sates |tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 60. 88. 25 147.237.76. 30 hi mush. i df .i | ET SCAN Potential SSH Scan 1
204.13.65.204 |147.237.0.17 |lWited Sates |[mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
185. 60. 88. 25 147. 237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
198.199. 89. 155 [147.237.72.14 |lhited Sates [dover.idf.il(old) ET SCAN NMAP -sS wi ndow 1024 1
163.172.238. 45 |147.237.77.234 LK?i;gegom hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.129. 15 |147.237.72. 156 E?i;;gom anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 60. 88. 25 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
79.177.14.166  |147.237.77. 216l srael dover.idf.il ET SCAN NVAP -sA (2) 1
185. 60. 88. 25 147. 237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
204.13.65.204 |147.237.76.198|thited Sates |e. yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
204.13.65.204 [147.237.72.167 |Lited Sates |ishurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 60. 88. 25 147.237.76. 34 yohal an. i df .| ET SCAN Potential SSH Scan 1
204.13.65.204 [147.237.0.19 |Wited Sates |nadimatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 60. 88. 25 147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
201.38.68.132 |147.237.77.234|Brazil hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 60. 88. 25 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
185. 60. 88. 25 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 77. 61 E;ir:;cci]om e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 60. 88. 25 147. 237.77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
123.206. 194. 17 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 60. 88. 25 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker
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192.241.170.19 |Uited Sates [147.237.76. 147 |chi nuch. aka.idf.il|SYN At t ack SYN -> SYNACK -> Ti meout noni t or 142
185. 24. 207. 111 |(Israel 147.237.77. 176 |nat pash. i df . i1 drop First packet isn't SN drop 24
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
107. 167. 107. 118|indi a 147.237.77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |22
185. 24. 207. 111 |(Israel 147.237.77. 176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
109. 253. 147. 175l sr ael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 17
185.24.207. 111 |Israel 147.237.77.176 |natpash.if i1 [Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |14
80.179.119.22 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor |13
80.179.119.22 |[Israel 147.237.72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 85. 232 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 10
46. 19. 85. 232 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
185. 24. 207. 111 |Israel 147.237.77.176 [natpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout alert 10
176. 228. 158. 118l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
176. 228. 158. 118|l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 7
91.225. 132. 102 |Pol and 147. 237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> RST monitor |7
84.111. 63.58 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 232 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid AGK nunber alert 6
46.19.85.232  [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber monitor |6
87.70.39.231 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 250 I 'srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid AGK nunber alert 5
68.201.6.194  [Lnited States [147.237.76. 147 |chinuch. aka.icf .il|Bad TCP sequence i’(\;l:eer:cr:“smt wth dfferent dert 5
79.179.14.172 |lsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
185. 24.207.110 |Israel 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg reansmt wthditterent | onitor |5
46. 19. 85. 250 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 121 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid AGK nunber noni t or
68.201.6.194  [Lnited Sates [147.237.76. 147 |chinuch. aka.icf.il|Bad TCP sequence i’(\;l:eer:cr:“smt wth dfferent mnitor |5
68.201. 6. 194 Lhited Sates [147.237.76. 147 [chinuch. aka idf .il|Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.121  |Israel 147. 237. 77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 5
Ret r ansni ssi on Packet dropped.
80.179.119.22 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 5
46. 19. 85. 250 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
85.64.228.85  [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence monitor |4
68.201. 6. 194 Lhited Sates [147.237.76. 147 |chi nuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 86. 59 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 4
46.19.85.121  [israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber alert 4
80.179.119.22 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
68.201.6.194  |wnited Sates [147.237.76. 147 |chi nuch. aka.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout alert 4
192.241.170.19 |United Sates [147.237.76. 147 |chinuch. aka. i df.iI[SYN At t ack SYN -> SYN-ACK -> RST monitor |3
195. 90. 103. 48  |Pol and 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
195.90.103.48  |Pol and 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |3
100. 92. 184. 126 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
195. 90. 103. 48 |Pol and 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
202.83.122.30 |Indonesia 147. 237. 76. 147 |chi nuch. aka. i df . i |[Bad TCP sequence I'nval i d ACK nunber nonitor |3
37.26.149.200 |Israel 147.237. 77, 243 b e i of 11 || SAM NG Engine TP Invalid - Jinvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
79.183.96.191 | srael 147.237.77. 243 |rbi et i1 | CamNg Enginer TGP Invalid - limvalid segment retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
2.53.167.98 | srael 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
157.55.39.25  |United Sates [147.237. 7. 243|mbileich i1 || M NG Engines TP Invalid - invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
195. 90. 103. 48  |Pol and 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 86. 59 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid AGK nunber alert
202.83.122.30 |indonesia  [147.237.76. 147 |chinuch. aka.icf .i|Bad TCP sequence i’(\;l:eer:cr:“smt wth dfferent dert 3
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.109. 19. 68 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 310
46. 19. 86. 244 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 118
46.19. 86. 63 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 Bl ock 3
66.249.64. 112 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized LR Access from 66.249. 64. 112 B ock 2
2.53.161. 211 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
77.138.177.181 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 2
ww aka. i df . i |/ nmai n/ gi yus/ pni ot answer . aspx
213.57.43.124 |[israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
40.77.167. 90 Uhited Sates |147.237.72. 166 |aka. i df . i | Abnormal |y Long Request URL B ock
. . . Unhaut hori zed URL Access to
180.76.15. 145 |Chi na 147.237.76.86 [navy.idf. il navy.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
79.178.211. 140 [israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 32 I srael 147.237.77. 216 |dover . i df .i | 147. 237.77. 216/ 1133- 8583- he/ dover . aspx B ock 1
213.197. 164. 46 |[Li thuani a 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from213. 197. 164. 46 B ock
109. 253. 201. 217|I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
-kosher-kravi . i df.
66. 249. 76. 80 | srael 147.237.0. 16 :’Yly Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
66.249. 69. 228 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
185.32.179. 195 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown Paraneter ndYTN "TPoN in
79.179.14.172 [Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx None 1
waw. chamat z. aka. i d [unaut hori zed URL Access to
66. 249.75. 46 | srael 147.237.77. 226 foil wan chanat z. aka. i df . i |/t enpl at es/ gener al / gener al . aspx Bl ock !
213.197. 164. 46 |Li thuania 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ kapat z/ B ock 1
66.249. 64.112  |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/m Bl ock 1
113. 103. 86. 243 |China 147.237.77. 176 |mat pash. i df . i | PHP At enpt Bl ock 1
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/val tam B ock 1
66.249.69.229 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwwuidf.il/appl e-app-site-association |B ock 1
204.79.180.201 |lhited Sates [147.237.72. 166 |aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/mluimtenpl ates/inner.asp |B ock 1
. - Uhaut hori zed URL Access to
84.108. 70. 15 I srael 147.237.77. 234 |hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
66.249.75.172  |[israel 147.237.0.15  |kosher-kravi.idf.j| |Sauthorized LR Access to Bl ock 1
kosher-kravi .idf.il/tenpl at es/ honepage/ honepage. aspx
113. 103. 86. 243 [China 147.237.77. 176 [mat pash. i df . i | Lhaut hori zed URL Access to v cogat . i df.il/wp-1ogin. php B ock
66.249.69.232 [Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to widf.il/atal 1/izkor/print_bottomasp [B ock
46.117.28.61  |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
vy anan. i df . i1/ https: /v anan.idf.il/
66. 249. 76. 71 I srael 147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to nadi matal .idf.il/robots. txt B ock
66.249. 69. 224 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew ingt op. asp |B ock
: . Uhknown Paraneter ctl00$ct | 00$c in
87.26.148.146 I srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx None !
176. 9. 29. 147 Ger many 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
77.139.47.167  |France 147. 237.72. 166 |aka. i df . i | thaut hori zed Method POST for Bl ock 1
www aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx
. . Unaut hori zed URL Access to
66. 249. 75. 4 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8870- he/ r ef uah. aspx Bl ock 1
213.197.164.46 |Lithuania  [147.237.72.166|aka. i df . i | llegal Byte (de Character in LR /mai i kapat 2/ /resf012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
Unaut hori zed URL Access to
66.249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nformati on/i dkoni nd pages/ i srael i i nkal ki | i a040 |Bl ock 1
12011. aspx
. . Unknown Paraneter asmin
85. 64. 24. 221 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx None 1
-kosher-kravi . i df.
66. 249. 76. 76 | srael 147.237.0. 16 :’Yly Unaut hori zed URL Access to ww ny-kosher-kravi.idf.il/robots.txt |B ock 1
66.249. 69. 228 [Israel 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 228 B ock 1

09-23-2016-23:04:01

to 09-24-2016-00:04:01




