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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
45. 63. 53. 164 Lhited Sates 147.237.76. 31 nakchal .idf.il|B ack List drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

59. 67. 64. 13 147.237.77. 227 |Chi na e. hamaz.idf.il GPL SCAN nmap TCP 2
196.47.173.21 |147.237.77.176 |te DIvoire  |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
18593 185. 10 |147. 237 77. 61 |k ai ne . coget i i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.200. 142. 180 |[147.237. 76. 177 |Kazakst an ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
79.177.14.166  [147.237.0.19 |Israel nadi matal .idf.il ET SCAN NVAP -sA (2) 1
61.240.144.65 |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
46.183.223.228 [147.237.76.38 |Latvia e.e.nmeitav.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.0.16 gzzi;'}m ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.77.176|(te Dlvoire nat pash. i df .i | ET SCAN NVAP -sS w ndow 3072 1
185. 129. 148. 230(147. 237. 72. 217 |Latvia eidf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 117. 143. 130{147. 237.0.15 |China kosher -kravi .idf .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel et Connections, 1
Potential Scan or Brute Force
82.200. 142. 180 |[147.237. 76. 177 |Kazakst an ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61.240. 144. 65 [147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
46.161.40.17  |147.237.77. 216 XSS dover. i df .il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46. 19. 85. 180 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |39
46. 19. 85. 180 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 35
o SYN+ACXK retransnmit wth .
2.55.13. 84 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vindow scal & nonitor |24
2.55.13. 84 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [alert 24
2.55.13. 84 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 24
reaming BEngine: TCP Invali i i ssi
46.19. 85. 3 I srael 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TGP alid imvalid segnent retransnissi on drop 14
Ret r ansm ssi on Packet dropped.
46.19. 86. 2 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |12
2.55.13. 84 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
46.19.85.180 [l srael 147. 237. 77. 216 |dover.i df . i | Srea g Engi ne @ Invalid invalid segnent retransnissi on. drop 10
Ret r ansni ssi on Packet dr opped.
s SYN+tACXK retransmt wth .
176. 13. 246. 214 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different v ndow scal e monitor |8
reamn ine: TCP Invali i i ssi
79.180.33.184 |Israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.200 |Israel 147. 237, 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
37.26.146.253 |Israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
185.3.147. 244  [Israel 147.237.77. 226 "} chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor ~ [5
46.19.86.2 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber aert 5
46.19. 86. 2 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 180 | srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST monitor |5
46.19.86.2 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber aert 5
Sreaning Engine: TGP Invalid ' i ssi
89.139.218.22 | srael 147. 237. 76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.121.92.183 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.
176. 228. 158. 118]I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
85. 64.168.197 |l srael 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Tineout [nonitor
5. 29. 163. 209 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Russi an R L
193.124.251.193| " - 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 3
176. 13. 232. 166 |l srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Sreaning Engine: TGP Invalid i i ssi
37.26.149. 248 | srael 147. 237. 77. 243 |mobi l e.i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.27.243 |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop
176. 228. 158. 118|l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
Russi an R -
193. 124. 251. 193 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
87.69.103.206 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
o SYN+ACXK retransnmit wth .
46. 19. 85. 152 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal & nonitor |2
2.53.39. 67 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
85. 64. 168. 197 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 2
46.19.85.3 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 2
87.69.214. 254  |Israel 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
176. 13. 246. 214 |l srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 2
176.13.0. 96 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
46.19.85. 3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.116.106. 77 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176. 13. 246. 214 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
84.108. 236. 191 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
172.247.83.216 |lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
37.142.206. 132 |l srael 147.237.77. 243 |nobile.idf il Bad TCP sequence Invalid ACK nunber aert 1
139.162.37. 147 |Wiited Sates |147.237. 76.197 |e. hi nush.idf i1 Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
216.243.31.2 Lhited Sates |147.237.72. 166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or
23.248.234.28 |lhited Sates |147.237.72. 167 |ishurimaka. idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
125. 77. 28. 26 Chi na 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
e SYN+ACXK retransnmit wth .
2.53.180. 211 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence different vi ndow scal & noni t or 1
85.64.168.197 I srael 147.237.72. 156 |anan. i of .i Bad TCP sequence SNACK retransmt with moni tor |1

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.139.240.46 |France 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46.121.92.183 |Israel 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut horized URL Access from46. 121, 92. 183 Bl ock 6
46.121.92.183 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.177.213.3 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.164.72 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 3
176. 13. 241. 112 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.121.52.169 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
24.5.58. 234 Lhited Sates |147.237.72.166|aka.idf .il Unhaut hori zed Method PCST for wwwy aka. i df.il/edinilibrary/ general doc. asp [Bl ock 2
79.179.28.249 [israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46.121.92.183 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfz?? , g‘eggrcyisemgtes“ tehi | ddocunent s/ 1431 Bl ock 2
46.120.46.228 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/dover/site/ nai npage. asp Bl ock 1
185. 93. 182. 138 |Spain 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 185. 93. 182. 138 Bl ock 1
66.249.64.116 I srael 147.237.77. 176 [nat pash. i df . i | mu'::gg:t .Ziegf .uinL/ ﬁ(s:Zfezlsi :n?or nat i on/ i dkoni ni pages/ 150302011yezu. aspx Bl ock !
95.185.234.66 |Saudi Arabia [147.237.72.166|aka.idf .il Unaut hori zed Met hod PCST for vwwu aka.idf.il/brothers/skira/default.asp [B ock 1
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1380- he/ dover. aspx B ock 1
185. 93.182. 138 |Sain 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df . il /i nages/ shared/ Bl ock 1
77.237.146. 28 gg;lhic 147.237.77. 216 |dover . i df . i | Unaut hor i zed Method HEAD for / B ock 1
66. 249. 66. 75 I srael 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ituri masp/displayallsoldiers.asp |B ock 1
109. 253. 202. 113|i srael 147.237.72. 166 |aka. i df . i | LL'rigeil/ i?rnageeg?ing:a;;;f;oibgcﬁi/ fm’j W kapat 2/ res012 B ock 1
68.180.231. 60 |United Sates [147.237.77.176|mat pash. i df .i | mazf;jt pe M /Oiéa;i??ﬁezlggg?ﬁaisgx Bl ock 1
199. 17.232. 4 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/aman B ock
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 4/ 2414. j pg |B ock

109. 253. 202. 113|I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from109. 253. 202. 113 Bl ock 1
77.138.21.110 |France 147.237.72. 166 |aka. i df . i | mmmjv”;:;’_rii dzf‘_e?l '/”en;hg/dgiﬁifn‘f’ror i on. aspx Bl ock 1
66.249.75.32  [Israel 147. 237.77. 216 |dover . i df . i | D o . el dover aspx Bl ock 1
37.26.146.253 |[Israel 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code Bl ock 1
77.138.224.65 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for vy aka. i df . il /drushi ni Bl ock 1
79.180.27.243 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
68.180. 230. 186 |lnited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
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