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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action

134. 147. 203. 115 Ger nany 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
142.54.174. 85 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
213.202. 233. 188 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 1
84. 229. 49. 217 | srael 147.237. 76. 86 navy.idf.il B ack List drop 1
122. 224. 153. 109 Chi na 147. 237.76. 30 hi nush. i df . | JLIMPurple Con Linit Htp drop 1
213. 202. 233. 188 Ger many 147.237.76. 44 e.refuah.idf.il B ack List drop 1
104. 238. 146. 105 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
104. 238. 146. 105 Lhited Sates 147. 237. 76. 200 eitan aka idf.il B ack List dr op 1
69. 30. 226. 220 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-traf 1 forward 1
104. 238. 147. 7 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
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|Top Attackers In IPS|

At t acker

Target Address |[Site Sgnature

Macedoni a, the Forner Yugosl av . . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.0.34 |tikshuv.idf.il FKedi t or Per mit 84
5.32.182. 169 |Bcedonia the Former Yugosl av 147.237.77.233|atal .idf il CL000076: HITPR: Trying to locate existing |qo 84
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.77.74 |lawidf.il FKedi t or Per mit 84
5.32.182. 169 |Bcedonia the Former Yugosl av 147.237.76.42 |refuah.idf.il CL000076: HITPR: Trying to locate existing |qo 84
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.72. 166 |aka. i df . i | FKedi t or Per mit 84
Macedoni a, the Forner Yugosl av . . Cl000076: HITP. Trying to | ocate existing .
5.32.182.169 |- i of 147.237.76.86 [navy.idf.il FCKedi tor Pernint 84
Macedoni a, the Forner Yugosl av . . . C1000076: HITP. Trying to | ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.76.200|ei tan. aka. i df . i | Fokedi tor Per nirt 42
5.32.182. 169 |“ecedonia the Former Yugosl av 147.237.76.39 |nobile. neitav.idf. il |S000076 HITR Trying tolocate existing o, 4 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.72. 156 |aman. i df . i | FKedi t or Per mit 42
5.32.182. 169 |Bcedonia the Former Yugoslav 147. 237.77. 170 |m@ar achot . i df . i | C1000076: HITPR: Trying to locate existing |qo 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182.169 o iiic of 147.237.77. 176 [nat pash. i df . i | Fokedi tor Pernit 42
5.32.182. 169 |Bcedonia the Former Yugoslav 147.237.72.167|i shuri maka. i df . i | C1000076: HITPR: Trying to locate existing |qo 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147. 237.76. 147 |chi nuch. aka. i df . i | Fokedi tor Per mit 42
5.32.182. 169 |Bcedonia the Former Yugosl av 147.237.0.15 |kosher-kravi.idf.il  |2000076 HITR Trying to locate existing o, 4 42
Republ i ¢ of FCKedi t or
i ww, chanat z. aka. i df . : i isti
5 32 182. 169 Micedqnl a, the Forner Yugosl av 147. 237. 77. 226 | CLOOOQ76. HITP. Trying to |l ocate existing Pernit 42
Republ i ¢ of il FQ<edi t or
5.32.182. 169 |“ecedonia the Former Yugosl av 147.237.76.31 |nakchal .idf.il C1000076: HITPR: Trying to locate existing |qo 42
Republ i ¢ of FCKedi t or
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER- APACHE Apache mod_ssl

non- SSL connection to SSL

82.166.92.132 |147.237.77. 216 |I srael dover.idf.il . . 3
port denial of service attenpt
45. 63. 28. 189 147.237.77.234|tnited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.9.38. 91 147 23777 74 |chi na Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T I ' Potential Scan or Brute Force
163.172. 134. 160|147. 237. 77. 74 LKJ?';:gom lawidf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.210.148.87 |147.237.77. 216 |Fance dover.idf.il portscan: TCQP O stributed Portscan 1
46.165.210.13 [147.237.0.19 |Ger nany nadi matal .idf.il ET SCAN Potential SSH Scan 1
45.63. 28. 189 147.237.77.226|United Sates |wwchamatz.aka.idf.il |ET SCAN NMAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 72. 167 E;Ir:;cci]om i shuri maka. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 77. 235 [Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
95. 152. 80. 48 147.237.8.24 |Satzerland elifestyle idf.il ET SCAN NVAP -sS w ndow 3072 1
80. 82. 65. 82 147.237.77. 216 |Netherl ands  |dover.idf.il ET WBB SERVER Poi son Nul | Byte 1
58.220.2.5 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\t/ii((:;
85.65. 4. 85 I'srael 147.237.77. 243 |nubi le.i o . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. |, 20
Inval i d Retransmissi on Packet dropped.
2.53.16. 211 I srael 147.237. 77. 243 |robi | e. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 12
Inval i d Retransm ssion Packet dr opped.
84.190.191. 113 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
79.183.72.176 |l srael 147. 237, 76. 200 |ei tan. akaicf. i1 | €2M NG Engi ne: TCP Inval id segnent retransmssion. |, 8
Inval id Retransm ssion Packet dropped.
2.55.13.84 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence jﬁfﬁtr\%;s&‘ﬁé?m moni tor |8
2.55.13. 84 | srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 8
2.55.13. 84 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout [alert 8
2.55.13. 84 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |8
46.19. 86. 184 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |aert 5
46.19. 86. 184 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |5
46.19.86.184  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtr:ﬁt;jx?c;gm moni tor |5
213.57.70.132 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
151.235.27. 131 |iran, Islanmic Republic of [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
151.235.27. 131 |iran, Islanic Republic of [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
84.190. 191. 113 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 3
2.53.28.128 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor 3
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
46.19.85.136  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬂﬁtﬁ;jﬁ?&gth moni tor |3
2.53.18.0 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
196. 64.93. 103 [Morocco 147.237.77. 176 |nat pash. i df . i1 drop First packet isn't SN drop 2
176.13. 241. 130 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
37. 46. 35. 34 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |2
93. 155. 253. 166 |Bulgaria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor 2
31.215.111. 212 |lLhited Arab Enirates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |1
100. 92. 228. 84 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
216.243.31. 2 Lhited Sates 147. 237. 76. 148 |gqcent er. aka. i df . i |dr op drop 1
188. 225. 156. 20 ga:lcis;ii:;a” Territory, 1147 237.77. 176 [matpash icr.il [SYN Attack SYN -> SYN-ACK -> Tineout |monitor |1
46.117.22.208 |israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
157.55.39. 143 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
46. 19. 85. 95 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
109. 253. 231. 238|l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
216.243.31. 2 Lhited Sates 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
79.176. 85. 13 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
176.13. 241. 130 |lIsrael 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 1
125.77.28.26  |onina 147.237.77. 227 |e.hanaz.idf.i1  |[Geo-1 ocation enf or cenent g?olr gzi'mon I nbound drop 1
37.46.35. 34 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 1
109. 65. 68. 17 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
216.243.31. 2 Lited Sates 147.237.77. 179 |e.nazi i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
80. 246. 133. 27 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.117.22.208 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |1
162. 209. 225. 118|ULhited Sates 147.237.0.35 |akavs.idf.il drop drop 1
46.19. 85. 112 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
122. 224. 153. 109|Chi na 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |1
5.32. 182. 169 Y“ﬁ;ﬁ;’f’;iage;ﬁﬁfo?“r 147. 237. 77. 243 |nobi l e, i df i | Bad TCP sequence N dro?:,rsaé‘;"zt wehdfferent | onitor |1
216.243.31. 2 Lhited Sates 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
79. 176. 85. 13 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
139. 162. 37. 147 |Wited Sates 147.237.76.199 |e.nakehal .idf.il  [Geo-1 ocation enf or cement ﬁ?olr ggﬁ;'mon | nbound drop 1
100.65.139.84  |Israel 147, 237.72. 166 |aka. i of . | Streamng Engine: TCP I nvalid checksum - Packet drop 1
Invalid Checksum dr opped.
216.243.31.2  |Wited Sates 147.237.77. 227 |e.hamaz.idf.i1  |[Geo-1 ocation enf or cement ﬁ?olr ggﬁ;'mon I nbound drop 1
77.139.12.69 France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 48 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
Macedoni a, the Forner . . . .
5.32.182. 169 Yugosl av Republ i ¢ of 147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access fromb5. 32.182. 169 B ock 4
46.121. 150. 234 i srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for B ock 4
wwy aka. i df . i |/ mai n/ gi yus/ general . aspx
Macedoni a, the Forner . .
5.32.182. 169 Yugosl av Republ i ¢ of 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
46.117.246.120 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
Macedoni a, the Forner . . ) )
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 5. 32. 182. 169 Bl ock 2
5.32.182. 169  |Bcedonia the Former |,/ o50 77 74 fjawidf. il Unaut hor i zed HTTP Met hod B ock 2
T ) Yugosl av Republ i ¢ of ) U )
Macedoni a, the Forner . .
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.72. 166 [aka. i df . i | PHP Attenpt Bl ock 2
5.32.182. 169  |MBcedonia the Former /) o50 77 oaslatal idf. il Unaut hor i zed HTTP Met hod B ock 2
T ) Yugosl av Republ i ¢ of ) U ’ )
. . D stributed Uhaut hori zed Met hod for Known URL on
77.138.133.169 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hoe/ def aul t . aspx B ock 2
Macedoni a, the Forner . . .
5. 32. 182. 169 Yugos! av Republ i ¢ of 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 2
. . D stributed Uhaut hori zed Met hod for Known URL on
77.139.14.228 |France 147.237.72. 166 [aka. i df . i | v aka, i df i |/ rai n/ hone/ def aul t . aspx Bl ock 2
Macedoni a, the Forner . . .
5.32.182.169 |\ qi oy Fepubl i ¢ of 147.237.76.86 |[navy.idf.il Unaut hori zed HTTP Met hod B ock 2
. . Lhaut hori zed URL Access to
66.249. 65. 176 |l srael 147.237.77.74 |lawidf.il 147. 237. 77. 741 si p. st or agel fi | es/ 3/ 673, doc B ock 1
. . Lhaut hori zed URL Access to
37.26.148.255 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ 960. css B ock 1
Macedoni a, the Forner . .
5.32.182.169 |\ (i ay Fepublic of 147.237.77. 176 [mat pash. i df . i | PHP Attenpt Bl ock 1
. . Uhaut hori zed Met hod PCST for
77.139.14.228 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai v kapat 2/ B ock 1
. . Lhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ ni n. asp B ock 1
Macedoni a, the Forner . . .
5. 32. 182. 169 Yugos! av Republ i ¢ of 147.237.76.31 |[nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 1
: . . D stributed Waut hori zed Met hod for Known URL on
66.102.9.5 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hoe/ def aul t . aspx B ock 1
Macedoni a, the Forner . . .
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.0.34 [tikshuv.idf.il PHP At enpt Bl ock 1
82.166.92.132 |[lIsrael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed Met hod PCBT for
77.138.21.110 |France 147.237.72.166|aka. i df . i | wiuw aka, i o i |/ mi 1V gi yus/ i nf or nat i on. aspx B ock 1
66.249.66.10 I srael 147.237.76.86 |navy.idf.i| thaut hori zed LR Access to. Bock |1
vy navy. i df . i |/ navy/ navy/ arti cl es. aspx
. . Uhaut hori zed URL Access to
37.142.10. 24 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
5.32.182. 169  |\Bcedonia the Former 1,7 537 77 176 nat pash. i df .i | Unaut hor i zed HTTP Met hod Bt ock 1
Yugosl av Republ i ¢ of
79.176. 85. 13 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.100 |[Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to list.ips.gov.il/list7.htm Bl ock 1
Macedoni a, the Forner . . . . . .
5.32.182. 169 Yugosl av Republ i ¢ of 147.237.76.39 |nobile. neitav.idf.il |Adnin B ocking B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 66 I srael 147.237.0.34 [tikshuv.idf.il tikshuv. i df i 1/ edi riyonan/ enl ar ge. asp B ock 1
Macedoni a, the Forner . . . .
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.0.34 |tikshuv.idf.il Unhaut hori zed HTTP Met hod B ock 1
109. 253. 240. 214]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.32.182.169 | Beedonia, the Forner ). 557 77 170 |nmarachot . i df .i | Mil tipl e Admin B ocking from 5. 32. 182. 169 B ock 1
Yugosl av Republ i ¢ of
. . D stributed Waut hori zed Met hod for Known URL on
77.138.63.196 |France 147.237.72.166|aka. i df . i | v aka. i df i 1/ i v hore/ def aul t . aspx B ock 1
5.32.182. 169 | Beedonia, the Former 1, ,; 557 75 166|aka. i df i Unaut hor i zed Met hod PRCPFIND for ww aka. i df .il/ B ock 1
Yugosl av Republ i ¢ of
. . Uhaut hori zed URL Access to
66.249. 69.224 |lIsrael 147.237.77.216|dover. i df . il Wi i df i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
79.177.13.143  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
i wwv, chamat z. aka. i
5.32.182. 169 | Beedonia, the Former |, ;g7 77 5o N 0 Adnin Bl ocki ng Bock |1
Yugosl av Republ i ¢ of df.il
66.249.76.102 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
Macedoni a, the Forner . . . . .
5. 32.182. 169 Yugosl av Republ i ¢ of 147.237.76.39 |nobile.neitav.idf.il |Wauthorized HITP Mt hod B ock 1
Macedoni a, the Forner . . . .
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.72. 156 [anman. i df . i | Adnin Bl ocki ng Bl ock 1
Lhaut hori zed URL Access to
66.249. 64. 108 [Israel 147.237.77. 176 |nat pash. i df . i | ww cogat . i df . i |/ useful i nf ormat i on/ i dkoni ni pages/ 30112 |Bl ock 1
010nasai yot . aspx
157. 55. 39. 73 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Macedoni a, the Forner . . .
5. 32. 182. 169 Yugos! av Republ i ¢ of 147.237.77. 170 |[naar achot . i df . i | Unaut hori zed HTTP Met hod Bl ock 1
Macedoni a, the Forner . . ) )
5.32.182. 169 Yugos! av Republ i ¢ of 147.237.76.31 [nakchal .idf.il Ml tipl e Unaut horized URL Access from 5. 32. 182. 169 Bl ock 1
. . Uhaut hori zed URL Access to
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2367, | pg B ock 1
Macedoni a, the Forner .. . .
5. 32.182. 169 Yugosl av Republ i ¢ of 147.237.0.15 |kosher-kravi.idf.il |Wauthorized HTTP Mt hod B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179. 6. 251 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai r/ sachar / pi r suneyof et . aspx None 1
i wwv, chamat z. aka. i
5.32.182. 169 | Bcedonia, the Former |, o 550 77 5og WA Mil tipl e Wnauthori zed URL Access frombs. 32, 182.169  |Bl ock 1
Yugosl av Republ i ¢ of df.il
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vwwu aka.idf.il/portal m B ock 1
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