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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
37.26. 146. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

2.53. 140. 125 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
142.54.174. 86 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forward 2

46.19. 85. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

203. 87. 133. 144 Phi | i ppi nes 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

71.19. 248. 195 Canada 147.237. 76. 30 hi nush. i df .i | B ack List drop 1
137.226.113.7 Ger many 147.237. 76. 148 ggcenter.aka. i df.il|B ack List drop 1

45. 32. 193. 80 Net her | ands 147.237. 76. 38 eeneitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
92. 45. 244, 24 Tur key 147. 237.72. 166 aka.idf.il [2023: HITP. Qoss Site Scripting in GET Request Bl ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
109. 226. 40. 40  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237.0. 17 ?ég:;;”im mny- kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
92. 45.244. 24 147. 237. 72. 166 |Turkey aka.idf.il ET VBB SERER Script tag in LR, Possible Qross Ste Scriptinl
At t enpt
221.226.31.210 |[147.237.77.178|China e. natpash.idf.il ET SCAN NVAP -f -sS 1
61.178.42.242 |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
221.6.32.82 147.237.77. 178 |Chi na e.matpash.idf.il ET SCAN NVAP -f -sS 1
58.218. 200. 137 |147.237.76.31 |China nakchal .i df.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
37.26.148.161 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76.31 |China nakchal .i df.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147.237.0. 15 [United Ki ngdom |kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 47.12. 162  |147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1
109, 60. 153, 178|147, 237. 76, 197 |USSi an o himush.idf il ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1
Federation Potential Scan or Infection
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka. idf.il SERVER APAO_E Apac.he mod_sslnon- S8 connection to SS. 1
port denial of service attenpt
221.226.31.210 [147.237.77.178|hina e. mat pash. i df . il ET SCAN NVAP -sS w ndow 2048 1
66.249. 76. 117 |147.237.72.166 |Lhited Sates  [aka.idf.il SERVER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
221.6.32.82 147. 237.77. 178 |Chi na e. mat pash. i df . i | ET SCAN NMAP -sS w ndow 2048 1
61.178.42.242 |147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
210.212. 207.80 |[147.237.0.15 |[India kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.183.223.228 [147.237.0.35 |Latvia akavs. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
2.55.151. 180 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150[147. 237. 77. 233 |Uhi ted Ki ngdom |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 47.12. 162  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

2.53.51.31 I srael 147.237.77. 243 |mobi l e.i df . i Ret r ansm ssi on Packet dr opped. drop 30
109.67.222.18 |israel 147.237.77. 243 |t e ior i1 | SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 30
Ret ransni ssi on Packet dr opped.
77.139.251. 236 |France 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 28
79.178.204.71 [israel 147.237.76.42 |refuah.idf.il  |Bad TOP sequence V?:droitrsin;nlt vith different moni tor [27
77.139.251. 236 |France 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 25
77.139.251. 236 |France 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 24
77.139.251. 236 |France 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 24
37.46. 41. 243 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
37.26.149.200 | srael 147, 237. 77, 243 |mbi e i o i1 |2 €AM NG Engine: TCP Invalid imvalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.
77.139. 251. 236 |France 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsgfmm wthdifferent Joonitor |12
176.13.230.67 |l srael 147, 237. 77, 243 |bi e ior i1 |27 €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 86. 216 I 'srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
213. 113. 254. 172[Sweden 147.237.77.234|ndl ag.icf.il  |Bad TOP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor |10
46. 19. 85. 150 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 86 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
31.154.81.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
46. 19. 85. 150 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
79.179.14.172 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
79.178.204.71 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence mdrc)itvrsag;”lt vith different moni tor |4
213.57.195.190 |Israel 147.237.72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
84.94. 182, 87 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence noni t or 4
79.178.102. 130 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 4
208.54.87.252 |hited Sates [147.237.77.170 |maarachot.idf.il |[SYN At tack SYN -> SYN-ACK -> RST noni t or 4
79.178.204.71  |israel 147.237.0.34 |tikshw.idf.il |Bad TOP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
79.178.204.71  |israel 147.237.76.30 |nimsh.idi.il |Bad TCP sequence mdrostvrsa:;”y wth different monitor |4
79.182.0.114  |israel 147. 237, 76. 200 [ei tan aka i o i1 || SN NG Engine: TP Invalid  finvalid segnent retransnissi on drop 4
Ret r ansn ssi on Packet dropped.
46. 19. 85. 15 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 123 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 123 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46. 19. 86. 216 | srael 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
37.26.148.218 |l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
79.179.14.172  [israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsrc‘;t;ansmt wthdifferent Joonitor |3
84.94. 182, 87 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
94. 230. 86. 55 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 176 I 'srael 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 85. 113 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
91. 209. 51. 22 kr ai ne 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 2
46. 19. 86. 216 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 94. 86 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
5.102.242.211 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 2
46.19. 86. 18 | srael 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
91. 209. 51. 22 Wrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
84.108.94.86 |l srael 147. 237. 72. 166 |aka. i of . | Bad TCP sequence SINACK rerransmt with different dopnitor [
31.154.81.1 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 2
188. 120. 148. 19 |l srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 2
92.45.244. 24 Tur key 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
5.29.114. 35 | srael 147.237.0.19 |madimatal.idf.i|lBad TCP sequence Inval i d ACK nunber alert 2
46.19. 85. 15 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 2
37.26.147.165 |Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . |Uhaut hori zed URL Access to
5.29.231.35 I srael 147.237.0.19 |nadimatal .idf.i nadi matal i df i 1/tenpl at es/ cat al og cat al og, aspx B ock 31
77.125. 68. 54 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.55.182. 163 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
80. 246. 138. 134 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock
. - Unaut hori zed URL Access to
213.57.254.39 |[Israel 147.237.72. 156 |arman. i df . i | - i i1/ def aul t. aspx/ mod i v def aul t. aspx B ock 2
87.68.17.212 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
1.22.113.79 I ndi a 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwidf.il/https:/wanidf.il/ B ock 1
] . - D stributed Unaut hori zed Method for Known URL on
147.9.209.165 |Wited Sates |147.237.72.166|aka. i df.il vow aka. i df . i 1/ mai v home/ def aul t . aspx B ock 1
79.179.14.172  |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
] . - Unaut hori zed Met hod PCBT for
66.102. 8. 215 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 1
194, 187. 170. 102|France 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw |l awidf.il./robots. txt Bl ock 1
. - - SS. Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
66.249.76.117 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO None 1
176. 228. 151. 248|I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df . il/he/ navy. aspx Bl ock 1
79.181.202.98 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aran. i df.il/https:/ww anan.idf.il/ B ock 1
66.102.9.5 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for www aka. i df . il /mai n/ hone/ def aul t . aspx Bl ock 1
. ] Distributed Lhaut hori zed URL Access on
109. 64. 44. 170 |l srael 147.237.72. 156 |anan. i df . i | . Cidf.i1/https: /v il B ock 1
180. 76. 15. 160  |Chi na 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/newsitel english/docunents. asp B ock
66. 249. 65. 160 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1437-he/ at al . aspx B ock 1
. - Distributed Lhaut hori zed URL Access on
213.113. 254. 172|Sneden 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 66. 22. 242 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from 109. 66.22. 242 (Qpen Mode) None 1
77.138.199. 134 |France 147.237.72. 166 |aka. i df . i | Wnautt hor i zed Method PCBT for N B ock 1
wane aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunper sonal quest i onnai r e. aspx
37. 46. 41. 243 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/bul l et 1. gif  |B ock 1
. . O stributed Uhaut hori zed URL Access on
185. 27. 106. 103 |l srael 147.237.77.234|hal ag. i df . i | 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66.249. 65.182 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 5/ 695. doc |B ock 1
109. 66. 22. 242 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
79.178.204.71  |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock
46.19.86.216  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in R /mai nkapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
192. 115. 100. 190l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for v aka. i df.il/ituriniasp/ wars. asp B ock 1
. . Lhknown Paraneter 93script%3eal ert (/ MySQEror/)%c/ script%e in
92. 45, 244, 24 Tur key 147.237.72. 166 |aka. i df . i | v aka. i o i 1/gj yus/ general / None 1
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storagel fil es/ 2/ 2922. pdf |B ock 1
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