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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
192.117. 10. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
198. 204. 224. 236 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 252 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 236 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvard 2
69. 30. 193. 254 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 235 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | bl ock-sp-traf 1 forvard 1
69. 30. 193. 252 Lhited Sates 147.237.0. 17 mny- kosher -kravi .i df . il bl ock-sp-traf 1 forward 1
204. 12. 220. 85 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
142.54. 174. 86 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 forvard 1
204. 12. 220. 85 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forvard 1
173. 208. 197. 202 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forvard 1
208. 110. 84. 67 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-traf 1 forvard 1
63. 141. 231. 211 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 82 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 1
69. 30. 227. 222 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 1
221.212.73. 37 Chi na 147.237.72. 166 aka.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site |Sgna1ure Devi ce Action |Count
202.124.109.87  |New Zeal and 147.237.76. 86 navy.idf .il |3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 6
202.124. 109. 87 New Zeal and 147.237.76. 86 navy.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
23. 96. 97. 203 Lhited Sates 147.237.77. 74 lawidf.il [6134: HITP SQ Injection Variabl e Declaration Evasion B ock 6
202.124.109.87  |New Zeal and 147.237.76. 86 navy.idf.il |6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 5
23.96. 97. 203 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 4
23.96.97.235 Lhited Sates 147.237.77. 74 law idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
174. 34.135. 242 Lhited Sates 147.237.72.166 |aka.idf.il| |[Cl000074: HITP. najestic bot Per mit 3
23.96. 97. 238 Lhited Sates 147.237.77. 74 lawidf.il |6134: HITP. SQ Injection Variable Declaration Bvasi on B ock 1
23. 96. 97. 233 Lhited Sates 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SELECT) B ock 1
23.96. 97. 233 Lhited Sates 147.237.77. 74 lawidf.il [6134 HITP. SQ Injection Variable Declaration Evasion Bl ock 1
23.96. 97. 235 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
66.249. 93.205  [147.237.72. 166 |Eur ope aka idf.il ET SCAN NVAP -sA (2) 604
202. 124.109. 87 |147.237.76.86 |New Zeal and navy. idf.il QA Injection - Select From 19
23.96. 97. 203 147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 12
23.96.97.235 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 5
23. 96. 97. 233 147.237.77.74 |lhited Sates lawidf.il QA Injection - Select From 2
184.168.80. 49  [147.237.72. 166 |Wited Sates aka.idf.il Tehila - Perl LWP wth fake user agent 2
109. 65. 193. 85  |147.237. 72. 156 |I srael anan. i of . i | ET SCAN NVAP -sA (2) 2
185. 129. 148. 230|147. 237.8. 46  |Latvia e.chinuch.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 238. 45 |147.237.77. 216 |United Kingdom [dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 [147. 237. 0. 34 gj;:lnim tikshw.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
23.96.97. 238 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 1
14.134. 10. 3 147 237, 77. 216 i na dover i df il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature /?ca\t”i (;i
13.8.125. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
109. 67. 101. 145 |Israel 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 36
S ream ng Engi ne: TCP i i Ssi
223.24.41.53  |Thailand 147. 237. 77. 243 |robi l e i df . i mng thgine: ! Invalid segnent retransmssion. |, 30
Inval i d Retransmission Packet dropped.
S reanming Engi ne: TCP i i ssi
2.53.51. 31 I'srael 147. 237.77. 243 |mobi l e. i f . i mng tngine: 7 Invalid segrent retransmssion. |, 30
Inval i d Retransmission Packet dropped.
188.247.72.63 |Jordan 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 14
Streamng Engi ne: TCP i i ssi
37.26.149.200 |Israel 147.237.77. 243 |nobil e.i of . mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
S reanmi ng Engi ne: TCP i i ssi
93.172.153.47 | srael 147. 237.76. 200 |ei tan. aka. i of .| mng thgi ne. Invalid segnent retransmssion. |q . 8
Inval i d Retransnission Packet dropped.
46.19. 85. 117 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
109. 66. 19. 149 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Streamng Engi ne: TCP i i ssi
2.53.143.180  |Israel 147.237.76. 200 |ei tan. aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Invalid segnent retransmission
66. 249. 66. 6 Lhited Sates 147.237.76.86 [navy.idf.il . - " |dro 6
W Inval i d Retransnission Packet dropped. P
46. 19. 85. 117 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert
37.142.2.214 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
S reaning Engi ne: TCP Inval i d segnent retransnission
84.108.32.214 |Israel 147.237.76.86 |navy.idf.il . . " |drop 4
Inval i d Retransmission Packet dropped.
185. 3.147.208 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
S ream ng Engi ne: TCP i i SSi
109. 64. 21. 244 |israel 147. 237. 77. 243 |nobi 1 e. i of . i mng tngine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Streamng Engi ne: TCP i i ssi
84.95.208.20  |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
128.242.249.10 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84.110.180.77 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
202.124.109. 87 |New Zeal and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout [nonitor
S reanm ng Engi ne: TCP i i ssi
2.53. 20, 144 I'sr ael 147.237.77. 243 |robi 1 e, i of . i1 mng thgi ne. Invalid segnent retransmssion. |q ., 3
Inval i d Retransnission Packet dropped.
213.57.72.251 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 117. 10. 226 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 253. 132. 158l srael 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
S ream ng Engi ne: TCP i i Ssi
157.55.39.190 |Whited Sates 147.237.76. 200 |ei tan. aka.i df . i mng thgine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
213.57.195. 133 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
213.8.204. 34 I srael 147.237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
188. 161. 112. 11 glcisgi'géa” Territont 47, 237. 77. 170 |naar achot . i f . i Bad TCP sequence Invalid ACK nunber monitor |2
213.233.85.136 |Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
31.154.81.78 I srael 147.237. 72. 166 [aka.i df .i Bad TCP sequence noni tor |2
84.108.75.223 |Israel 147.237.77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
46. 19. 85. 214 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139, 162. 37. 147 |United Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
216.243.31.2  |wited Sates 147.237.8.27 |e.medimatal.idf.il [Geo-1ocation enf or cement ifolrgg‘;;'mo” I nbound drop 1
31.210. 186. 94 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
213.57.183.33 |[lIsrael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.55.154. 38 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.94. 45. 236 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 1
46.121.96.233 [Israel 147.237.72. 167 |ishurimaka. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
176.228.212.4 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
216.243.31.2 Lhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
216.243.31.2  |wited Sates 147.237.0.16 i”IV"‘OSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1
31.154.81.78 I srael 147.237.72. 166 |aka. i of .i | drop First packet isn't SWN drop 1
84.109. 74. 20 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
213.8.204.10 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 1
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
188.161. 112. 11 (F;ajcis;i';'ja” Territorys 47, 237. 77. 170 |naarachot . i o . i Bad TCP sequence Inval i d ACK nunber dert 1
46. 19. 85. 244 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
216.243.31.2 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
188. 120. 148. 124|I srael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code Bl ock 238
176.13.23.175 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
46.19. 86. 63 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 6
77.139.59.226 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . il/mai n/ drushi Bl ock 3
85. 250. 179. 190 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.245 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 121. 150. 234 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ general . aspx |B ock 2
. . Unaut hori zed URL Access to
79.181.163. 119 |lsrael 147.237.77.234|hal ag. i df . il v | ogi st cs. atal i of.i1/sip storagel il es/ 1 si ze338x0/ 1531 pg Bl ock 2
77.139.59.226 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139. 59. 226 B ock 2
163. 172. 52. 197 E?';gegom 147.237.0.19 |madi matal . i df. i |Unauthorized LR Access to 147.237.0. 19/ admin/ i 18n/ r eadne. t xt B ock 1
207.46.13.110 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-12535- he/ dov B ock 1
84.108. 15.169 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1474- hel r ef uah. aspx B ock 1
163.172. 52. 197 LK!i“r:gegom 147.237.0.34 |tikshuv.idf.il |Unhauthorized URL Access to 147.237.0.34/adm n/i 18n/r eadne. t xt B ock 1
79. 180. 62. 39 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 75. 32 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 128 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
100. 38. 169. 4 Lhited Sates |[147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
: . . Unaut hori zed URL Access to
68.180.230. 186 |Lhited Sates [147.237.77.74 [lawidf.il v g i df i |/ consol f cor e/ doc_ngr/ doc. ngr . asp B ock 1
2.53.179. 184 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
176. 13. 232. 113 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66.249. 65. 152 |l srael 147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237.77. 233/ robot s. t xt B ock 1
109. 253. 204. 105| srael 147.237.77. 176 |nat pash. i df . i|  |Unauthori zed URL Access to wmn cogat.idf.il/894-ar B ock 1
. . Uhaut hori zed URL Access to
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il v | aw i o i1/t enpl at es/ homepage! pi vi k. php B ock 1
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il  [Wnauthorized UR Access to Bl ock 1

147.237. 76. 42/ si p_storage/ fi | es/ 8/ 2308. j pg
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