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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
120. 132. 50. 135 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 254 Lhited Sates 147.237. 76. 200 eitan aka idf.il bl ock-sp-traf 1 f orward 2
142.54. 174. 82 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forward 2
198. 204. 224. 237 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl f orward 1
173.244.198.5 Lhited Sates 147.237. 76. 30 hi nush. i df.il B ack List drop 1
63. 141. 231. 198 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-traf1 forward 1
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 f orward 1
173.244.198.5 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
198. 55. 103. 48 Lhited Sates 147.237.76. 86 navy.idf.il JLM Under Attack Con Htp dr op 1
69. 30. 226. 222 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 forward 1
156. 111. 216. 176 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

51.254.32.6 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

104. 167. 6. 84 147. 237. 0. 200 Lhited Sates rdl. i df i | ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.77. 226 Chi na wa charmat z. aka. i df . i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 0. 200 Chi na rdl. i df i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
210. 212. 207. 80 147. 237.77. 233 India atal.idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.8. 45 Chi na e.eitanidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
213. 155. 96. 159 147.237. 72. 156 Tur key aman.idf.il ET V(BB SERVER Poi son Nul | Byte 1
180. 213. 5. 205 147. 237.76. 30 Chi na hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
reamn ine: TCP Invali i i Ssi
109. 67.222.18 |Israel 147. 237.77. 243 |nobile. i f .| Streamng Engi ne: TCP alid  |invalid segnent retransnission drop 30
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 200. 44 I srael 147.237. 77. 243 |robi | e i df . | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
177.23.177.146 |Brazil 147. 237. 77. 216 |dover . i df . i1 Header Rejection ?;aﬂitrej ection pattern found in - Jopnitor |20
46. 19. 85. 179 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 11
46. 19. 85. 179 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreaning Engine: TCP Invalid ' i ssi
176.13. 3. 41 I'srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 175 I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i SSi
89.237.101.75 |France 147.237.77. 243 |robi l e. i f . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.7.145  |israel 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.53. 165. 83 I'srael 147.237.77. 243 |nobil e i df .1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
77.126. 28. 13 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
reanming BEngine: TCP Invali i i SSi
176.13.1.221 [ srael 147.237.77. 243 |rmbit i1 |7 €AMNg Enginer TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.53. 46. 66 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
79.176.117.15 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 115 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber aert 5
46.19. 86. 115 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
156. 111. 216. 176|ULhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 115 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 4
84.109. 112. 207 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber aert 4
156. 111. 216. 176|United Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 115 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 4
84.109. 112. 207 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
156. 111. 216. 176|United Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
156. 111. 216. 176|nited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaning Engine: TCP Invalid i i ssi
79.178. 162. 226 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 vl i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2. 55. 160. 228 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop
Sreamng Engine: TCP Invalid i i ssi
2.53.20. 144 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
89.138.72.106 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreaning Engine: TP Invalid i i ssi
84.95.208.20  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.178.123.18 | srael 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
46.121.199. 123 | srael 147.237.76.86 |navy.idf.il 9 =9 vl i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.138.46.133  |France 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
141. 226. 218. 38 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
46.121.199. 123 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
93.172.57.193 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence noni t or
Vb Server Enforcenent HITP Ceni
107. 178. 208. 177|Wited Sates |147. 237. 77. 216 |dover . i of .i _ Veb Servers Sow HITP Denial of | o o 2
Mol ation Service
89.138.72.106 |l srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt wih different | oo |2
w ndow scal e
93.172.57.193 |lsrael 147.237. 72. 156 |anan. i df .i | drop Frst packet isn't SN drop 2
5.102.242.102 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
77.138.9. 204 France 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACGK nunber aert 1
109. 65.86.219 |Israel 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 1
216. 218. 206. 124|lnited Sates |[147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |dr op 1
89. 138. 167. 152 |l srael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 1
Lhi ted s SYNPAXK retransmit with different )
185. 20. 5. 157 Ki ngdom 147.237.72. 166 |aka. i dof .i Bad TCP sequence vi ndow scal 6 noni t or 1
37.142.217. 144 |lsrael 147.237.76. 147 |chi nuch. aka.i of .i I[Bad TCP sequence Invalid ACK nunber noni t or 1
77.139. 84. 44 France 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid AGK nunber aert 1
139.162. 37. 147 |Wited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
216.243.31.2 Lhited Sates |[147.237.76.199|e.nakchal .idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
93.172.57.193 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber aert 1




09-23-2016-18:04:06 to 09-23-2016-19:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 67. 157. 222 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 108
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhauthorized URL Access from 109. 66. 155. 167 B ock 6
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 5
37.26.146.172 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185.32.179.37 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
89. 139. 214. 115 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 2
176.13. 3. 41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
213.155. 96. 159 [Turkey 147.237.72. 156 [aman. i df . i | Distributed Ml forned URL B ock 2
5.102. 221. 79 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/ Bl ock 2
109. 65. 94. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
156. 111. 216. 176|lhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed Method PCST for waw aka.idf.il/ishurin B ock 2
84.109.6.4 | srael 147.237.77. 226 V\:V\:W chamtz.aka. il mu::ttlgrn;id ahj:._ig??slsl tteorrpl at es/ honepage/ homepage. aspx Bl ock 2
213.155. 96. 159 |Turkey 147.237.72. 156 |aman. i df . i | ;'[Lgf’]"’]@mﬁ %ﬁ;ﬁ"ﬁ{%ﬁ;&ﬂggfﬁ[ﬁ? B ock 1
66.249.75.12  |israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g?ri?éeleg‘p fsctcoersasg et/‘]fi | s 8 2278, pa B ock 1
213. 155. 96. 159 |Turkey 147.237.72. 156 |anan. i df . i | m%"’}r#a(;tﬁr“'#g] ]Fff‘[d;g] ],\:AI{TT#TS]][[#O]] B ock 1
213. 155. 96. 159 |Turkey 147.237.72. 156 |aman. i df . i | D stributed Abnornal |y Long Request Bl ock 1
2.53.165. 83 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 1
157.55.39.1 Uhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
213. 155. 96. 159 |Turkey 147.237.72. 156 |aman. i df . i | Illegal Byte Qode Character in LR [[#20]]. Bl ock 1
46.120.107. 127 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
185. 120. 124. 60 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/sip storagel/files/ Bl ock 1
77.126.28.13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
213.155. 96. 159 [Turkey 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237. 72. 156/ changel og. t xt B ock 1
213. 155. 96. 159 |Turkey 147.237.72. 156 |aman. i df . i | DOstributed I11egal HITP \ersion Bl ock 1
5. 28. 159. 60 I'srael 147.237.72. 166 |aka. i df . i | m“;g_rii jfeﬂ Iﬁif}‘;‘;ﬁi; e misesti onns e, 85X Bl ock 1
109. 64. 89. 65 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Untraceabl e SSL Sessions from 109. 64.89. 65 (Qpen Mde) |None 1
66.249.64.181 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
213.155. 96. 159 [Turkey 147.237.72. 156 [aman. i df . i | Mal formed HTTP Header Line 1 B ock 1
207.241.231. 163|Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
77.139.135.45 |France 147.237.72. 156 [aman. i df . i | Unhaut hori zed URL Access to v aman. i df .il/favi con.ico Bl ock 1
176.13.3. 41 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
66.249.69.72  |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;g?r;éefz?p :’;C;Saz e‘,‘;i | es/ 1 349L | pg Bl ock 1
213, 155. 96. 159 [Turkey 147. 237.72. 156 |aman. i df . i | 2“1';'{’; ';é_efglg Byte (e Character in Method from Bl ock 1
209.249.5.246 |lnited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
80. 246. 130. 202 [l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwidf.il/tenpl ates/article/null Bl ock 1
213.155. 96. 159 [Turkey 147.237.72. 156 [aman. i df . i | D stributed Unknown HTTP Request Met hod B ock 1
176. 13. 7. 145 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
66.249.69. 127 i srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;”?éefy?p fsct‘:;s;g;/?i e/ 32293, | pg Bl ock 1
213.155. 96. 159 [Turkey 147.237.72. 156 [aman. i df . i | Mil tiple NILL Character in Method from 213. 155. 96. 159 B ock
209.249.5.252 |Wited Sates |147.237.72.156|anman.idf.il Unaut hori zed URL Access to waw anan. i df.il/robots. txt Bl ock 1
156. 111. 216. 176|Lhited Sates |147.237.77.216|dover.idf.i | Paraneter Type M ol ation aspxerrorpath in wawidf.il/error.htm B ock 1
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