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09-23-2016-17:04:01 to 09-23-2016-18:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
212.76.109. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
141.212.122.118 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
223.17.126.192 Hong Kong 147.237.76. 148 ggcenter.aka. i df.il|B ack List drop 1
198. 55. 103. 48 Lhited Sates 147.237.0. 200 mdu.idf.il JLIMPurple Gon Linmit Htp drop 1
198. 55. 103. 48 Lhited Sates 147.237. 76. 86 navy.idf.il JLM Under _Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 234. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2




09-23-2016-17:04:01 to 09-23-2016-18:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Ste |Signature |Count\
66.249.73.180 |147.237.77.176|Wited Sates nat pash. i of . i1 ET SCAN NVAP -sA (2) 68
. . .. |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,
115. 208. 231. 65 [147.237.76.39 |China nobi | e. nei tav. i df . i . 2
Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
211.197. 201. 106|147, 237. 76. 30 |KO"6& RePUDIIC | o meitay.idf . | ) y 2
of Potential Scan or Brute Force
190. 83. 139. 178 |147. 237. 0. 200 12;;3‘? and i df i | ET SCAN NVAP -f -sS 1
163.172.129. 15 |147.237.77.234|Uni ted Ki ngdom [hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187.89 [147.237.77.74 |Uhited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113.72.177.138 |147.237.77.19 |China lawforumidf.il . 1
Potential Scan or Brute Force
66.249.73. 163  |147.237.77.170|Wnited Sates naarachot.idf.il  |ET SCAN NVAP -sA (2) 1
46.183.223.228 [147.237.8.46 |Latvia e.chinuch.idf.il ET SCAN Potential SSH Scan 1
190. 83. 139. 178 [147. 237. 0. 200 Ebn;gid and rau.idf | ET SCAN NVAP -sS wi ndow 2048 1
180.213.5.205 [147.237.8.28 |China e.mobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 [147.237.77.233|United Ki ngdom [atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54.72.73. 168 147.237.77. 216 |Irel and dover.idf.il portscan: TCP DO stributed Portscan 1
2.55.130. 26 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1




09-23-2016-17:04:01 to 09-23-2016-18:04:01

|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address ‘S’te ‘Signature Action ‘Count
213.71.171. 203 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 96
37.76.102.73 |Hungary 147.237.77. 234 |nalag.if i1 |Bad TCP sequence ?Z;;etransmlt with different wndow | oo |16
46. 210. 241. 216 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 15
46. 19. 86. 175 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
37.76.102.73 |Hungary 147.237.77. 234 |nal ag.idf.il  |Bad TCP sequence ?Cg;e“ansm't with different wndow | o, 13
87.69.119. 111 [Israel 147, 237. 77, 243 |mwbi e i o1 ! €2 NG Engine: TCP Invalid Ivalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.
46.19.85.179 |lsrael 147.237.76.42 [refuah.icf.il |Bad TCP sequence I'nvali d ACK nunber moni t or 11
46.19. 86. 180 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or
46. 19. 86. 180 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
2.53.58.151  |[Israel 147237, 77, 243 |rwbi e i o1 [ €2 NG Engine: TCP Invalid I nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.216 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.216 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber moni t or 6
46. 121. 229. 245 | srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval id ACK nunber noni t or 5
109. 253. 207. 13 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 5
46. 121. 229. 245 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber moni t or 5
46. 121. 229. 245 | srael 147.237.76.86 |navy.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout noni t or 5
46.121. 229. 245 [ srael 147.237.76.86 |navy.idf.il  |Bad TOP sequence mgsv(srczr:nsm wehdifferent | onitor |5
46. 121. 229. 245 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti neout noni t or 5
46. 121. 229. 245 || srael 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence mﬁsg;ﬁmm wehdifferent  oonitor |5
176. 13. 231. 131 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
46. 121. 229. 245 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 5
46.19. 85.18 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
85. 130. 254. 85 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46. 120. 174. 214 | srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN - > SYN-ACK -> Ti neout noni t or 4
109.67.55.74  |israel 147, 237.76. 200 |eitan. aka i of .| 2 NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
46.120. 174. 214 I srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence mﬁsg;ﬁmm wehdifferent  Joonitor |4
141.0.14.125 |Europe 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
2.55.39.187 | srael 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or
84.109. 44. 236 |Israel 147, 237.76. 200 |eitan. aka i of .| 2 NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
46.116. 218. 118 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti neout noni t or 3
79.182.31.161 |l srael 147.237.77. 243 ot e, i o 11 [ €AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
79.183.96. 191 [Israel 147, 237. 77, 243 |mwbi e i o1 ! €M NG Engine: TCP Invalid Ivalid segnent retransnission. drop 3
Ret ransni ssi on Packet dr opped.
109. 253. 218. 13 |l srael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19.85.211 [Israel 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN - > SYN-ACK -> Ti neout noni t or 3
46.19. 85. 83 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 121. 229. 245 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
85.130. 254. 85 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
46.19. 85. 113 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
31.154.49.33 |[Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST moni t or 2
2.55.141.189 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 45 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176.13.2.238 |Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.148.254 |lsrael 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 129. 69 [l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55. 39. 187 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
46. 121. 229. 245 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti neout alert 2
176. 13. 8. 163 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

46. 19. 85. 97 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 115
2.55.182.163 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 100
2.53. 31. 160 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 36
176.13.9.148 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
218.87.49. 237 [China 147.237.77. 216 |dover . i df . i | Mil ti pl e Unhaut hori zed URL Access from 218. 87. 49. 237 B ock 3
84.229.9.217 |lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19.86.239 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 76. 112 B ock 2
2.53.150.226 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.53.153.236 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.3. 44 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i/ hi mush/ sitel he/ hi nush. asp B ock 1
66.249.93.85 |[Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to wawidf.il/arr/ B ock 1
66.249.76.57 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/anman B ock 1
46.19. 85. 72 I srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request request version B ock 1
2.55.50.131  |israel 147.237. 72. 166 |aka. i df . i | e xg‘;%’iene?g;ggegbggkﬁf’ el 1V kapat 2/ /1 es#012 Bock |1
82.80.130. 162 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.76.77 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
176.13.11. 114 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ reset . css Bl ock 1
46.19. 85. 18 I srael 147.237.76.31 |nakchal .idf.il [Malformed UR B ock 1
67.53.18.178 léh;::: 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . il/mai n/ haredi i gener al . aspx Bl ock 1
66.249.76.70 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. i df. i/ appl e- app-site-associ ati on B ock 1

Ill1egal HITP \ersion

_pk_ref.118. f d1c=96BYR29R2%RCYR2YR229R C14746426829R CYR2ht t psYBAYR
46.19. 85. 72 I srael 147.237.76.42 |refuah.idf.il FY2Fwaw. googl e. co. i | YRF92296D, B ock 1
_pk_i d. 118. f dlc=f 50bc727e1df 93dd. 1472629351. 3. 1474642682. 147464268
2.; _pk ses. 118.fdlc=*

218.87.49. 237 [China 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to vww i df.il/index. asp Bl ock 1
46.117. 153. 226 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 1
195. 78. 246. 252 |kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/giyus Bl ock 1
46.19. 85. 18 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Milformed URL from46.19. 85. 18 Bl ock 1
2.53.58. 151 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
i ted ] ) Unaut hori_zeq URL Access t_o R _
68.180.231.57 (o 147.237.76.86 |navy.idf.il waw navy. i df .il/tenpl ates/links/ e navy.idf.il/library/ nanagel/ resource/ getfil econt |Bl ock 1
ent . hh. asp

66.249.76.70 |Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 70 B ock 1
46.19. 85. 72 | srael 147.237.76.42 |refuah.idf.il Mal formed URL __ at uvs=57e542f 751da6a47000; B ock 1
109. 64.89.65 |l srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
37.76.102.73 |Hungary 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.76.112 | sral 147. 237.72. 166 |aka. i df . i | chaut hor zed If‘v\eﬁ?iiz\l\;fappl o spp- si t & associ &t on Hock |1
66. 249. 66. 197 |[lIsrael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 22724- he/ i df gdover . aspx |B ock 1
204.79. 180. 6 g';tt:g 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mlui ndtenpl ates/inner. asp B ock 1
46.19. 85. 18 I srael 147.237.76.31 |nakchal .idf.il |Mitiple Uknown HTTP Request Method from 46. 19. 85. 18 B ock

77.138.121.80 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwu aka. i df.il/ishurin nai n/ B ock

66.249.76.70 |Isral 147. 237.77. 216 |dover . i df . i | chaut Sf?riilz/?%\eﬁkﬁzﬁzp;r’e_ app-s t - ss0ci at on Hock |1

0, 0, T

46.19.85.72  |Israel 147.237.76.42 |refuah.idf.il ig?ﬁnggg 4?:’33?3;62’5;388 RCLWES; in R Bock |1
109. 65. 71. 253 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ atal . aspx B ock 1
37.142.187.59 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-hel at al . aspx B ock 1
66. 249. 76. 115 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 17380- he/ dover . aspx B ock 1
66.249.76.57 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 76. 57 B ock 1
46.19. 85. 18 I srael 147.237.76.31 |nakchal .idf.il |Unknown HTTP Request Method 3d in URL B ock 1
217.132. 137. 12 [ srael 147.237.72. 166 |aka. i df . i | mn;l": iZ?T ?Ff;;rn/;\!hiﬁiiméng None |1
79.177. 196. 216 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 1
66.249.76.75 |israel 147.237.72. 166 |aka. i df . i | ?4S7t r2i3b7“_t7e§_ igg;’;?%szﬁdmﬁ Qggfssshoovg or um asp Bock |1
46. 19. 85. 18 | srael 147.237.76.31 |nakchal .idf.il I11egal HITP \ersion B ock 1
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