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09-23-2016-16:04:04 to 09-23-2016-17:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
168. 235. 196. 48 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 6
103. 206. 113. 59 I ndi a 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn drop 3
77.138.52. 97 France 147.237.77.216 dover.idf.il |SYN Hood out of context dr op 3
213.57.131. 248 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
141.212.122. 126 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
141.212.122. 127 Lhited Sates 147.237.76. 177 ncore.idf.il |Back List drop 1
137.226. 113. 7 Ger nany 147.237.76. 31 nakchal .idf.il |B ack List drop 1
37.26.146. 174 | srael 147.237.77.216 dover.idf.il |SYNHood out of context drop 1
141.212.122.122 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess ‘Site |S gnature Devi ce Action |Oount ‘
23.91.70.95 Lhited Sates 147.237.77.74 |l aw i df.il[5670: HITP. SQ Injection (SELECT) B ock 6
88. 236. 29. 78 Tur key 147.237.72.166 |aka. i df.il|{C1000018: HTTP. access to administrator/index. php -> Quarantine Per nit 1

88.236.29. 78 Tur key 147.237.72.166 |aka.i df.i|C1000016: HITP: administrator in WR Permt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Republ i ¢ of

23.91.70. 95 147.237.77.74 |United Sates |[lawidf.il SQ Injection - Select From 8
198. 199. 89. 155 |147.237.77.216|thited Sates |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.232.110. 28 |147.237.77. 227 E?';;gom e. hamaz. i df . i ET SCAN Potential SSH Scan 1
128.232.110. 28 |147.237.0.17 E;Ir:;cci]om mny- kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
o | NDI CATCOR CBFUSCATI ON script tag in PCST parameters -
88.236. 29. 78 147. 237. 72. 166 | Turkey aka.idf.il . ) o 1
likely cross-site scripting
58.218.200. 137 [147.237.76. 199 |hi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.15 |China kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
14.134.10. 3 147. 237. 76. 198 |Chi na e.yohal an.idf.il . ) 1
Potential Scan or Infection
222.82.225. 4 147. 237. 72. 167 |Chi na i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
218. 147. 103. 217|147. 237. 77. 178 %ﬁaic o e. mat pash. i df . | ET SCAN NVAP -f -sS 1
. . S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
185.93.185.10 [147.237. 76. 197 |krai ne e hinush.idf.il . 1
Potential Scan or Brute Force
128.232.110. 28 |147.237. 8. 28 E?';;gom e.nobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
125. 65.83.162 |147.237.8.14 [China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
60. 249, 15. 9 147 237 0.16  |Tai vosher-kravi i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. al wan - - . . .
w Potential Scan or Brute Force
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
222.82.225. 4 147.237.76.39 |[China nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 147. 103. 217|147. 237. 7. 178 |KO' &2 e. mat pash. i df . | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
168.235.196. 48 [Lnited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |94
168. 235. 196. 48 |[Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 61
168.235. 196. 48 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack monitor |50
84.109. 4. 76 I'srael 147.237.77. 233 |atal i df il Bad TCP sequence ?C(Z;e“ansm't with different wndow oovitor a5
156. 111. 216. 113|Lhited Sates |147.237.72.167|ishurimaka. i df.i|Bad TCP sequence Invalid ACK nunber alert 35
156. 111. 216. 113|lhited Sates |147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 35
110. 7. 203. 165 |Thai | and 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Inval id linvalid segnent retransmission. Packet | o, 27
Ret ransni ssi on dr opped.
92. 103. 144. 230 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
46.19.85.116  |Israel 147.237.77. 243 |mati e a1 | €M NG Engine: TGP Invalid finvalid segnent retransnission. Packet drop 21
Ret ransni ssi on dr opped.
84.109. 4. 76 I'srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence ig;e“ansm't wthdifferent window ooiior |16
46.23.156.55  |Ussian 147.237.77. 216 |dover. i df . i drop First packet isn't SWN drop 15
Federation
87.69.119. 111 |[Israel 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid finvalid segnent retransnission. Packet drop 12
Ret r ansmi ssi on dr opped.
71.172.141.179 |Whited Sates |147.237.72.167 |ishurimaka. idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |11
71.172.141.179 United Qates [147.237.72. 167 |ishurimakaidf.i|Bad TCP sequence mﬁﬁ]fs;:;ansm with different moni tor |11
103. 206. 113.59 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
100. 92. 39. 105 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop
46.19. 85. 76 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
79.178.10.115 | srael 147.237.77. 243 |moi e i i1 | SAM NG Engine: TP Invalid finvalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
109. 253. 138. 100|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 86. 93 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
84.108. 94. 86 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |6
185.32.179.14 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
46.19. 86. 19 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 237 | srael 147.237.72. 156 |anan.i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
71.172.141.179 |Uhited Sates [147.237.72. 166 |aka.idf .i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |5
106. 39. 60. 184  |Chi na 147.237.72. 217 |e.idf il Geo-1 ocati on enf or cement Geo-l ocati on i nbound enf or cenent drop 5
46.120. 237.158 |Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |5
71.172.141.179 |United Sates |[147.237.72. 166 |aka. i of .i Bad TCP sequence Smwaae e reansm with different moni tor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 86. 67 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber nonitor |5
46. 19. 85. 40 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
31.168.116.76 |lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
46.19. 85. 187 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
213.57.131. 248 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
156. 111. 216. 113|lLhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
212.179. 90. 106 |Israel 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Inval id ACK nunber nonitor |3
156. 111. 216. 113|Uhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
79.183.96.191 | srael 147.237.77. 243 |moi e iop i1 | SAM NG Engine: TP Invalid finvalid segnent retransmssion. Packet |y 3
Ret ransni ssi on dr opped.
103. 206. 113.59 [india 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
37.26. 146. 174 I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il S r?a_m ng Engi ne: . TG_D SN ;.;tkso\:\!egg;(\eﬁd ge}fiopr;i‘ rlsggl\?asmcket drop 3
Mbdi fied Retransm ssion data.
109. 67. 204. 217 |Israel 147 237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Inval id limvalid segnent retransmission. Packet | o, 3
Ret ransni ssi on dr opped.
223.24.41.53  |Thailand 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Inval i d inval id segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
2.53.15. 221 I srael 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret r ansmi ssi on dr opped.
41.37.98. 39 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
156. 111. 216. 113|Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
79.176.101.92 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
46. 19. 85. 40 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
156. 111. 216. 113|Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 159. 70 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
84.111. 33. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.182. 163 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Mt hod B ock 2
116. 90. 139. 137 |New Zeal and  [147.237.72. 166 |aka. i df .i | Ml tipl e Unauthorized Method for Known URL from 116. 90. 139. 137 B ock 2
46.19. 86. 237 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
156. 111. 216. 113|lhited Sates [147.237.72.166(aka.idf.i | Uhaut hori zed Method POST for wawn aka. i df .il/ishurin B ock 2
77.139.100. 94 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/giyus/ B ock 2
66.249. 64. 163 [l srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-associ ation B ock 1
157.55. 39. 18 Lhited Sates |147.237.77.216|dover.idf.il Mul tipl e Uhaut horized URL Access from 157.55. 39. 18 B ock 1
46. 19. 86. 237 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 109. 66. 155. 167 B ock 1
66.249.76.77  [Israel 147. 237.72. 166 |aka. i df . i | e oo 1o appl & app- i { & 355061 at | on Bl ock 1
66.102. 9. 22 Lhited Sates [147.237.72.166|aka.idf .l Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
213.133.110. 35 |Ger nany 147.237.72. 166 |aka. i df . i | m”;kr:irgleeﬁ /';fgthsjsfﬁﬁ;‘;;faul (. asp Bl ock 1
115. 28.212. 181 [China 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/wp-1ogin. php B ock 1
31.154.81.19 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/xmrpc. php B ock
77.139.102. 185 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . i |/ mai n/ gi yus/ bookl ets. aspx |B ock

66.249. 64.181 I srael 147.237.72.166 |aka. i df . i | luE‘_Jtzg‘;r.;Z;dlgggxﬁsffotrz 1 asp/ show or um asp Bl ock 1
46.116.0. 41 I srael 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock

180. 76. 15. 144  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9064- he/ r ef uah. aspx |H ock

68.180. 230. 216 [Lhited Sates [147.237.76.31 |nakchal .idf.il mwgkiglwi’; _\i’il(;'fﬂf_”hgagzmzi_gspx Bl ock 1
66. 102. 9. 30 Wited Sates |[147.237.72. 166 |aka. i df .i | m;:(zuit;d' i?}a#;wrioﬁ‘/’ d'\ef;:??.;g;xmom R on Bl ock 1
46.19. 86. 211 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df il /mai n/ gi yus/ nul | Bl ock 1
84.109. 4. 76 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock

66. 249. 64.185 I srael 147. 237.72. 166 |aka. i df . i | ?43; r2i3b7tftf§. ggy;?zrljszﬁdorﬁ gggfssshoov'; or um asp Bl ock 1
46.117.112. 223 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185.13.193.21 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
2.53.11.33 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
68.180.231.57 |lhited Sates [147.237.77.216(|dover.idf.il Uhaut hori zed URL Access to www idf.il/1589- en/dover.aspx B ock 1
66.249. 64. 124  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ 1151-he/ chi nuch. aspx B ock 1
116. 90. 139. 137 |New Zeal and  |147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df . il/mai n/kapat z/ B ock 1
66. 249. 66. 182 I srael 147.237.76.42 |refuah.idf.il ﬂ?g;g?lri?éefzi?‘p :’;C;S;Jé/?i | s o1 3269, pa Bl ock 1
62.219.163.73 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/20m nai n/ giyus/ | ogin. aspx |B ock 1
192. 115. 100. 190]I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka.idf.il/ituriniasp/ vwars. asp Bl ock 1
77.138. 3. 233 France 147.237.72.166|aka. i df . i | Unaut hori zed Method PCST for www aka. idf.il/nain/snalin B ock 1
66.249. 64.128 [Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed URL Access to 147.237.72. 166/ gi yus/ f or uni Bl ock 1
46.19. 86. 237 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from46.19. 86. 237 (Qpen Mde) None 1
85. 64. 184. 200 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mvde None 1
66. 249. 66. 185 I srael 147.237.76.42 |refuah.idf.il ﬂ?f‘;gé’f'?g_eyg‘p ;Cois;é/?i | es/ 713347, by Bl ock 1
66.102.9. 5 Wited Sates |[147.237.72. 166 |aka. i df .i | m;:(zuit;d' i?}a#;wrioﬁ‘/’ d'\ef;:??.;g;xmom R on Bl ock 1
206. 255. 246. 162|hited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df.il/english/weapons B ock 1
115. 28.212. 181 |China 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
31.154.81.19 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
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