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199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 238
199. 58. 86. 209 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il C1000074: HITP. naj estic bot Per nit 8
199. 58. 86. 209 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. mgj estic bot Pernirt 3
199. 58. 86. 209 Lhited Sates 147.237.77. 170 nmaar achot . i df . i | CL000074: HTTP. naj estic bot Per mit 2
199. 58. 86. 209 Lhited Sates 147.237.77.176 nat pash. i df . i | C1000074: HTTP: naj estic bot Pernit 2
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128.232.110. 28 |147. 237. 8. 50 LKJ?';;gom etikshw.idf.il |ET SCAN Potential SSH Scan 2
66.249.93.218  |147.237.77. 176 |Eur ope nat pash. i df .i1 ET SCAN NVAP -sA (2) 1
219. 146. 251. 139[147. 237. 76. 148 |thi na gacenter. aka. i df .i [ET SCAN Potential SSH Scan 1
219. 146. 251. 139|147. 237. 76. 38 |China eenitav.idf.il |ET SCAN Potential SSH Scan 1
219. 146. 251. 139]147. 237.0.33  |China idf.il ET SCAN Potential SSH Scan 1
163.172. 238. 45 |147.237.0. 19 E?Ir:;gom nedi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
128.232.110. 28 (147.237.77.19 LKJ?';:gom lawforumidf.il |ET SCAN Potential SSH Scan 1
128. 232. 110. 28 |147. 237.0. 35 E?Ir:;gom akavs. i df .1 ET SOAN Potential SSH Scan 1
91.201.236.50 [147.237.77.176|Wrai ne nat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
72.27.202. 48 147. 237. 77. 216 |Janai ca dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
219. 146. 251. 139|147. 237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
36.72.228.72 147.237.77. 74 |l ndonesi a lawidf.il ET SCAN NVAP -sS w ndow 4096 1
219. 146. 251. 139|147. 237. 76. 147 |Chi na chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
219. 146. 251. 139|147. 237. 0. 200 |Chi na mau. i df il ET SCAN Potential SSH Scan 1
. . . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
182.253.45.17 |147.237.8.50 |l ndonesi a e.tikshuv.idf.il . 1
Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 77. 19 E?Ir:;gom lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.77.176|Wrai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 3072 1
84.200.84.187 |147.237.77. 227 |Ger many e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
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84.109.4.76  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence mdﬁrsacnaslnlt wth dfferent monitor |35
188. 120. 154. 65 |l srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 33
85. 130. 227. 215 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 32
85. 130. 227. 215 [l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 31
223.24.41.53  |Thailand 147.237. 77, 243 |mbi e i1 | SAM NG Enginer TP Invalid invalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
85. 130. 227. 215 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
50. 138. 15. 23 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
50.138.15.23 |Wited States |147.237. 72. 166 |aka.idf.il Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |25
85. 130. 220. 253 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 19
85. 130. 220. 253 [l srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
85. 130. 220. 253 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18
46.19.86.4 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
2.53.186.195 |Israel 147.237. 77, 243 |mbil e i1 | SAM NG Engines TP Invalid - invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
80. 246. 137. 153 |l sr ael 147.237.77. 243 |rbi e .01 o) Samng Enginer TGP Invalid imvalid segrent retransmissi on. drop 9
Ret ransni ssi on Packet dropped.
79.178. 254. 141 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 9
79.178. 254. 141 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 9
79. 178. 254. 141 |I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
79.181. 186. 196 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 9
85. 130. 227. 215 [l srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or 9
85. 130. 227. 215 [l srael 147. 237. 76. 147 |chi nuch. aka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
132. 64. 30. 183 |l srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
46. 19. 86. 4 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 7
176.13.11.178 |Isral 147,237, 77. 243 |mbil e icf.i1 | AM NG Bngine: TP Invalid - invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.177.6.157 |israel 147.237.77. 243 |rwvi e i i1 |1 S NG Enginer TP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
85. 130. 227. 215 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op Frst packet isn't SN drop 6
46.19.85.239 [israel 147.237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.239 [Israel 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19.85.239 [israel 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d ACK nunber alert 5
31.168. 126. 9 I srael 147.237.72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19.85.239 [l srael 147.237.77.176 |matpash.icf.il  [Bad TCOP sequence mf)?fsg reansmt wthdfferent | onitor |5
46.19.85.239 |[Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
31.168.126.9 |Israel 147. 237. 72. 156 |anan.i of .| Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |5
94. 226. 186. 213 |Bel gi um 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
46.19.85.239 |lsrael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
79.177.37.124 |israel 147. 237. 72. 166 |aka.i of .il SYN At ack SYN -> SYN-ACK -> RST noni t or
77.138.253.3  |mrance 147, 237.76. 200 |eitan aka i1 || SAM NG Engine: TP Invalid invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
89.138.120. 30 |[Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.120.4.65  [israel 147, 237.76. 200 [ei tan. aka i or.i1 | €M NG Enginex TCP Invalid — invalid segnent retransmission drop 4
Ret ransni ssi on Packet dropped.
176.13.229.46 |[lsrael 147.237.77. 243 |nobi l e.idf .i | drop First packet isn't SN drop 4
46. 116. 196. 238 | srael 147. 237, 76. 200 |ei tan akaict.i1 || S NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
66. 102. 9. 149 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
2.53.30. 94 I srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
79.181. 186. 196 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
176.13. 16. 213 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 3
46.19.85.239 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence mﬁsg r:‘nsmt wehdifferent | nitor |3
37.26. 147. 147 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence alert 2
176. 13. 235. 233 |l srael 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 2
37.26.147. 147 |israel 147.237.72. 166 |aka.i of .il Bad TCP sequence noni t or 2
185.3.147.75 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 2
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109. 253. 129. 119l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 177
46. 19. 86. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 123
87.71.34.52 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 90
46.19. 86. 63 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
42.123.65. 19 Chi na 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 42.123. 65. 19 B ock 17
42.123.65.19 Chi na 147.237.76.200(ei tan. aka. i df . il PHP Att enpt B ock 6
46. 19. 85. 69 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.249. 6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.177. 6. 157 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . . Unaut hori zed URL Access to
79.177. 6. 157 I srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o 1 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 3
www. chamat z. aka. i df i
5.29.51. 225 I sr ael 147.237.77. 226 . Wnaut hori zed URL Access to B ock 3
Nl v chanat z. aka. i df . i 1/tenpl at es/ f ag/ f ag. aspx
176.13.12.100 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.29.92. 155 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
85. 65.235.222 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 2
185.27.105.92  |Israel 147.237.77.216|dover. i df.il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock 2
80. 246. 137. 153 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
84.109. 56. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel fi | es/ 1/ 3141 | pg B ock 1
] . . Unhaut hori zed URL Access to
157. 55. 39. 18 Lhited Sates |147.237.77.216|dover.idf.il Wi df i |/t enpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
. . Unaut hori zed Met hod PCST for
77.138.106. 149 |France 147.237.72. 166 |aka. i df . i | v aka, i o i /i n/ gi yus/ ki osk/ pri nt abl eki osk. aspx B ock 1
180. 76. 15. 135  |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
www. chamat z. aka. i df _ S
66. 249. 75. 46 | srael 147.237.77. 226 i Unhaut hori zed URL Access to www chamat z. aka. i df . i |/404. aspx B ock 1
’ - . Unhaut hori zed URL Access to
157.55.39.190 |lhited Sates |147.237.72.166|aka.idf.il aka. i o i1/ kanhar/ news/ vwy i srael bar. org, i | B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
42.123.65.19 Chi na 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed Method HEAD for waw eitan. aka. idf.il/ None 1
176.13.11. 178 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166|aka. i df . i Wnaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . D stributed Lhaut hori zed URL Access on
188. 120. 154. 65 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
. . D stributed Unhauthori zed URL Access on
89.138. 230. 199 |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
77.126. 240. 205 |l srael 147.237.72. 156 |arman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
42.123. 65. 19 Chi na 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to vwn eitan. aka. i df.il/index. asp B ock 1
. . Unhaut hori zed URL Access to
66.249.65. 160 |l srael 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 994- 7237- he/ at al . aspx B ock 1
207.46.13.123 |United Sates |147.237.77.216|dover. i df .i | thauthori zed LRL Access to wan i df.1/1391-12626-¢ Bl ock 1
n/ dover . aspx
77.138.33.114 |Fance 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for wwe aka. i df . il/sachar B ock 1
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