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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

8. 37. 225. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 61
109. 253. 195. 53 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 27
8. 37. 225. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
77.125.7.150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8. 37.225. 228 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79. 180. 200. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
141.212.122. 116 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 38 e.e.ngitav.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

51. 254, 97. 22 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 101
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
128. 232. 110. 28 147.237.8. 14 Uhi ted Ki ngdom e.orchot.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.76.147  |kraine chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 158 147.237.76.147  |Wkraine chinuch.aka.idf.il [ET SCAN NVAP -f -sS 1
77.252.26. 51 147. 237. 77. 61 Pol and e cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
77.252.26.51 147.237.77. 61 Pol and e.cogat.idf.il ET SCAN NVAP -f -sS 1
66. 249. 64. 124 147.237.72.166  [Uited Sates akaidf.il ET SCAN NVAP -sA (2) 1
210. 212. 207. 80 147.237.76.197 |india e hinush.idf.il ET SCAN Potential SSH Scan 1
46.161. 40. 17 147. 237.76. 38 Russian Federation |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 129. 15 147.237.77.205 |United Ki ngdom prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
128. 232. 110. 28 147.237.72.167 |United Ki ngdom ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
121. 46. 107. 14 147.237.76. 44 I ndi a e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 158 147.237.76.147  |lkraine chinuch. aka.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
91.201.236.158  [147.237.76.147 |kraine chinuch. akaidf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
77.252.26.51 147.237.77.61 Pol and e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
66.249. 73. 171 147.237.77.170  [Uiited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 1
66. 249. 64. 105 147.237.72.166  [Uhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
163.172. 129. 15 147.237.77.212  |United Ki ngdom e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
128. 232. 110. 28 147.237.76.199  |United Ki ngdom e. nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
8. 37.225.228 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 371
8.37.225. 228 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 67
77.127.22.57 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 46
77.127.22.57  |isreel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence SYNRACK retransmt W th monitor |46
di fferent w ndow scal e
77.127.22.57 I srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout alert 26
109. 253. 139. 246 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different dert 18
w ndow scal e
S SN retransnmit wth different .
109. 253. 139. 246|l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 18
46.19.86.88  |israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINACK retransmt with moni tor |11
di fferent w ndow scal e
109. 253. 131. 105|I srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 10
109. 64. 182. 74 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
109. 64. 182. 74 |l srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming Engine: TCP Invalid i i ssi
46.19.86.11  |israel 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.53.56. 122 I'sr ael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
37.142.4.63 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 246. 140 |l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 4
Sreanming Engine: TGP Invalid i i ssi
84.108. 236. 253 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. o 4
Ret r ansni ssi on Packet dr opped.
. ) SYNtAXK retransmt with .
2.53. 30. 245 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
131. 253.25. 167 |Wited Sates [147. 237. 76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. o 4
Ret ransni ssi on Packet dropped.
85. 64. 124. 34 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 3
o SYN+ACK retransmt with .
176.13.7.22 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Gi fferent vi ndow scal e noni t or 3
46.19. 85. 48 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
37.46.38.179 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |3
85.64.124. 34 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
46.19. 85. 48 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
waw: chanat z. aka. i df SYNWACK retransmt wth .
81.218.208.175 |[lIsrael 147.237.77.226 | Bad TCP sequence gifferent vi ndow scal @ noni t or 3
46. 19. 85. 48 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert 3
. ) SYNtAXK retransmt with .
46. 19. 85. 48 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 3
176.13.7.22 I srael 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
109. 253. 244. 246| srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
79.183.96.191 |israel 147.237.77. 243 |nobil e i df .1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
77.125.22.221 |lsrael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
176.13.7.22 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
46.19. 85. 48 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 3
176.13. 16. 213 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
46.19. 85. 53 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
77.125.7. 150 I srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
85.64.124.34 I srael 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SINWACK retransmit with monitor |2
di fferent w ndow scal e
46. 19. 85. 48 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
37.142.4.63 I srael 147.237.72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
24.187.165.214 |lWited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 2
77.125.22.221 |lsrael 147.237. 72. 167 |i shurimaka.i df . il dr op Frst packet isn't SYN drop 2
85.130.217.20 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
37.142.4.63 I srael 147. 237. 72. 156 |anan. i df . i1 Bad TCP sequence Invalid ACK nunber aert 2
46. 19. 85. 83 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert 2
187.61.110. 201 |Prazil 147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 86. 55 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 128
2.53.7.150 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
46.19. 85. 48 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
46. 19. 85. 47 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
109. 253. 146. 54 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
166.137.14.49 |Wited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed Mt hod PCBT for www aka.idf.il/ishurim B ock 2
37.26.148.192 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.40. 97 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 76. 72 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to wawn anan. i df.il/.wel | -know assetlinks.json |B ock 1
77.139.56.173  |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v anman. i df.il/favi con.ico B ock 1
66.102.9. 8 Wited Sates [147. 237. 72. 166 |aka. i df . i | w;l'(:”f ;d_ iLlj}a#;hnc/’rr:OZr;? d';f;tlofl ;;’;XK”""‘" L on B ock 1
31.154.81.76 I srael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
109. 253. 139. 2461 srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawidf.il/international _training B ock 1
46.19. 86. 11 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
176.13.18.228 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
77.139.132.129 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx B ock 1
66. 240. 192. 138 |Lhited Sates [147.237.0.34 |tikshuv.idf.il [Wauthorized URL Access to 147.237.0.34/robots. t xt B ock 1
31.154.81.76 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal.idf.il/xmrpc. php B ock 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 106 B ock 1
178. 63. 101. 134 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df.il/eitan/ pratinipirteychayal / B ock 1
80.179. 122. 185 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
66.249. 66.182 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/6/3156.jpg |B ock 1
117. 200. 13. 164 [India 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/english/true B ock 1
66.249.76.106 |lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df . i|/1153- he/ chi nuch. aspx B ock 1
46.120.68.27  |israel 147.237.72.166 |aka. i df . i | m”ai?i C'Tfa_ri"’l“/'en;je;/ &fwﬁfﬁimag on. aspx None 1
212.76.117.23 |lsrael 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on v idf.il/https: /v idf.il/ B ock 1
84.109. 4. 76 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.69.110 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ituri niasp/ di splayal | sol diers. asp B ock 1
157.55. 39. 125 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
77.139. 40.218 |France 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
46.120.68.27  |israel 147.237. 72. 166 |aka. i df . i | m”;gjfrﬁﬁ;bgﬁlmfgfmm n None 1
24.187.165.214 |lhited Sates |147.237.72. 166 |aka. i df . i Unaut hori zed Method PCST for waw aka. i df . i/ nai n/sachar B ock 1
Unknown Par arret er
85. 65. 25. 220 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphvai n$TochenP! aceHol der $quest i onUpdat e$t xt @ her Quest i on |None 1
in ww aka.idf.il/nain/giyus/fag. aspx
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