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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature  |Device Action  |Count |
84.109. 92. 217 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan aka.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack Li st drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 198 e.yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 2




09-23-2016-13:04:07 to 09-23-2016-14:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

51. 254, 131. 244 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2




09-23-2016-13:04:07 to 09-23-2016-14:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

163.172.129. 15 [147.237.76.34 |United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
128.232.110. 28 |147.237.76.38 |United Kingdom |e.e.neitav.idf.il [ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 72. 217 23::;'}0'1 eid.il ET SCAN NVAP -sS wi ndow 1024 1
77.126.240. 205 |147.237.72.166 |l srael aka.idf.il SER\/ER APAO—E_Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
46.116. 14,127  [147.237.72. 166 |l srael akaidf.il portscan: TQP D stributed Portscan 1
211. 149. 240. 243|147. 237. 76. 44 |China erefuah.idf.il |ET SCAN NVAP -sS w ndow 1024 1
36.72.228.72 147. 237. 76. 147 |I ndonesi a chinuch. aka. i df .i I|ET SCAN NVAP -sS wi ndow 2048 1
210.212.207.80 |147.237.76.44 |india erefuah.idf.il |ET SCAN Potential SSH Scan 1
210.212.207.80 [147.237.0.35 |india akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.76. 176 |United Ki ngdom [test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 187. 89 |147.237.76. 199 |Lhited Sates e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
121. 46.102. 78  [147.237. 72. 156 |I ndi a aman.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93.174.93.210 |147.237.8.46 |Netherlands e.chinuch.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
66.249. 64. 124  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 1
216. 218. 206. 99 |147.237.77. 176 |Lhited Sates nat pash. i df . i | ET SCAN Behavi F“‘ Wusual ly fast Termnal Server Traffic, Potenti E1
Scan or Infection
36.72.228.72 147. 237. 76. 147 |I ndonesi a chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
211. 149. 240. 243|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 147. 237. 76. 147 |l ndonesi a chinuch. aka.idf.il|ET SCAN NVAP -f -sS 1
210.212. 207.80 |(147.237.76.44 [India erefuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 42 |United Ki ngdom [refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

46.116.16.149 |Israel 147.237. 76. 200 |ei tan. aka. i df . i | .. dro 412
Ret r ansni ssi on Packet dr opped. P
R SYNretransmt wth different .
77.126. 240. 205 |l srael 147.237. 72. 156 |aman. i df . i Bad TCP sequence wi ndow scal e roni t or 91
Sreanming Engine: TCP Invalid i i SSi
77.126.58.14  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Inval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
46. 19. 85. 115 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 11
46. 19. 86. 225 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber alert 11
R SYNWACK retransmt wth different .
37.7.123.221 Pol and 147.237. 72. 156 |aman. i df . i Bad TCP sequence vi ndow scal e roni t or 10
Sreanming Engine: TCP Invalid i i SSi
176. 13. 227. 155 |Israel 147.237.76.31 |nakchal .idf.il 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 115 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 8
Sreaning Engine: TCP Invalid i i SSi
46.19.86.144  |Israel 147. 237. 77. 216 |dover . i df . | 9 =g Inval id segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
109. 253. 217.92 |[Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
37.7.123.221 Pol and 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.7.123.221 Pol and 147.237.72. 156 |anan. i df .i| Bad TCP sequence I'nvalid sequence nunber noni t or 6
37.7.123.221 Pol and 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 6
46. 19. 85. 115 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.7.123.221 Pol and 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.7.123.221 Pol and 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber alert 6
46.19.86.156 | srael 147.237.77. 216 |dover.icf.il  |Bad TCP sequence SIAK retransmt wth different | oo
W ndow scal e
31.168.133. 168 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 225 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
37.142.217.2 I srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rmoni t or 5
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 249 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid ' i ssi
84.108.184.95 |israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Inval i d segrent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
37.7.123.221 Pol and 147. 237. 72. 156 |anan. i df .i | SYN Attack noni t or 4
193. 191. 219. 80 |Bel gi um 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.7.123. 221 Pol and 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 4
59. 99. 21. 125 I ndi a 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
109. 253.193.33 [Israel 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAK retransmt with different ooniior [
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 71 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 225 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 3
46.19. 85. 161 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
109. 253. 218. 131|I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
) R SYNVACK retransmit wth different .
59.99. 21. 125 I ndi a 147.237. 77. 216 [dover. i df i Bad TCP sequence i ndow scal e noni t or 2
185. 20. 5. 157 z";;gom 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Ti meout alert 2
46. 19. 85. 83 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
185. 20. 5. 157 LKJ?'r:gegom 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
37.26.148. 144 |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence alert 2
37.26.149.232 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 2
109. 253. 143. 144]I srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 2
31.154.7. 4 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 2
82.81. 39. 225 I srael 147.237.76.42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
213.57.236. 167 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
Lhi ted Do SYNWACK retransmt wth different .
185. 20. 5. 157 Ki ngdom 147.237.72. 166 |aka. i df . i | Bad TCP sequence wi ndow scal e rmoni t or 2
37.26.148.144 |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence rmoni t or 2
e SYNVACK retransmt wth different .
46.19. 86. 19 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence i ndow scal e noni t or 2
84.109. 112. 207 [lIsrael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
77.124.1.220 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 67
77.139.90. 231 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
37.26.148. 144 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
109. 253. 158. 19 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
77.138. 140. 185 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method POST for www aka.idf.il/main/smalimsmalimaspx  |B ock 3
80. 246. 138.99 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.148.168 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.192 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.216 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.147.205 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148. 240 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . D stributed Unaut hori zed LRL Access on
31.44.132.40 |[Israel 147.237.72. 156 |anan. i df . i | -~ i1/ bt ps: /v il Bl ock 1
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | Mal f or med URL B ock 1
. . NULL Character in Header Nane at
77.126. 240. 205 |l sr ael 147.237.72. 156 [aman. i df . i | 2 £} [ [ #20] | +136] wOYy] AmES 1+ (YNBZZV B ock 1
66.249.76.70 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Unauthori zed LRL Access on v anan. i df.il/robots. txt B ock 1
77.126. 240. 205 |1 srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request et hod B ock 1
207.46.13.86 |lhited Sates |147.237.0.34 |tikshuv.idf.il |Wauthorized LR. Access to tikshuv.idf.il/wut B ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Illegal Byte Qode Character in Header VAl ue B ock 1
66. 249. 64. 166 |l srael 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed LR Access to nobile.idf.il/.well-know assetlinks.json B ock 1
. . Unknown Paraneter docld in
31.154.7.4 I srael 147.237.72.166 [aka. i df . i | v aka. i df. i |/ nai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
. . Mil tiple Uhtraceabl e SS. Sessions from77.126. 240. 205 (Protocol viol ation
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 1
. . S Uhtraceabl e Gonnection - Protocol violation
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
] ] D stributed Whaut horized Met hod for Known URL on
118. 201. 50. 146 |9 ngapor e 147.237.72. 166 |aka. i df . i | wan aka, i df . i |/ nai v/ hone/ def aul t . aspx Bl ock 1
77.126. 240. 205 |I srael 147.237.72. 166 [aka. i df . i | Ill1egal Byte Gde Character in Header Nane B ock
207.46.13.123 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/hinush Bl ock
. . Illegal Byte Gode Character in Mt hod
77. 126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | 2153641 ° DO Wi 2" gal [ #24] ] hOGRCLY "1 f, W B ock 1
84.108. 184. 95 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code Bl ock
66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/sip_storage/files/7/2827.jpg |B ock
37.26.146. 165 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
. . SS. Whtraceabl e Gonnection - Protocol violation
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
77.126. 240. 205 |1 srael 147.237.72. 156 |anman. i df . i | Too Many Headers per Request - 30 Headers B ock 1
77.126. 240. 205 |I srael 147.237.72. 156 [anan. i df . i | Abnornal |y Long Header Line request header nane B ock 1
157.55.39.28 |Wited Sates |147.237.0.34 |[tikshuv.idf.il [1@uthorized UR Access to . B ock 1
tikshuv.idf.il/tenpl at es/ oprol escat egory/ oprol escat egory. i n. aspx
. . Unaut hori zed Met hod PCST for
77.139.208.69 |France 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ mai n/gi yus/ m yun/ m yunder ugt af ki di m aspx Bl ock !
. . Il1egal Byte de Character in Mthod
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | O 3o [ [ #24] ]~ 6@ “}[ [ #24]] Ofef [ #14]] " V¥ EK 1V Bl ock 1
216. 244.66. 236 |Lhited Sates |147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation docld in tikshuv.idf.il/site/story.aspx B ock
77.126. 240. 205 |l srael 147.237.72. 156 |anman. i df . i | Mil formed HTTP Header Line 10 B ock
85 64.117. 153 | srael 147.237. 72. 166 |aka. i df . i | Unknown .Par gmet er ctl 00$ct | 00$§phh/h| n$cphSachar $ctl 25 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66.249.73.172 |Israel 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized URL Access to ww cogat . idf.il/894-he B ock 1
. . Unknown HTTP Request Met hod
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | O e[ [ #24]] 6@T2*} [ [ #24]] Ofe{ [ #14]] " V& EKi 190 i n LR Bl ock 1
. . Unknown HTTP Request Met hod
77. 126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | 25361 ° DO Wiy, 2" " gal [ #24] ] ho4ifGLO% " 1~ £, Win URL B ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Abnornal |y Long Request et hod B ock 1
) . . Uhaut hori zed LRL Access to aka.idf.il/edi mifund/ [fa€&f Bl a
157.55.39.159 |Whited Sates |147.237.72.166 |aka.idf.il e y - h s Bl ock 1
€L 8BS BELIEL €Y,
77.249.173. 146 |Netherl ands  |147. 237. 72. 166 |aka. i df . i | Wnaut hori zed Method PCBT for B ock 1
wawv aka. i df.i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
77.126. 240. 205 |l srael 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 1 Bl ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mal for med URL B ock 1
66.249.76.30 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 66.249. 76. 30 B ock 1
89.248. 167. 131 |Netherl ands  |147.237.0.19 |nadi matal . i df.i|Wauthorized URL Access to 147.237.0.19/robots. t xt B ock 1
77.138. 26. 183 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df.il/nain/smalin B ock 1
77.126. 240. 205 [l srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
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