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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
58. 218. 200. 137 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Tcp drop 1
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
91.121. 86. 136 France 147.237.77. 216 dover.idf.il |CLO00074: HTTP. majestic bot Per mit 126
91. 121. 86. 136 France 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 9
69. 30. 210. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per it 9
91.121. 86. 136 France 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per mit 6
91.121. 86. 136 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 4
176. 9. 10. 227 Ger nany 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per it 3
176. 9. 10. 227 Ger many 147.237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per mit 2
51.254.121.188 France 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per nit 2
69.197. 163. 195 Lhited Sates 147. 237. 72. 156 anan.idf.il C1000074: HTTP. maj estic bot Per nirt 2
151. 80. 31. 169 France 147.237.77. 74 lawidf.il Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
162. 250. 190. 142|147. 237. 77. 216 |Canada dover.idf.il Xenu Link Seuth User Agent 2
52.42.115.117 |147.237.77.212|lhited Sates  |e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
163.172.129. 15 |147.237. 76. 197 [Uni ted Ki ngdom |e. hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 63. 28. 189 147.237.77.19 [Wited Sates [lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.26.149.225 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
116.71.128.85 |147.237.8.24 |Pakistan e.lifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.77.233|Wkrai ne atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.201.236.50 |147.237.77. 233 |krai ne aal.idf.il ET SCAN NVAP -f -sS 1
66.249. 79. 2 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
185.93.185. 10  [147.237.76. 44 |Wkraine e.refuah.idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
58.218. 200. 137 |147.237. 76. 147 |Chi na chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
52.42.115.117 |147.237.77.212|Wited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df . i ET SCAN Potential SSH Scan 1
52.42.115.117 |147.237.77.212|Whited Sates e. dover.idf.il ET SCAN NVAP -f -sS 1
163.172.129. 15 |147.237.76.39 [United Ki ngdom|nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
41. 215. 36. 46 147. 237. 76. 196 [Kenya e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
139. 162.187. 89 [147.237.8.27 |Uited Sates |e nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 60. 153. 178 [147. 237.0. 19 ?;Z:;;”im nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |[147.237. 77. 233 |krai ne atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
77.127.41.234 |147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
211.149. 197. 148(147. 237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 197 [Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.15 |China kosher-kravi .idf il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
46.117. 83. 50 | srael 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 62
84.108.79.234 [Israel 147.237.77.234|hal ag.icf.il  |Bad TCP sequence mdg?vrsin;"lt wth different monitor |54
46.117. 83. 50 | srael 147.237. 72. 156 |anan.i df . il drop Frst packet isn't SN drop 25
202. 176. 147. 197 |Thai | and 147237, 77, 243 |mbit e i i1 | €AM NG Engi ne: TGP Invalid - finvalid segnent retransnissi on dr op 20
Ret ransni ssi on Packet dr opped.
46.19. 86.3 I'srael 147237, 77, 243 |mmbi e i 11 | €AM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
46.19.86.205  |israel 147237, 77. 216 |dover .11 | €AM NG Engi ne: TGP Invalid - finvalid segnent retransnissi on drop 13
Ret ransni ssi on Packet dr opped.
62. 0. 197. 85 I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46.19. 86. 4 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 9
46. 19. 86. 230 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber aert 7
46. 19. 86. 230 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.117.83.50 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
199. 187. 241. 236|nited Sates [147.237.77.170 |naarachot.idf.i1|SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
84.95.208.20  |israel 147. 237. 76. 200 [ei ten. aka i o 11| | A NG Engine: TP Tnvalid il id segnent retransmssion dr op 6
Ret r ansni ssi on Packet dr opped.
46.117.83.50  [israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansm't wehdifferent | onitor |6
46.19.86. 4 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence I'nval i d ACK nunber alert 6
37.122.154.42  |israel 147, 237.76. 200 |ei tan aka i o 1| €M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 16 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 16 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 254 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 6
27.251.64.154 |india 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 6
46.19. 86. 215 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence Inval id AGK nunber noni t or 5
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
89. 108. 144. 115 |Lebanon 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86.195 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence Sweaere reansm wehdifferent fonitor |5
80. 246. 136. 43 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.117. 83. 50 I srael 147. 237. 72. 156 |anan. i df .il Bad TCP sequence noni t or 5
46. 19. 86. 215 I srael 147.237.77. 234 |hal ag.idf . i1 Bad TCP sequence Invalid ACK nunber aert 5
46.19. 86. 14 I 'srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4
93.173.67.104 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁsrc‘; rea”smt wehdifferent fonitor |4
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.142.209. 156 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
66. 249. 76. 2 Uited Sates |147.237.77. 243 |rabi e icr i1 | S NG Bngine: TCP Invalid —invalid segnent retransnission dr op 3
Ret ransni ssi on Packet dr opped.
212.199. 251. 235|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
185. 32. 179. 149 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 3
141. 226.218.90 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber roni t or 3
46.117.83.50 I 'srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence Invalid AGK nunber noni t or 3
87.68.13. 33 I'srael 147.237.76.86 |nawy.icr.i | S NG Engine: TP Invalid il segnent retransmssion dr op 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46.117.83.50 I srael 147. 237. 72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
185. 3. 147. 226  |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 85. 34 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
46.117. 83. 50 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 2
46. 19. 85. 154 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176.13. 15. 48 I srael 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 242. 122|l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
80. 246. 139. 167 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 2
79.181.116.99 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence SINWAK retransmt with different oo |2

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55. 8.243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 110
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 93
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 80
84. 95, 208. 20 I srael 147.237.77. 226 ¥W\ﬂ/ chamat z. aka. i d Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 18
Unaut hori zed Met hod PCBT for
77.138.174.95 |France 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai reend. asp |B ock 13
X
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 12
84. 95. 208. 20 I srael 147. 237.77. 226 ¥W\ﬂ/ chamat z. aka. i d Dstributed PHP Attenpt B ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
66. 249. 76. 30 I srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 30 B ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 4
46.19. 86. 164 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 3
84.95,208.20 [Israel 147.237.77.233|atal .idf .i | PHP At t enpt B ock 3
79.178.25.240 [israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
66. 249. 76. 31 I srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 31 B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
84.111.65.145 |[Israel 147.237.76. 147|chi nuch. aka. i df . i | Uhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 2
109. 253. 211. 230|1 sr ael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 2
46. 19. 86. 254 I 'srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method uage: in URL he-il Bl ock 1

Illegal Byte (ode Character in UR. /nai n/ kapat z/ / r es#012
our ces/ i nages/ i nner page/ goback. gi f

66.102.9.5 Whited Sates |147. 237. 72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
Unaut hori zed URL Access to

84.108.79.234 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1

84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
ny- kosher - kravi . i df .

66.249.76.112 |Israel 147.237.72.166 |aka. i df . i | B ock

[

157.55.39. 108 |Lhited Sates |147.237.0. 16 i Uhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
46.116. 86. 52 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sachar/ undefi ned B ock 1
79.179. 28. 97 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
66. 249. 79. 53 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wawu nag. i df . i |/ webservi ces/ wscity. asnx [B ock 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
84.109. 51. 40 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. - DO stributed Lhaut hori zed URL Access on

46. 19. 86. 215 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
77.138.200.77 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock

180. 76. 15. 34 Chi na 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwidf.il/atal 1/izkor/ mai n. asp B ock 1
66.249.76.31  |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed URL Access to Bl ock 1

nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1744
D stributed Uhauthorized URL Access on

46.117.83.50 I srael 147.237.72. 156 |anan. i df . i | - Cidh i1/ htt ps: /v RNy B ock 1
37.26.147.207 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/mai n/ gi yus/ nul | B ock 1
69.197.163. 195 |Wited Sates [147.237.72. 156 |anan. i df . il Unaut hori zed URL Access to www anan. idf.il/robots.txt Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 188 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8746- he/ r ef uah. aspx Bl ock 1
46. 19. 86. 254 I srael 147.237.76.42 |refuah.idf.il Ilegal HITP \ersion B ock 1
77.138.234.56 |France 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed URL Access on v aman. i df.il/favicon.ico |B ock 1
. . Unaut hori zed Met hod PCST for
192. 198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | Wi aka, i of i1/ il Ui it enpl at es/ i nner . asp Bl ock 1
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 66. 249. 76. 106 Bl ock 1
. . Unaut hori zed URL Access to
46.121. 213. 149 |Israel 147.237.77. 176 |mat pash. i df . i | W cogat i df .i1/si p storagel i1 es/ 9/ 4629 pg Bl ock 1
37.162. 206. 171 |France 147.237.72. 166 |aka. i df .i | Distri bu_t ed _U"naut_horl zed Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
74.91. 23. 166 Lhited Sates [147.237.72. 167]i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
46.19. 86. 254 I srael 147.237.76.42 |refuah.idf.il Ml formed URL he-i B ock 1
. . D stributed Unaut hori zed URL Access on
79.177.29.180 |israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
213.151.35.221 [israel 147.237.72. 156 |anan. i df . i | Doubl e URL Encoding - paraneter: rdfromin v anan.idf.il/ B ock 1
66.249.76.106 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/reservel B ock 1
84.95.208.20 | srael 147.237.77.233|atal .idf . il Wnaut hori zed URL Access to Bl ock 1

atal.idf.il/tenplates/ honepage/ pi w k. php
D stributed Unaut hori zed Method for Known URL on

66.102.9.3 Lhited Sates [147.237.72. 166 |aka. i df . il v aka. i df . i 1/ mai v hore/ def aul t . aspx B ock 1
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