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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
178.167. 184. 202 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
5. 28. 140. 183 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
37.26.149.172 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
123. 151. 149. 222 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under Attack Con_Tcp drop 2
121.127.7.55 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
121.127.7. 48 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
123.151. 149. 222 Chi na 147.237.0. 19 nadi matal .idf.il |IJILMPurple Gon Limt_Tcp drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
121.127.7.49 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
121.127.7.51 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
173.244.198.5 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Back List drop 1
114.79. 8. 213 | ndonesi a 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address ‘Site

123.56.155.81 |China 147.237.77. 170 |maar achot . i df . i ||C1000016: HTTP. administrator in R Per nirt 6
195. 154. 187. 115 |France 147.237.76.86 |navy.idf.il C1000074: HITP. naj estic bot Per nit 2
195. 154. 187. 115 |France 147.237.77.216 |dover.i df . il C1000074: HTTP. naj estic bot Per nirt 2
123.56.155.81 [China 147.237.77. 170 |maar achot . i df . i | [CL000018: HITP: access to adninistrator/index. php -> Qiarantine [Pernit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
100. 13. 130. 4 147. 237.76. 148 |Lhited Sates ggcenter. aka.idf . il ET SCAN NVAP -sS wi ndow 1024 1
216. 81. 230. 167 [147.237.76. 148 |lnited Sates gacent er . aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |[147.237. 77. 235 |lkrai ne svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
211.149.231.57 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 4096 1
210.212.207.80 |(147.237.8.14 |[India e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.76.34 |kraine yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
188.161. 81. 184 |147. 237. 77. 216 chis;ii;ijan Territory: | gover. i d. il ET SCAN NVAP -sA (2) 1
91.201.236.50 [147.237.76.34 |Wraine yohal an. i df . il ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147. 237. 77. 243 |Uni t ed Ki ngdom nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 1
66.249.66. 173  |147.237.76.42 |Wnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
113. 240. 250. 154|147. 237. 76. 44 |Chi na erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147.237. 77. 178 |Russi an Federati on e. mat pash. i df il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.76. 198 |Lnited Sates e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237. 77. 235 |krai ne svivaidf.il ET SCAN NVAP -sS w ndow 3072 1
211.149. 231. 57 |147.237.77.176|China nat pash. i df il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |[147.237.77.235|lkrai ne sviva.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
211.149. 197. 148147. 237. 77. 74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147.237.72.217 |krai ne eidf.il ET SCAN NMVAP -sS wi ndow 3072 1
210.212. 207.80 |[147.237.0.17 |[India mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.76.34 |kraine yohal an. i df . i ET SCAN NVAP -sS wi ndow 2048 1
163.172.238.45 [147.237.77.19 |United Ki ngdom | awe forumidf il ET SCAN NVAP -sS w ndow 1024 1
71.15. 85. 176 147.237.77. 121 |Wited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
121. 136. 74. 10  |147.237.77. 205 |Korea, Republic of prisha.idf.il ET m Behavi oral ,Lhusual ! y Fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
45. 63. 28. 189 147.237.76. 176 |Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32 |147. 237. 72. 156 |Net her | ands anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 38. 107. 213 |147.237.76.42 |lhited Sates refuah.idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
107. 167. 104. 247|Wnited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 23
27.55.12.92  |Thailand 147.237.77. 243 |rmbit e ior i1 | ©2MNG Engine: TGP Invalid invalid segnent retransmssi on. drop 20
Ret ransmi ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
77.127.80.46  |israel 147, 237. 76. 200 e tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
100. 92. 1. 206 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46. 19. 85. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 8
100. 92. 115. 216 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 8
77.138.51.90  |France 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 8
Ret ransni ssi on Packet dropped.
46.19. 86. 214 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
80. 246. 137. 149 |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
62.0.197. 85 | srael 147.237.77. 170 |m@arachot . i df .i | |dr op Frst packet isn't SN drop 6
46. 19. 86. 254 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 85 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
147.235.8. 77 I srael 147.237.76.31 |[nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
188. 120. 154. 128l sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
178.167. 184. 202l rel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
147.235.8.77  |israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mﬁsgf‘sm wehdifferent 1 onitor |5
62.0.207.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 86. 77 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
37.26.148.230 |Israel 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
37.26.148.182 [Israel 147.237. 72. 156 |aman. i df .| Bad TCP sequence noni t or 4
46.210.245.73  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
79.182.131.6  |Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
131, 253.25. 142 |United Sates [147. 237 76. 200 |eitan aka i, i1 [ 2 NG Engine: TCP Invalid invalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dr opped.
37.142.211. 203 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
131.253.27. 76 |United Sates [147. 237. 76. 200 |eitan aka i, i1 [ 2 NG Engine: TCP Invalid invalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46.19. 85. 85 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
199.30. 24,164 |United Sates [147. 237. 76. 200 |eitan aka i, i1 [ 2 NG Engine: TCP Invalid invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
85.130. 210. 138 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 86. 122 | srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
178. 167. 184. 202|Irel and 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
147.235.8.77 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
185.24.207.96 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
2.53.49. 45 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
147.235.8.77  |Israel 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence SO relransmt wehdifferent | onitor |3
80.178.101. 40 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
185.24.207.96  |Israel 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent onitor |3
2.53.189. 226 | srael 147.237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
37.26.147.220 |israel 147.237. 72. 166 |aka.i df . Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifferent | onitor |2
46.117.30.115 | srael 147. 237, 72. 167 | shurimaka i o || S NG Engine: TGP Invalid invalid segnent retransssi on. drop 2
Ret ransmi ssi on Packet dr opped.
2.53.44.203 I srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
192. 249. 66. 247 |Wnited Sates |147.237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 2
5.29.111. 136 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
188. 120. 148. 25 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.148.182 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence Inval id ACK nunber alert 2
77.126.87. 27 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
5. 102. 253. 82 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
77.138.80.241 |France 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
31.168.24.252 |Israel 147.237.72. 156 |aman. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
218.87.49.237 |China 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 218. 87. 49. 237 Bl ock 17
2.55.8. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
218.87.49.237 [China 147.237.77. 216 |dover.idf .i | Ostributed PHP At tenpt Bl ock
2.55. 146. 229 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
84. 95. 208. 20 I srael 147.237.77. 226 \fIW\:AI/ chamat z. aka. i d Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 4
2.53.30. 126 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
80.246.140.79 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.116. 102. 145 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
109. 253. 132. 245|| sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
80.246.141.79 |lIsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut hori zed URL Access from 80.246. 141. 79 B ock 3
109. 253. 208. 43 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.53. 149. 167 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84. 95. 208. 20 I srael 147.237.77. 226 }AM:‘AI/ chamat z. aka. i d PHP At tenpt B ock 2
2.53.153. 236 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code Bl ock 2
77.125.12.52 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84.95.208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mul ti pl e Unaut hori zed LRL Access from 84. 95. 208. 20 Bl ock 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka. i df.il/main/ B ock 1
212.25.85.54 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 212, 25. 85. 54 B ock 1
66.249.76. 115 I srael 147. 237.77. 216 |dover . i df . i | D e e et adover. aspx Bl ock 1
31.154.81.71 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
84.108. 244. 43 | srael 147. 237. 72. 156 |aman. i df . i | m“;:;.iizdiéiﬁtfgg:efmom. il Bl ock 1
84.95.208.20  |Israel 147.237.0.34  |ti kshuv.idf.il m“ttlhlfsrr'“ffcf dlfi_lﬁgrar:ﬂsa:gs/ honepage/div. i tem Bl ock 1
80. 246. 137. 149 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
218.87.49.237 [China 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. asp Bl ock 1
141. 226. 217. 240|I srael 147.237.76.42 |refuah.idf.il e o e 0 aspx B ock 1
46.19.86.6 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . il /giyus/ asp/rec. asp Bl ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Uauthorized URL Access from 84.95. 208. 20 Bl ock
213.57.243.74 |lsrael 147.237.72.166|aka. i df . i | Dstributed I11egal Bite Gode Character in LRL B ock 1
66.249.93.85 |Israel 147.237.77. 216 |dover . i df . i | mult ;‘fﬁilj?iﬂpﬁ g/iiﬁl ;fecontml of generi of Bl ock 1
31.154.81.71 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php Bl ock 1
94.41.125. 90 :Z::I”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wwwvidf.il/ B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock
147.235. 8. 77 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed HTTP Met hod B ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt Bl ock 1
213.151. 35. 212 | srael 147.237.72. 166 |aka. i df . i | m“;?;’_riid??l '}bn;h‘;?r;ﬁnztf/‘generaj aspx Bl ock 1
37.26.148.183 | srael 147.237.76.42 |refuah.idf.il i;t ;g?”;gd 45;“;'3;;;1 dL/F:Le :e‘icissss on Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
147.235.8. 77 | srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2/ B ock 1
Unaut hori zed URL Access to
66.249.69. 186 [Israel 147.237.0.15 |kosher-kravi.idf.il [kosher-kravi.idf.il/tenpl ates/shared usercontrol s/ navnenu/ undefi |B ock 1
ned
77.249.173.146 |Netherlands  [147.237.72. 166 |aka. i df . i | thaut hori zed Method POST for B ock 1

vy aka. i df.i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx

. . D stributed Lhaut horized URL Access on
46.19. 85. 34 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- hel r ef uah, aspx B ock 1

. . Uhaut hori zed Met hod PCST for
109. 253. 194. 197|I srael 147.237.72.166|aka. i df . i | vown aka, i o i 1/ rai v sachar /  egi st rat i onwi zar d st epd. aspx B ock 1

Lhaut hori zed URL Access to

80.246.141.79 |[Israel 147.237.72. 156 [anan. i df . i | W anan. i df . 1/ appl e- t ouchs i con- 120x120- pr econposed. png B ock 1
188. 120. 154. 128]I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.73.176  |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/n Bl ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt Bl ock 1
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