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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
173.244.198.5 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count |
23.91.70.95 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 12
213.174.55. 11 Ger many 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 12

61. 220. 26. 201 Tai wan 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 11

184. 168. 46. 74 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6

184. 168. 46. 74 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6

184. 168. 46. 74 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
23.91.70.95 Lhited Sates 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 5
23.91.70.95 Lhited Sates 147. 237.76. 42 refuah.idf.il |9785 HITP. SQ Injection (Referer Header) B ock 1




09-23-2016-10:04:00 to 09-23-2016-11:04:00

|Top Attackers In |D|

Target Address ‘Attacker Country Signature
23.91.70. 95 147.237.76.42 |lhited Sates refuah.idf.il A Injection - Select From 20
184. 168. 46. 74 [147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select Fom 20
213.174.55.11 [147.237.77.233|CGer many atal.idf.il SQ Injection - Select Fom 14
61.220.26.201 [147.237.77.233|Tai wan atal.idf.il SQ Injection - Select From 13
128. 232. 110. 28 |147. 237.72. 217 |United Kingdom  |e.idf.il ET SCAN Potential SSH Scan 2
115, 208. 231 65 |147. 237 77. 235 |hi na vivaid il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
128. 232. 110. 28 [147. 237. 76. 177 |Uni ted Ki ngdom ncore.idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32 |147.237.77.19 |Netherl ands lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
100. 13.130.4  [147.237.77.234|nited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 [147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
41.215.36.46 |147.237.76.31 |Kenya nakchal . i df . i | ET SCAN NVAP -sS w ndow 1024 1
211. 149. 231. 57 |147. 237. 72. 14 |Chi na dover.idf.il(od) |[ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 |147. 237.72. 14 |lhited Sates dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 1024 1
128. 232. 110. 28 [147. 237. 76. 147 |Uni ted Ki ngdom chinuch.aka.idf.il |[ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 77. 233 |Russi an Federation |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.74.129. 245 |147.237.76.147 L;SEEI:EI?C chinuch aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.215.36.46 |147.237.76.39 |Kenya nobi | e.neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
211. 149. 246. 60 |147. 237. 77. 243 |Chi na nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1




09-23-2016-10:04:00 to 09-23-2016-11:04:00

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
2.53. 42. 26 I'srael 147.237.77. 243 |nobi l e. i df .1 Streaning Engi ne: TCP Inval i dinvalid segnent retransnission. |y 60
Ret r ansm ssi on Packet dr opped.
62.0.236.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
27.56.12.92 Thai | and 147.237.77. 243 |robi | e. i of .| Streamng Engi ne: TCP Inval i dfinvalid segnent retransssi on. drop 20
Ret r ansn ssi on Packet dr opped.
37.26.147.239 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
2.53.177.136  |israel 147.237.76. 200 [ei tan aka i i1 || €AM NG Enginer TCP Inval i dlinvalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dr opped.
62.0.224. 1 | srael 147.237.72. 156 |anan.idf .il dr op First packet isn't SN drop 12
46.19.85.9 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
80. 15. 223. 223  |Fance 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
217.194. 197. 154|lI srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.147.239 | srael 147. 237. 77. 216 |dover . i f . i Bad TCP sequence ;wﬁnrs;;j;;r:c;gth moni tor |8
46.19.85.9 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber alert 7
109. 253. 134. 76 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46.120.51.194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
62.0.236.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
66.249.75.149 |United Qates 147.237.76.86 |navy.idf. il Streamng Engi ne: TCP Inval i dlinvalid segnent retramsmssion. |, 6
Ret r ansn ssi on Packet dr opped.
87.70.28.140  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro'ffvrsa:aslrit wehdifferent —fonitor |6
85.250. 251. 64 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 5
64.233.173. 137 |Asia/Pacific Region |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
217.194.197. 141 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
217.194. 197. 154|l srael 147.237.76.86 |navy.idf.il SYN Attack noni t or 4
2.53. 135. 206 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
80. 246. 140. 244 |l srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 19 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 3
64.233.173.139 |Asia/Pacific Region |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
120. 188. 67. 202 |l ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
2.53.42.56 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
182.55.171.59 |9 ngapore 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
37. 26. 147. 239 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
193.106.54.33 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |2
46.117. 124. 208 |l srael 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 2
80.178.101.40 |lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SN drop 2
31.168.1.202  |israel 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval i dfimvalid segnent retransssi on. drop 2
Ret r ansn ssi on Packet dr opped.
46.121. 253. 80 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert 2
77.237.146.28 |Czech Republic 147. 237. 77. 212 |e. dover. i of .1 Geo- | ocati on enf or cement gﬁfolrggihf n i nbound drop 2
193. 106. 54. 33 |l srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid sequence nunber monitor |2
80.178.101.40 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 2
46.121.253.80 [Israel 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |2
172.247.84.220 |lhited Sates 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
193.106.54.33 |[Israel 147.237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |aert 2
46.120.51.194  [Israel 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber monitor |2
46. 19. 85. 77 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber moni t or 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
109. 67.122. 185 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
193.106.54.33  |lsrael 147.237.72. 156 |anan. i df . il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 2
46.120.51. 194 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 2
80.178.203.78 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber monitor |2
193. 106. 54. 33 |l srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber alert 2
46. 43. 69. 162 (F;ajcis;iigjja” Territory,ly 47 237, 77. 216 |dover. i f .i 1 dr op First packet isn't SN drop 2
82.166. 198. 113 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |Site Sgnature Acti on ‘Count
109. 253. 157. 57 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.9.148 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
213.57.226.66 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
176.13.21.7  |israel 147.237.72. 166 |aka. i df . i | thauthori zed Method HEAD for Bl ock 4
viwv aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
84.109. 233. 242 |I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 76. 106 B ock 3
157.55.39. 155 |[Lhited Sates |147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df .il/scripts. asnx/getjs B ock 2
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 2
. . . Unaut hori zed URL Access to
77.125.26.240 |lsrael 147.237.0.19 [nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
66.249.93.83 |[lIsrael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 93. 83 B ock 2
84.95.208.20 |Israel 147.237.77. 234 |hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
66.249.76.70 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw idf.il/.well-know assetlinks.json [B ock 1
84.95.208.20 |[lsrael 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 1
66.249.93.83 |Israel 147.237.77.216|dover.idf . il PHP Att enpt B ock 1
204.79. 180. 166 |United States [147. 237. 72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
ww aka. i df . i |/ m ui mitenpl at es/ hone. asp
5.29. 181. 69 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock
79.177.51.197 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
66.249.76.77 I'srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
157.55.39.26 |Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df .i | thauthori zed LR. Access to . Bl ock 1
wwn i df . i |/t enpl at es/ honepage/ pi w k. php
66.249.93.83 |Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/ar/login. php B ock 1
213.57.214.95 |Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - CQpen Mde None 1
46.19.85.147 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 1
85.65.233.40 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85. 65. 233. 40 B ock 1
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
www. chanat z. aka. i d . .
84. 95. 208. 20 | srael 147.237.77. 226 fil Mul ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
68.180.231.57 |lhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66.102.9. 3 Whited Sates [147. 237. 72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
- . Unaut hori zed Met hod HEAD for
85. 65. 233. 40 | srael 147.237.72. 166 |aka. i df . i | wan aka. i df . i |/ i v gi yus/ ki osk/ ki osk. aspx B ock 1
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df . il/1148-he/ chi nuch. aspx  |B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 4/ 3394. | pg B ock 1
87.70.28.140 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
77 127.9 127 |israel 147. 237, 72. 166 |aka. i df . i | Unknown Pararet er ct| 00$ct | 00$cphMai n$cphSachar $cb15152783 i n None 1

wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
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