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09-23-2016-09:04:00 to 09-23-2016-10:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
2.55. 146. 229 | srael 147.237.0. 19 nadi matal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 106

79. 180. 206. 200 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
173.244.198.5 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack Li st drop 1
173.244.198.5 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1

173. 244. 198. 5 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ack List drop 1




09-23-2016-09:04:00 to 09-23-2016-10:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
64.34.186.9 Lhited Sates 147.237.77. 74 lawidf.il [5670. HITP. SQ Injection (SELECT) B ock 6
168. 1. 80. 134 Australia 147.237.77. 233 atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6




09-23-2016-09:04:00 to 09-23-2016-10:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

168. 1. 80. 134 147.237.77. 233 |Austral i a aal.idf.il S Injection - Select From 8
64.34.186.9 147.237.77.74 |Wnited Sates  |[lawidf.il SQ Injection - Select From 8
198.199. 89. 155 [147.237.0.33 |lhited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
198.199. 89. 155 [147.237.0.15 |lLhited Sates kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
116.71.128.85 |147.237.8.50 |Paki stan e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237.0. 16 23::;'}0'1 ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66.249.83.221 |147.237.77.216|W0ited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
211. 149. 246. 60 |147.237.72. 156 |Chi na anan. i df.il ET SCAN NVAP -sS wi ndow 1024 1
46.183. 223. 228 [147.237.76.38 |Latvia eeneitav.idf.il ET SCAN Potential SSH Scan 1
208. 124.232.86 [147.237.72. 167 |Canada i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.161.40.17  |147.237.76.30 ?éj;:ﬂm hi mush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
208. 124. 232. 86 |147.237.72. 167 |Canada i shurimaka.idf.il ET SCAN NVAP -f -sS 1
198.199. 89. 155 |147.237.0.16 |lhited Sates  |ny-kosher-kravi.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
185.93.185.10 |147.237.77.74 |Wraine lawidf.il ) 1
Potential Scan or Brute Force
128.232.110. 28 |147.237.77. 170 |Uni ted Ki ngdom |naarachot . idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 [147.237. 76. 31 ?éj;:ﬂm nakchal . i df .il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 93. 73 147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
211. 149. 197. 148|147. 237.0. 200 |Chi na rdu. i df il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  |147.237.77.233 23::;'}0'1 atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 124.232.86 [147.237.72. 167 |Canada i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Invali d segnent retransnission.

5.102. 242. 194 | srael 147.237.77. 243 |nobile.idf.il Ret r ansni ssi on Packet dr opped. drop 30
62. 0. 197. 85 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 14
109. 67.122. 123 |l srael 147.237.0. 19 madi matal .idf.il |[SYN A tack SYN -> SYN-ACK -> RST noni t or 12
109. 67.122. 123 |l srael 147.237.0. 19 nadimatal .idf.il |SYN Attack SYN -> SYN-ACK -> RST aert 12
84.108. 30. 21 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
73. 33.106. 96 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 10
73. 33. 106. 96 Lhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
73.33.106.96  [Lhited Sates |147.237. 72. 166 [aka.idf il Bad TCP sequence mﬁﬁ]f;g ;ansm't wthdifferent | oitor |10
46.19. 86. 27 I'srael 147.237.77. 243 |nobi l e, i df . Streamng Engine: TCP Invalid |imvalid segment retransrission drop 9
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 66 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
80. 246. 138. 147 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm't wthdifterent |oonitor |6
2.53.135. 246 | srael 147.237.72. 156 |anan. i df .i | drop Frst packet isn't SYN drop
46. 19. 86. 140 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
80. 246. 136. 242 I srael 147.237.77. 243 |nobi l e, i df . Streamng Engine: TCP Invalid |imvalid segment retransrission drop 6
Ret r ansm ssi on Packet dr opped.
118.172.21. 145 |Thai l and 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 36 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 101. 148. 34  |Ger nany 147.237.8.27 |e.nadimatal .idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cerment |dr op 4
45.56.101. 145 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 140 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 4
109. 253. 132. 173l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 4
185. 3.147.104 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 36 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
2.53. 135. 246 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
2.53.135. 246 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
2.53.135.246  |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁsg reansm't wthdifterent | oonitor |3
84.95.208.20  |israel 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
77.138.138. 60 France 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
89.237.68.166 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
217.132.107. 226l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
212.117. 150. 168|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 2
46.116.214. 71 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
106. 186. 113. 132|Japan 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
83.130.79.158 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
176.13.227. 1 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.127.36.198 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
141. 226. 161. 69 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
212.199. 236. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
84.94.76.208 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 86. 66 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber alert 2
185. 32.179. 167 |lsrael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.22.134. 167 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 63 |lhited Sates |147.237.77.227 |e hanaz.idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
109. 253. 138.83 |l srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
198.199. 89. 155 |[Lhited Sates |147.237.0.35 |akaws.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 67.122. 123 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 150
2. 55, 146. 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 142
46.19. 86. 245 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 11
46. 19. 86. 27 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
2.53.40. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 36 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
31.154.81.2 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
P . Unaut hori zed Met hod HEAD for
148. 251. 192. 100|Ger many 147.237.72. 166 |aka. i df . i | ww aka i o i1/ ri ght s/ asp i nf 0. asp Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 1
. . Uhaut hori zed URL Access to
66.249.79.141 |[Israel 147.237.77.74 |lawidf.il 147.237. 77741 si p. st or agel fi | es/ 7/ 697. doc Bl ock 1
46. 19. 85. 170 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL B ock 1
] . . Unaut hori zed Met hod HEAD f or
104. 237. 151. 219|Wnited Sates [147.237.72.166 |aka.idf.i | v aka. i of i /el tanv prat i i pi rt eyer ual Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
66.102. 9. 22 Uited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/mai n/hone/ defaul t. aspx |B ock 1
31.154.81.2 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwurefua. atal .idf.il/xnirpc. php Bl ock 1
157. 55. 39. 26 Lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. idf.il/kiosk B ock 1
W, ch z. aka. i df i
84.95.208.20 | srael 147. 237, 77. 226 | "W Chanat 2. aka. i df |Lnaut hori zed LR Access to o B ock 1
il W chamat z. aka. i df . i1/tenpl at es/ honepage/ di v.item
67.82.249. 71 Lhited Sates |147.237.72.166|aka.idf .il Unaut hori zed Method PCST for wwwy aka. i df.il/giyus/| ogin/ B ock 1
46.10.85.170  |israel 147.237.0.34  |ti kshuv.idf.il iur:k[};"‘“ HTTP Request Method .i1/901-8544-hel tikshuv. aspx g o 1
109.67.55. 1 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed LRL Access to wan kosher-kravi.idf.il/default.aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 6/ 3416. | pg B ock 1
37.142.125. 227 |Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None
157. 55. 39. 73 Lhited Sates |147.237.72.166 |aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock
84.109. 129. 208 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
’ . . Uhaut hori zed URL Access to
68. 180. 228. 99 Lhited Sates |[147.237.72.166|aka.idf.il i aka, i df . i |/ nai v/ gi yus/ undef i ned/ B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Dstributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.75. 149 I srael 147.237.76.86 navy. | df.il vwwv navy. i df . i |/ shared/ user cont r ol s/ header upper/ Bl ock !
40.77.167. 93 Reuni on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
180.76.15.28  |china 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to Bl ock 1
vy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
- . Unaut hori zed Met hod PCBT for
85. 64.210.209 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai n/ sachar / f ag, aspx B ock 1
80. 246. 136. 242 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 1
109. 67. 194. 215 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /waidf.il/ B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
66.249.79.137 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
P . Unaut hori zed Met hod HEAD for
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | ww aka i df i 1/i turi mh aspl ver s, asp B ock 1
46. 19. 85. 170 I srael 147.237.0.34 |tikshuv.idf.il Abnornal |y Long Request net hod B ock 1
] ] ] Unaut hori zed Met hod PCST for
104. 236.53. 155 [lhited Sates [147.237.72.166|aka.idf.il v aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
80. 246. 140. 203 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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