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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site
58. 218. 200. 137 Chi na

|signature |Device Action |Count |
147.237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 1
173.244.198. 5 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il |Back List dr op 1
173.244.198.5 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

50. 63.197. 9 Lhited Sates 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

1.39.39. 115 147.237.77.216|India dover . i df .i | GPL SCAN nmap TCP 20
50. 63. 197. 9 147.237.72.166 |Wnited Sates [aka.idf.il SQ Injection - Select From 8
118 41.95. 172|147, 237 77, 207 [KOr € Republic| o o o ET SJAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
113. 240. 250. 154|147. 237. 76. 198 |Chi na e.yohal an.idf .il ET SCAN NMAP -sS wi ndow 1024 1
24,82, 4723 147 237 77 233 Ui ted Sates  latal idh il ET SOAN Behavi or al Uqusugjly fast Termnal Server Traffic, 1
Potential Scan or Infection
58.218. 200. 137 [147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
41.215. 36. 46 147. 237. 76. 201 |Kenya e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 147. 237.76. 39 |l ndonesi a nobi | e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
216.81.230. 167 |147.237.77.205|thited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 [147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 143. 115. 26 |147.237.77.179|India e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
113.221.22. 4 147.237.0.16 |China ny- kosher -kravi . i df .i | ET SCAN Behavi oral thusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
66.249. 64. 124  |147.237.72. 166 |Wited Sates |[akaidf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 [147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
46.183.223.228 [147.237.0.33 |Latvia idf.il ET SCAN Potential SSH Scan 1
41. 215. 36. 46 147. 237. 76. 177 |Kenya ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 199. 89. 155 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
79.177.231.36 | srael 147.237.77. 233 |atal i df i1 Bad TCP sequence fg;;e”ms”“ wih different wndow | ovor |22
176.13.232.4  |Israel 147, 237.76. 200 |ei tan. aka i o i1 | €M NG Engi ne: TP | nvalid invalid segnent retransmssion. Packet drop 21
Ret ransni ssi on dr opped.
1.39.39. 115 I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
176. 13. 16. 65 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 11
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
46.19.86.36 |Israel 147.237.77.216|dover.idf.il  |Bad TCP sequence SLACC retransmt wthdifferent — Joonitor |10
83.130.79.158 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop
212.117. 150. 168|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or
66.249. 75. 149  |Wnited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. Packet drop 6
Ret r ansmi ssi on dr opped.
79.183.96.191 | srael 147.237.77. 23 |mabite i i1 | M NG Engine: TP Invalid - invalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 36 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.26.149.199 |israel 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
83.130.79.158 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.86.36  |Israel 147.237.76.31 |nakehal .icf.il  [Bad TOP sequence SACC reransmt wih diferent Nopnitor o
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46. 19. 86. 36 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
1. 39. 39. 115 India 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 89 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
107. 167. 103. 119|UWited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 86. 36 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
37.26.149.198 | srael 147.237. 77, 243 |mbi e ich. i1 | SAMNg Engine: TCP Invalid invalid segnent retransnission. Packet | 3
Ret ransmi ssi on dr opped.
46.19. 85. 131 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
12.3.236.226  |Wnited Sates |147.237.72. 156 |anan.idf il Bad TCP sequence vmﬁ?fsrﬁfnsm wehdifferent — Jopnitor |2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 36 | srael 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SYN drop 2
46. 19. 85. 100 I srael 147.237.72. 166 |aka.idf . i1 SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |2
81.218. 66. 211 | srael 147.237. 77. 176 |nat pash. i df . i1 dr op First packet isn't SN drop 2
46. 19. 86. 74 | srael 147.237.77. 243 |nobi l e.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
91.135.102. 181 [l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
185. 3. 147. 100 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.19.85.100 i srael 147.237.72. 166 |aka. i of . Bad TCP sequence mﬁsgreansm wthdifferent — Jonitor |2
141.207. 131. 240|UWited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
91.135.102. 181 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence vmﬁ?fsrﬁfnsm wehdifferent — Jopnitor |2
2.53.157. 129 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
49.204.145.110 |india 147.237.77. 176 |matpash.idf.il  [SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |2
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
46. 19. 86. 45 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 197. 117 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsr;t;ansmt wehdifferent — Jopnitor |1
46.19. 85. 141 I srael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
87.69. 36. 210 I srael 147. 237. 72. 156 |anan. i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST monitor |1
184. 105. 247. 224|Wnited Sates |147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
162. 209. 180. 155|Uhited Sates [147.237.77. 170 |mmarachot.idf.il [SYN At ack SYN -> SYN- ACK -> Ti meout noni t or 1
106.51.173.226 |india 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |1
185. 20. 5. 157 zi;gegom 147.237.72. 166 |aka.i df i Bad TCP sequence vmﬁ?fsrﬁfnsm wehdifferent — Jopnitor |1
74.82. 47. 27 Wited Sates |147.237.72.167 |ishuri maka.idf.i[SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 13. 16. 65 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |1
46.19. 86. 45 I srael 147. 237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant 'llegal header format detected: Illegal noni t or 1

start line in request




09-23-2016-08:04:00 to 09-23-2016-09:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 159. 247|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 70
109. 67.122. 123 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 25
49. 80. 88. 105 Chi na 147.237.77.216|dover . i df . i Ml tiple Unauthorized URL Access from 49. 80. 88. 105 B ock 13
2.55.156. 84 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
84. 94. 167. 80 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 7
93.172.145. 227 |[israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 5
49. 80. 88. 105 Chi na 147.237.77. 216 |dover . i df . i | O stributed PHP Attenpt B ock 5
176. 13. 246. 210 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
84.94. 167. 80 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from84.94. 167. 80 B ock 2
80. 246. 137. 161 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Qde Character in URL B ock 2
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ sip_storage/ files/ 7/2347.jpg |B ock 1
109. 65. 176. 14 |l srael 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
77.127.22.39 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
49. 80. 88. 105 Chi na 147.237.77.216|dover . i df . il D stributed Unaut horized URL Access on ww i df . il/defaul t.aspx B ock 1
197. 33. 105. 184 |Egypt 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df .il/mai n/ sachar B ock 1
84.94.167.80 | srael 147.237. 72. 166 |aka. i df . i | Llulrigeasll i?’;geeg/’?ing:a;:g;f;;bgcﬁi/ fm”j W kapat 2] [ 1 esi012 B ock 1
66. 249. 69. 106 I srael 147.237.76.86 |navy.idf.il gj;tihgfr_'if‘f?enﬁ‘af;‘;?;@ ser cont rol s/ header Upper Bl ock 1
37.26.148.137 |lIsrael 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to waw i df . il/banmahane B ock 1
70.177.231.36  |[Israel 147.237.77. 233 at al .i df .| e S horzed W .Aggsis on Bl ock 1
213. 186. 177. 198[Jordan 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock 1
66. 249. 76. 74 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aran. i df . i1/ appl e-app-site-association [B ock 1
46. 19. 86. 45 I srael 147.237.77.216|dover . i df . i Mal formed LRL B ock 1
66.249. 64.128 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
84.108.239.16 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waww aka. i df.il/mai n/sachar/defaul t.aspx [B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 19. 86. 45 I srael 147.237.77.216|dover . i df . i Unknown HTTP Request Method atana in URL B ock 1
123. 194. 163. 231 Tai wan 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.i|/mai n/ hone/ def aul t . aspx B ock 1
81. 218, 241. 25 I sragl 147.237.72. 166 |aka. i df i | Cooki e Tampering on cooki e wh48617274: Expected 9899EDL5, Chserved None 1
F590FD3A

66.249. 64.135  [Israel 147. 237.72. 156 |anan. i df . i | chaut hor zed LFL Agcess 10, appl & sy si t o associ ati on Bl ock 1
66.249.76.115  Israel 147. 237.77. 216 |dover . i df . i | e e ot e/ dover . aspx Bl ock 1
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