09-23-2016-07:04:07 to 09-23-2016-08:04:07

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M nobi le.idf.il

M atal.idf.il

M aka.idf.il

M ishurimaka.idf.il

Wilawid.il

I navy.idf.il

B W chanat z. aka. i df . i |
nmadimatal .idf.il

M refuah.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 168. 235. 207. 204
79.177. 231. 36

¥ 109. 253. 200. 44
109. 253. 133. 154

" réfber M 218.87. 49. 237
Attacks M 85.65.4.85

[ 84.111. 84. 244

Il 80. 246. 133. 230
79. 179. 28. 97

M 107. 170. 124. 221

Top Attackers



09-23-2016-07:04:07 to 09-23-2016-08:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |site |Signature |Device Action  [Count |
216. 26. 141. 7 Wited Sates 147. 237.77. 74 lawid.il Ivalid TCP Hags ___|drop 1
173.244.198. 5 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack List drop 1
216.26.141. 6 Lhited Sates 147.237.77. 74 lawidf.il Invalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature

211.149.231.57 [147.237.77.19 |China lavforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
200. 58. 214. 138 |147.237.0.15 |Col onbi a kosher-kravi.idf.i |[ET SCAN NVAP -sS w ndow 2048 1
163. 172. 134. 160|147. 237. 77. 216 |Uni ted Ki ngdom |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.232. 110. 28 |147.237.77. 233 |Wni ted Ki ngdom |atal .idf.il ET SCAN Potential SSH Scan 1
64.137.168. 128 |147.237.8.45 |Canada eetanidf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.77.234 23::21'}0” hal ag.idf. il ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147.237.0.15 |Col onbi a kosher-kravi.idf.i[ET SCAN NVAP -sS w ndow 4096 1
200. 58. 214. 138 [147.237.0.15 |Col onbi a kosher-kravi.idf.i|ET SCAN NVAP -f -sS 1
139. 162. 187. 89 |147.237.76. 200 |Lhited Sates eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
64.137.168. 128 [147.237.76.31 [Canada nakchal . i df il ET SCAN Potential SSH Scan 1
60. 186, 75. 46 147 237, 76. 147 loni na ohi nuch. aka, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
168. 235. 207. 204|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 103
79.177.231.36 | srael 147.237.77. 233 |atal i df . il Bad TCP sequence ssz;';e”ansm wWth different window | oo |33
S reaning Engi ne: TCP i i SSi
109. 253. 200. 44 I srael 147.237.77. 243 |robi | e. i of . i1 mng thgine. 1 Ivalid segnent retransmssion. drop 30
Inval i d Retransnission Packet dropped.
109. 253. 133. 154l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
St reani ng Engi ne: TCP i i ssi
85. 65. 4. 85 I'sr ael 147.237. 77. 243 |nobi l e.i df .1 mng tngihe. -+ Invalid segent retransmssion. drop 20
Inval i d Retransnission Packet dropped.
84.111.84.244 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 14
79.179. 28. 97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
80. 246. 133. 230 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
213.246.49.11 |France 147.237.77. 74 [lawidf.il drop SAMrule drop
S reaning Engi ne: TGP SYN Dat a recei ved before SYNAXK was
107.170. 124. 221 |lhited Sates |147.237.77.216 |dover.idf.il e 9 9 .. acknow edged. Sripping all packet drop 6
Mbdi fied Retransm ssion data.
S ream ng Engi ne: TCP Invalid segnent retransnission
66.249.75.149 |lLhited Sates |147.237.76.86 |navy.idf.il . - ‘ dro 6
W Inval i d Retransnission Packet dropped. P
168. 235. 207. 204 |Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |5
46.19. 86. 28 I'srael 147.237.77. 226 "} chamatz.aka.1df laq TGP sequence Inval i d ACK number moni tor |5
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
84.111.5.128 I srael 147.237. 72. 167 |i shuri maka. i df . | Bad TCP sequence Inval i d AGK nunber nonitor |4
185. 32, 179. 179 |Israel 147.237.72. 166 |aka.idf .i| SYN Att ack SYN -> SYN-ACK -> RST mnitor |4
St reani ng Engi ne: TCP i i sSi
46.19.86.229  |Israel 147.237.72. 167 |i shuri maka. i df .i | mng tngihe. -+ Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
46.116.28.175 |Israel 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
Sreamng Engi ne: TCP i i ssi
37.26.149. 246 |Israel 147.237.77. 243 |nobil e.i of . mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dr opped.
176. 13. 234. 186 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.59.253.230 |France 147. 237. 76. 199 |e. nakchal . i df . i | Geo-1 ocati on enforcenent |Geo-location inbound enforcement  |[drop
176. 13. 234. 186 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
85.65.149. 189 | srael 147.237.77. 226 V‘:‘"IW chanatz. aka. 1df oy At t ack SYN -> SYN-ACK -> RST moni tor |2
107.170. 124. 221|Uhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
79.176. 18. 206 | srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SN drop 2
89. 139. 139. 220 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
80. 246. 133. 230 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |2
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
109. 226. 60. 181 |l srael 147.237. 72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
80. 246. 133. 230 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber monitor |2
62. 90. 96. 197 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Russi an o -
141.8.132.78 er ot on 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 2
84.111.5.128 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber alert 2
67.68. 242. 88 Canada 147.237.72. 166 |aka.i df .i| SYN Att ack SYN -> SYN-ACK -> RST noni t or
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or
216.218.206.98 |Wnited Sates |[147.237.0.16 ry'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
184, 105. 247. 200|Uhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
23.248.234.76 |lnited Sates |[147.237.76.39 |[nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
80. 246. 133. 230 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
77.138.52. 97 France 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
46.19. 85.123 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 102|United Sates |147.237.72.217 |e.idf.il Geo-1 ocati on enforcenent |Geo-location inbound enforcenent  |drop 1
141.212.122. 136|hited Sates [147.237.77. 176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST nmonitor |1
73.106.60.234 |lLited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
109. 226. 40. 40  |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber mnitor |1
184. 105. 247. 239|lhited Sates [147.237.8.24 e lifestyle.idf.il Geo-| ocati on enforcenent |Geo-location inbound enfor cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
218.87.49.237 |China 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 218. 87. 49. 237 B ock 17
218.87.49.237 |China 147.237.77.216|dover.i df . il PHP Att enpt B ock 6
109. 64. 104.58 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111. 169. 119 |Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 2
176. 13. 251. 215 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i Mil tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/defaul t.aspx B ock 1
50.84.151. 145 |[lhited Sates |147.237.72.166 |aka.idf. il m“;griidfflmlh;dmml ;to(;s/i rer. asp Bl ock 1
109. 66. 116. 104 |l srael 147.237.77. 216 |dover.i df . i Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock

66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www idf.il/watch B ock 1
66.249.64.124 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1149- he/ chi nuch. aspx B ock 1
173.252.90.94 |Wnited Sates [147.237.0.34 [tikshuv.idf.il 1'34? rz';;“toeg 4%?%12?;222/%;3? D) 1738, | bg Bl ock 1
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/1164- he/ chi nuch. aspx B ock 1
31.13.102.103 |ireland 147.237.0.34  |ti kshuv.idf.il ﬂ‘;‘“tzggr 5_23‘?2/ ﬁ_ggfjgse/tfoi | es/ 8/ si 26220X0/ 1738, | pq Bl ock 1
218.87.49.237 |China 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v idf.il/index.asp B ock 1
85. 64. 20. 166 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249. 65. 160 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
68.180.231.57 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin v i df.il/1283-en/ dover . aspx B ock 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Lhaut hor i zed Met hod HEAD for waw aka. i df.il/brothers/skiraldefaul t.asp|B ock 1
222.254.34.165 |V etnam 147.237.77.243|nobi l e.i df . i | Unaut hori zed URL Access to 147.237. 77. 243/ i ndex. php B ock 1
95. 86. 126. 37 I srael 147.237.77. 216 |dover.i df.i Unaut hori zed URL Access to www i df. i/ hi nush/site/ he/ hi nush. asp B ock 1
66.249. 66. 182 | srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’_r;g_efyﬁ‘p ;%:ZZ;% | es/ 212662, pg Bl ock 1
176. 228. 151. 248|I srael 147.237.76.86 |navy.idf.il Distributed Unaut horized URL Access on waw navy.idf.il/he/ navy.aspx  |B ock
79.177.231.36 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
46.19.86. 21 I srael 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code B ock 1
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