09-23-2016-06:04:05 to 09-23-2016-07:04:05

@
1"PT SwNn [ )

IDF Under Attack

9

oV

www.gov.il

Daily Report

[Top Targets |
50+
40:' M dover.idf.il
304" M nobi le.idf.il
1. M ishurimaka.idf.il
207 M navy.idf.il
Number Lok M anan.idf.il
a - M aka.idf.il
At acks o
«- « «- « N s " . N . Mrefuah.idf.il
AN SIS SCRIRY AR SN M raar achot . i df . i |
& N W N & 5 > > o
> & N & ,&é\ & & ¥ ’§_c,‘° Wi chanat z. aka. i df . i |
. & ‘
N A M nakchal . i df .|
’\6 6({0-

[Top Attackers |

Top Tar get

2044

W 223. 24. 19. 235
84.111. 154. 107

107 W 46.19. 86. 128
2.53.13. 50
N”Z,ber M 176.13.22. 10
At t acks M 212. 143. 142. 56

[ 222. 186. 34. 89

W 54.72.0.55
37.26. 148. 199

W 109. 64. 33. 160

Top Attackers



09-23-2016-06:04:05 to 09-23-2016-07:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
80. 246. 133. 230 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
179. 99. 200. 39 Bazil 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 forward 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 196 e.svivaidf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
168. 235. 207. 204 Lhited Sates 147. 237.77. 216 dover.idf.il JLM Under Attack Con Htp |drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnalure

Devi ce Action

69. 30. 213. 82 Lhited Sates 147. 237.76. 42 refuah.idf.il |[Cl000074: HITP. najestic bot Per mit 2
199. 58. 86. 206 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per nit 2
46. 165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Permit 2
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

222.186.34.89 [147.237.76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
222.186.34.89 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
222.186.34.89 |[147.237.0.35 |[China akaws. i df . i | ET SCAN Potential SSH Scan 1
211.149.231.57 [147.237.0.15 |China kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 187. 89 [147.237.77. 235|Whited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
100. 13. 130. 4 147.237.76.38 |Lnited Sates eenitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
46.161.40.17  |147.237.0.35 gj::;”ion akavs. i df i ET SCAN NVAP -sS wi ndow 1024 1
232452398 |147. 237 77. 216 |hi na dover i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

222.186.34.89 [147.237.76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
222.186.34.89 |147.237.0.200 |China ndu. i df i | ET SCAN Potential SSH Scan 1
211. 149. 240. 243|147. 237. 76. 31 |Chi na nakchal . i df i | ET SCAN NVAP -sS w ndow 1024 1
211. 149. 197. 148|147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.232.110. 28 |147.237. 77. 243 |Uni ted Ki ngdom |nobi | e.idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 83 147.237.77.216|Wnited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

‘Count

S reamng Engi ne: TCP

Inval id segnent retransnission.

Action

223.24.19.235 |Thailand 147.237. 77. 243 |nobi | e.i df . i | Invalid Retransnission Packet dr opped. drop 20
46.19. 86. 128 I srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |10
84.111.154. 107 [Israel 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence monitor |7
176.13.22.10  [Israel 147. 237.77. 243 |mobi l e. i f . i Streaning Engi ne: TP Invalid segnent retransmssion. | 6
Inval id Retransnm ssion Packet dropped.

2.53.13.50 I srael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
84.111. 154. 107 |[Israel 147.237. 72. 167 |i shuri maka.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 3
37.26.148.199 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |3
84.111. 154. 107 |lsrael 147.237.72. 167 |i shurimaka. i df . i | drop First packet isn't SN drop 3
84.111. 154. 107 [lIsrael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 3
2.53.13.50 | srael 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SN drop 3
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
84.111. 154. 107 [lIsrael 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
46. 19. 85. 60 | srael 147.237.77. 170 |naarachot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
106. 186. 113. 132|Japan 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |2
81.199.120.32 |Israel 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
71.127.37.44 Lited Sates 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST monitor |1
5.29.29.22 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
184. 105. 247. 235|Wnited Sates 147. 237. 77. 227 |e. haraz. i f . i | Geo- | ocati on enf or cenent Sﬁ?olrzgi'n?n i nbound drop 1
123. 125. 67. 148 |Chi na 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST monitor |1
184.105.139. 75 |[lnited Sates 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
100. 13. 130. 4 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
188. 120. 154. 174|l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122. 135|tnited Sates 147.237.76. 176 |test. ncore. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
46.120.69. 225 | srael 147.237.77. 226 "} chanatz.aka. 1df a4 TCP sequence Inval i d ACK number moni tor |1
216. 218. 206. 103|Wnited Sates 147.237.77. 121 |e. navy. i f .i Geo- | ocati on enf or cement gﬁ?olrggﬁ;'mon  nbound drop 1
184. 105. 139. 112|ULhited Sates 147.237.0.33 [idf.il drop drop 1
100. 13. 130. 4 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
79.176. 88. 83 | srael 147.237.72. 167 |i shuri maka.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 1
193.15.16. 4 Sweden 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 136|lhited Sates 147.237.76. 176 |test. ncore.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
46.120. 152. 132 |Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber monitor |1
184. 105. 247. 203|Wited Sates 147.237.8.14 |e.orchot.idf.il Geo-1 ocation enf or cenent gi?;'rzgi;infn  nbound drop 1
79.176. 88. 83 | srael 147. 237.72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

198. 96. 155. 3 Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |1
66.249. 66. 153 |l srael 147.237.0.33  [idf.il drop drop 1
184. 105. 247. 214|Wnited Sates 147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cement gﬁ?olrggi'mo”  nbound drop 1
109. 226.57.50 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid sequence nunber monitor |1
46.19. 85. 251 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST monitor |1
212.106. 67. 181 '?ellrfis:iopiy,ana:cupied 147. 237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
177. 154. 145. 101 |Brazi| 147, 237, 77. 226 | "W Chamatz. aka. Tdf | ouny af ¢ ek SYN -> SYN-ACK -> Timeout |monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
109. 64. 33.160 |l srael 147.237.76.86 |navy.idf.il [Wauthorized URL Access to wan navy.idf.il/he/ navy. aspx Bl ock
176. 228. 151. 248|1 sr ael 147.237.76.86 |navy.idf.il [Dstributed Unauthorized LR Access on waw navy.idf.il/he/ navy. aspx B ock
. . . (|Whaut hori zed URL Access to
66.249.76.31 |lsrael 147.237.77. 243 |mobi | €. 0 df . i1 0y o o' i) cat egoryt enpl at es/ 1 i st chi | ddocurent s/ 1751 Bl ock !
66.249. 66.185 |lsrael 147.237.76.42 |refuah. i df.il|Wauthorized URL Access to 147.237.76.42/sip storage/files/3/3493.jpg |B ock 1
88. 190. 87. 46 France 147.237.77.216|dover.idf.i| |Mitiple Wntraceabl e SSL Sessions from88. 190. 87. 46 (Unsupported d pher) |None
66.249. 66. 188 [l srael 147.237.76. 42 [refuah.idf.il|Unhauthorized URL Access to 147.237.76. 42/ sip_storage/files/ 1/ 2271.jpg  |B ock
. . -|Unaut hori zed URL Access to
66.249. 64. 156 [l srael 147.237.0.34 |tikshuv.idf.i vawn ti kshuv. i df . | / shar ed/ user cont r ol s/ header upper / Bl ock 1
. . . (|Whaut hori zed URL Access to
66.249.76.2 |lsrael 147.237.77. 243 |mobi | €. 0 df . i1 oy o o i)/ cat egoryt enpl at es/ | st chi | ddocurent s/ 1752 Bl ock !
157.55.39. 1 Lhited Sates |147.237.76.31 [nakchal .idf.i|Uhauthorized URL Access to 147.237.76.31/robots. t xt Bl ock 1
. - -|Uhaut hori zed URL Access to
66.249.64.159 |l srael 147.237.0.34  Jtikshuv. 10| 0\ o, i of i |/ modul es/ f or ums. f il f i nt message. aspx Bl ock !
66. 249. 76. 31 | srael 147.237.77.243|nobi | e. i df . i ||Mil tipl e Uaut hori zed URL Access from 66. 249. 76. 31 B ock 1
157.55.39. 155 |lhited Sates |147.237.72. 156 anan. i df .i| [Wauthorized URL Access to list.ips.gov.il/list20041220a. htm B ock 1
66.249. 66.182 [Israel 147.237.76.42 [refuah.idf.il|Unhauthorized URL Access to 147.237.76. 42/ scri pt resour ce. axd B ock 1
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