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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
204. 42. 253. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack Li st drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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Attacker Address
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At acker
Gountry

Korea, Republic

Signature

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

121.136.74.10  |147.237.77.179] e.nazi.idf.il Fotential Scan or Brute Force 2
211. 149. 240. 243|147. 237.76. 86 |China navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.149. 231. 57 |[147.237.76.38 [China eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
128.232.110. 28 [147.237.8. 27 E;ir:;cci]om e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
115. 47.12. 162  |147.237.76.39 |Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
93.174.93.210 |147.237.76.42 [Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211. 149. 244. 79 |147.237.76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
211. 149. 240. 243|147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198.199. 89. 155 [147.237.0.17 |Uhited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154(147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139.43 |147.237.77.176|United Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Feder at i on

enf or cenent

87.69.119.111 |[Israel 147.237. 77. 243 |robi l e.i df .i | > dro 88
Ret ransmi ssi on Packet dropped. P
Sreaning Engine: TGP Invalid i i sSi
223.24.19.235  |Thail and 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 20
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACGK nunber monitor |6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert
46.19. 85. 99 I'srael 147.237.77. 226 [ "™ chanatz. aka.idf-1 1oy TCP sequence Inval i d ACK nunber monitor |4
Sreaning Engine: TGP Invalid i i sSi
46.120.94.101 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.209 | srael 147.237.77. 243 |nobi l e. i df .| 9 =g Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54.98. 73 I srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 82 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
2.53.57.148 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176.13. 228. 183 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
) o . Geo- | ocati on i nbound
177.87.19.185 |Rrazil 147.237. 77. 212 |e. dover. i df .i | Geo- | ocat i on enf or cenent enf or conent drop 2
173.3.235.199 |Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
31.154.81. 33 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |2
117. 220. 152. 23 |Indi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
176.13. 228. 183 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 2
93. 115. 84. 202 g”;(’;ymus 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |1
65.110. 255. 154 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
198.199. 89. 155 |Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
141.212.122.90 |wited Sates [147.237.77. 212 |e. dover.i cf .i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.58 Lhited Sates |147.237.77. 227 |e. haraz. i f . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |1
Russi an . . . . Geo- | ocati on i nbound
212.92.127.201 Federat i on 147.237.8.28 |e.nobile-ks.idf.il Geo-| ocati on enf or cenment enf or cenent drop 1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover. i df . i drop First packet isn't SN drop 1
74.82.47. 44 Lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
198.199. 89. 155 |lLhited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.91 |Wited Sates |147.237.77. 212 [e. dover. i df.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
113. 30. 106. 4 Ok‘f’rea’ RepUbl i€ 11 47 237, 77. 216 |dover i of . i SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |1
74.82.47. 45 Wited Sates |147.237.76. 199 |e. nakchal .idf i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
198.199. 89. 155 |Wnited Sates [147.237.8.50 e tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
162. 209. 224. 246|Uhited Sates [147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 1
216. 218. 206. 104|Lhited Sates |147.237.0.33 [idf.il drop drop 1
23.248.234.7 Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
178. 162. 199. 93 |Ger many 147.237.76.34 |yohal an.idf.il dr op drop 1
113.30.106.4  |FOre& Republic ) 10 537 77. 216 |dover. i df il Bad TCP sequence SINGACC retransmt with monitor |1
of di fferent wndow scal e
74.82.47. 49 Lhited Sates |147.237.77.212e. dover.idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
212.92.127. 201 |¥SS'an 147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
89. 22. 161. 45 RJSf;;”ion 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
216. 218. 206. 107|Wited Sates  |147.237. 77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Sﬁfolzgi'mo” i nbound drop 1
198.199. 89. 155 |wnited Sates  [147.237.0.17 ;”I"Iy kosher-kravi.id |qy\ At t ack SYN -> SYN-ACK -> RST monitor |1
74.82.47.50 Lhited Sates |[147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
212.92.127. 201 |HSSIan 147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Oount
140. 147.249.7 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. idf.il/rights/asp/info.asp Bl ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/brothers/skira/default.asp |B ock
223.24.103.76 |Thailand 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock
. . Unaut hori zed URL Access to
66.249. 76. 83 |Israel 147.237.77. 216 |dover.i df . i | v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
. - . |Waut horized URL Access to
157.55.39.65 |Uhited States 147.237.77. 234 hal ag. i df . i | v | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ navnenu/ Bl ock !
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il|Uauthorized UR. Access to 147.237.76.42/sip_storage/files/3/2423.jpg |B ock 1
66.249. 76. 115 |l srael 147.237.77. 216 |dover. i df . i | [Wauthorized URL Access to 147.237.77.216/ robots. t xt B ock 1
157.55.39. 138 |[Lhited Sates 147.237.76.31 [nakchal . i df . i|Uhauthori zed LRL Access to nakhal .idf.il/page. asp B ock 1
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il|Uauthorized UR. Access to 147.237.76.42/sip_storage/files/3/2413.jpg |B ock 1
88.190.87.46 |France 147.237.77.216|dover.i df.i| [SSL Wntraceabl e Connection - Uhsupported O pher None 1
180. 94. 113. 57 |Australia 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/giyus/ general / defaul t. asp B ock 1
. . . |Unaut hori zed URL Access to
66. 249. 66. 218 I srael 147.237.76.30 [hi nush. i df. il viwy tech. atal .idf.il/tenpl at es/ searchresul t s/ searchresul ts. aspx Bl ock !
89. 22. 161. 45 :3:;:1’1' o 147.237.72.166|aka. i df .i|  [thauthori zed Method POST for www aka.idf.il/brothers/skira/default.asp  |B ock 1
207.46.13.86 |Uhited Sates 147.237.72. 156 |anan. i df . i| |Wauthorized LR Access to list.ips.gov.il/robots.txt B ock 1
66.249.76.77 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
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