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Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack Li st drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 2
179. 99. 200. 39 Brazil 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvard 1
187.108. 192. 90 Brazil 147.237.76. 177 ncore.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

| Sgnature

Devi ce Action

|Oount

46.4.120. 3 Ger many 147.237.77. 176 nat pash. i df . il CL000074: HTTP. maj estic bot Per mit 2
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
151. 80. 31. 182 France 147.237.72. 166 aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
191, 160. 88. 183 |147. 237, 76. 200 [FOTER Republic [ o ET SCAN Behavi oral Unusual |y fast inbound Tel net Connecti ons, 5
of Potential Scan or Brute Force
117. 135. 131. 60 |147.237.0.34 [China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
66.249.79.52 [147.237.77.74 [Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 [147. 237. 76. 44 |China erefuah.idf.il |ET SCAN Potential SSH Scan 1
46.183. 223. 228 [147.237.8.46 |Latvia e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
220.242.82. 131 (147.237. 77. 74 |China lawidf.il ET SCAN NVAP -f -sS 1
31.24.228.20 |147.237.77.234|united K ngdom|hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 156. 140 [147.237. 77. 74 |Chi na lawidf.il ET SCAN NVAP -sS w ndow 1024 1
183.60.48.25 [147.237.76. 176 |Chi na test.ncore.idf.ilET SCAN Potential VNC Scan 5900- 5920 1
125. 213. 243. 10 |147. 237. 76. 177 |Thai | and ncore.idf.il ET SCAN Potential SSH Scan 1
106. 110. 106. 46 |147. 237 8. 45  |ni na o chi nuch. i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 200. 137 [147. 237. 76. 176 |Chi na test.ncore.idf.i|ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.35 |Chi na akavs. i df il ET SCAN Potential SSH Scan 1
220.242.82. 131 (147.237. 77. 74 [China lawidf.il ET SCAN NVAP -sS w ndow 2048 1
46.183. 223. 228 [147.237.0.35 |Latvia akavs. i df . il ET SCAN Potential SSH Scan 1
210. 212. 207. 80 |147.237.77.19 |India lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25  [147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.19 [China nadi matal .idf.i |[ET SCAN Potential VWNC Scan 5900- 5920 1
125. 213. 243. 10 |147. 237. 76. 177 |Thai | and ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng BEngine: TCP Invalid i i ssi
207.46.13.155 |Uited Sates |147. 237.77. 243 |nobil e i df il 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
109. 253. 194. 1821 srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SINACK retransmt with monitor |3
different wndow scal e
Sreaning Engine: TAP Invalid i i ssi
37.26.146.233 |Israel 147.237. 77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
37.26.148.251 |lsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or 3
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 56 I srael 147.237. 77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
93. 238. 200. 226 |Ger many 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 2
141.212.122.80 |Wnited Sates |147. 237. 77. 121 |e. navy. i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122. 133|thited Sates |147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.60 |Uited Sates [147.237.0.35 |akaws.idf.il drop drop 1
74.82.47.15 Wited Sates [147.237.8.27 |e.nadimatal.idf.il  |[Geo-1ocation enforcenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.93 |Wited Sates |147. 237. 76. 199 |e. nakchal .i df . i1 Geo- | ocati on enf or cenent Sﬁfo',iiﬁil]f"  nbound drop 1
104. 200. 151. 95 |[Uhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212. 122. 136|Uhited Sates |147. 237. 76. 177 |ncore.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 61 |Wited Sates [147.237.0.35 |akaws.idf.il drop drop 1
74.82.47. 28 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 94 |Wited Sates |147. 237. 76. 199 |e. nakchal .i df . i1 Geo- | ocati on enf or cenent Sﬁfolrggihton  nbound drop 1
141.212.122. 137|United Sates |147. 237. 76. 177 |ncore.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.62 |Wited Sates |147. 237. 76. 197 |e. hi rush. i df . i Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.53 Lhited Sates [147. 237.0. 17 ?iﬁy'kos"er'kra""'d SYN At t ack SYN -> SYN-ACK -> RST monitor |1
216.218.206. 86 |Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.95 |wited Sates |147. 237. 77. 121 |e. navy. i of . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 48 |Lhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
157. 55. 39. 25 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
141.212.122.63 |Wnited Sates |147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
77.138.46.226 |France 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
216. 218. 206. 108|Lhited Sates [147. 237. 72. 167 |i shurimaka. i df . il SYN At t ack SYN -> SYN-ACK -> RST moni t or 1
141.212.122. 132|thited Sates [147.237.8.45 |e.eitanidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 49 |Lhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
172.56.27.171 |Uhited Sates |147. 237. 72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
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Devi ce

A tacker

ount ry ‘Target Address |[Site Sgnature Acti on ‘Oount
66. 249. 64. 105 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/manilot/|ogin/ Bl ock 1
77.138.45.12 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for vww aka. idf.il/mil uind B ock 1
2.55.151.127 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed Method for Known LRL on www aka.idf.il/mluind |B ock 1
157.55.39. 228 |lhited Sates |147.237.77.176|nat paSh i df . il|Waut horized URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
63.238.236.71 |[hited Sates |147.237.77.216|dover.idf.il |SSL Wntraceabl e Connection - Cpen Mde None 1
207.46.13.108 |[nited Sates |147.237.76.42 |refuah.idf.i| |Wauthorized URL Access to 147.237.76.42/robots. t xt B ock 1
66. 102. 9. 2 Wited Sates [147.237.72.166|aka. i df . il V%;J;Lg_ﬂt(;d_ iﬂa:;wuozﬁ d':;:??.;‘s);xmom R on Bl ock 1
207.46.13.191 [United Sates [147.237.77. 176 |nat pash. i df.iIm“éggt'_f?m‘reﬁcﬁfn};miOn/faq/pagesldefau“_aspx Bl ock 1
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