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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
60. 191. 221. 150

|Target Address |Site |Signature |Device Action |Count |
Chi na 147.237.76. 31 nakchal .idf.il |JLM Under_ Attack _Con_Tcp drop 2
185.94.111. 1 Russi an Federati on 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
75. 56. 235. 20 Lhited Sates 147.237.77.216  |dover.idf.i| |5670. HTTP. SQ Injection (SELECT) B ock 24
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il |6134 HITP. SQ Injection Variable Declaration Bvasi on B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
64.87.23.55 Lhited Sates 147. 237. 76. 86 navy.idf.il |3808: HITP SQ Injection Variabl e Declaration Evasion B ock 6
208.52. 175. 27 Lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
64. 87. 23.55 Lhited Sates 147. 237. 76. 86 navy.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
64.87.23.55 Lhited Sates 147.237. 76. 86 navy.idf.il |6134: HITP SQ Injection Variabl e Declaration Evasion B ock 6
177. 185. 194. 80 Brazil 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
202. 124. 109. 87 New Zeal and 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 6
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 5
162.210.196. 100 |Lhited Sates 147.237.72.166 [aka.idf.il |ClL000074: HITP. majestic bot Per nit 2
151. 80. 31. 108 France 147.237.72.156 |anan.idf.i| |[Cl000146: HTTP. AhrefBot craw er B ock 1
190. 44. 30. 152 Gile 147.237.77.216  |dover.idf.i| |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry \Signature

75. 56. 235. 20 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 105
64.87.23.55 147.237.76. 86 Lited Sates navy. i df.il QA Injection - Select From 20
177. 185. 194. 80 147.237.77. 74 Brazil lawidf.il QA Injection - Select From 18
208. 52. 175. 27 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 8
209. 15. 196. 170 147.237.77. 233 Canada aal.idf.il QA Injection - Select From 6
202. 124. 109. 87 147.237.77. 233 New Zeal and atal.idf.il S Injection - Select From 5
114. 95. 101. 31 147.237.0. 17 Chi na mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 3
114. 95.101. 31 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 3
114. 95. 101. 31 147.237.0. 16 Chi na ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 2
114. 95. 101. 31 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 2
114. 95.101. 31 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 2
114. 95. 101. 31 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77.176 Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
104. 167. 6. 84 147. 237.76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
114. 95. 101. 31 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147. 237. 76. 147 Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147.237.8. 28 Uni ted Ki ngdom e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114. 95.101. 31 147. 237.76. 39 Chi na nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
125. 213. 243. 10 147. 237. 76. 198 Thai | and e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 95. 101. 31 147. 237.72. 167 Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77. 226 Chi na waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77.178 Chi na e. nat pash. i df .i| ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147. 237.77. 170 Chi na nmar achot . i df .i | ET SCAN Potential SSH Scan 1
46.183. 223. 228 147.237.8. 46 Latvia e. chinuch.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147.237. 8. 46 Uhi ted Ki ngdom e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
114. 95. 101. 31 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
128. 232. 110. 28 147.237.77. 235 Uhi ted Ki ngdom sviva idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147. 237. 72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
114. 95. 101. 31 147.237.8. 28 Chi na e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

country Target Address |Ste Signature
172.58. 169. 221 |Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
212. 143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop
100. 92. 4. 17 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
93. 238. 200. 226 |Ger many 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.146.229 |Israel 147.237.77. 243 |mubi le.i o .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
79.180.22. 154 |Israel 147.237.77. 243 |robi | e. i of .| g =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
73.232.243.122 |Lhited Sates |147.237.77. 170 |maarachot . i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
e SYNtACK retransmt wth .
83. 130. 64. 6 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & nonitor |2
83.130. 64. 6 I srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 56 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
141.212.122. 60 |Lhited Sates [147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122.50 |Whited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Ceo-1 ocati on i nbound drop 1
enf or cenent
169.229.3.91 |Whited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
68.184.119.61 [Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122. 87 |Lhited States [147.237.0.33 [idf.il drop drop 1
141.212.122.55 |Lhited Sates |147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
100.13.130.4 |Wnited Sates [147.237.8.28 |enobile-ks.idf.il  |Geo-1ocati on enf or cerent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218. 206. 72 |Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
77.92.76. 248 | ted 147.237.76. 201 |e. atal i f .il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
Ki ngdom enf or cenent
141.212.122. 88 |Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
46. 19. 86. 56 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 60 |Lhited Sates [147.237.77.243|mobile.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.50 |Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
160.229.3.91 |lhited Sates |147.237.77.226 ;":”“Cha”atz' aka il | At ack SYN -> SYN-ACK -> RST monitor |1
) . . SYNWAKK retransmt with .
68.184.119.61 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 noni t or 1
141.212.122. 87 |lhited Sates [147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.56 |Whited Sates |147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cenent Ceo-l ocati on i nbound drop 1
enf or cenent
100.13.130.4 |thited Sates |147.237.8.50 [e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.89 |Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 56 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122. 61 |Lhited Sates [147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.51 |Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
100.13.130.4 |Wited Sates |147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 88 |Lhited Sates [147.237.0.33 [idf.il drop drop
141.212.122. 57 |Lhited Sates [147.237.77. 176 |natpash.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
80. 246. 136. 79 |l srael 147. 237. 72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122. 89 |Whited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 86. 56 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert
141.212.122. 61 |Lhited Sates [147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122. 51 |Wited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Ceo-l ocati on i nbound drop 1
enf or cenent
100.13.130.4 |lhited Sates |147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 95 |Uhited Sates |147. 237.76. 197 |e. hi nush.i df . Geo- | ocati on enf or cenent Ceo-1 ocati on i nbound drop 1
enf or cenent
74.82. 47. 36 Lhited Sates [147.237.77. 170 |nmarachot.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 88 |Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.58 |Lhited Sates [147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 49 |Whited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 89 |Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 86 |Lhited Sates [147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.52 |Lhited Sates [147.237.76.42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
100.13.130.4 |lited Sates |147.237.8.27 |emadimatal.idf.il |Geo-| ocation enf or cement i?olrcc’gz;'nfn | nbound drop 1
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A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Oount
79.180. 22. 154 |[lIsrael 147.237.0.19 |madi matal . i df. i [Suspicious Response Code B ock 2
66.249. 64. 181 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
84.95.208.20 |[Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock
. . Unaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel fi | es/ &/ 2726. | pg Bl ock 1
130. 113. 69. 42 |Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for www aka. idf.il/mai n/ hone/ defaul t.aspx |B ock
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nain. asp B ock
169.229.3.91 |Uited Sates [147.237.76.31 |nakchal .idf.il [Untraceable SS. Sessions: Protocol violation (SS._GONN QLIENT_ HALLQ  |None 1
. . Paraneter Type Mol ation search in
2.53.29.77 I srael 147.237.76.31 |nakchal .idf. il | o i df i1/ 1119- hef nakhal aspx Bl ock 1
: . . Unaut hori zed URL Access to
79. 180. 22. 154 |Israel 147.237.77.243|nobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 1
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