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|Top Attackers | n DDoS- Def ence |

Attacker Address |AttackerCountry |TargetAddress S Signature Device Action |[Count

183. 60. 48. 25 Chi na 147.237.76. 148 ggcenter.aka. idf.il |JLM Under Attack_Con_Tcp drop 2
58. 221. 61. 155 Chi na 147.237.77. 178 e. nat pash. i df .il JLM Purpl e Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

Devi ce Action |Count |

213.180.89. 124 Sweden 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 12
50. 63. 196. 229 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
144. 76. 70. 248 Ger many 147.237.77.216 |dover.idf.il|l |[6134 HITP SQ Injection Variabl e Decl aration Evasion B ock 12
94. 136. 40. 77 Lhited Kingdom |147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 12
97.74.215. 197 Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 11
158. 85. 253. 245 Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
209. 15. 196. 170 Canada 147.237.77.216 |dover.idf.il |6134: HITP. SQ Injection Variabl e Declaration Bvasi on B ock 6
97.74.215. 197 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
177.185.194. 130 |Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 197. 204 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
23.91.70.77 Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
202.124.109. 87 New Zeal and 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
69.7.43. 246 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
144. 76. 70. 248 Ger many 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
209. 15. 196. 170 Canada 147.237.77.216 |dover.idf.il |[3808: HITP. SQ Injection Variable Declaration Bvasi on B ock 6
91. 151. 208. 90 United Kingdom [147.237.77.233 |[atal.idf.il [5670: HTTP. SQ Injection (SALECT) B ock 6
213. 180. 89. 124 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209. 15. 196. 170 Canada 147.237.77.216 |dover.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 229 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
5.9.8.150 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
36.110. 147. 83 Chi na 147.237.77.74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

209. 15. 196. 170 |147.237. 77. 233 |Canada atal.idf.il SQ Injection - Select From 21
144.76.70.248 [147.237.77. 216 |Ger many dover.idf.il SQ Injection - Select From 20
213.180. 89. 124 |[147.237.77.74 |Sweden lawidf.il S Injection - Select Fom 20
209. 15. 196. 170 |147.237. 77. 216 |Canada dover.idf.il  [SQ Injection - Select From 20
97.74.215.197 |147.237.76.86 |lLhited Sates [navy.idf.il SQ Injection - Select From 19
50.63.196. 229  |147.237.77.74 |Wited Sates |lawidf.il S Injection - Select Fom 19
177.185. 194. 130|147. 237. 77. 74 |Brazil lawidf.il SQ Injection - Select From 18
94. 136. 40. 77 147.237.77. 74 LKJ?';:gom lawidf.il A Injection - Select From 14
69. 7. 43. 246 147.237.77.233|Wnited Sates |atal.idf.il S Injection - Select From 8
50. 63.197.204 |147.237.77.74 |lhited Sates [lawidf.il QA Injection - Select From 8
158. 85. 253. 245 [147.237.77.233|Whited Sates |atal.idf.il S Injection - Select Fom 8
91.151.208.90 |147.237.77. 233 E?Ir:;gom atal.idf.il  |SQ Injection - Select From 8
202.124.109. 87 |[147.237.76.42 |New Zealand |refuah.idf.il [SQ Injection - Select From 8
23.91.70.77 147.237.77.233|lhited Sates [atal.idf.il S Injection - Select Fom 8
91.201.236. 155 |147.237.8.46 |lkraine e.chinuch.idf.il|ET SCAN NVAP -sS w ndow 3072 1
46.183.223.228 [147.237.72.14 |Latvia dover.idf.il (o dET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.72.156|Qte Dlvoire |aman.idf.il ET SCAN NVAP -sS w ndow 4096 1
196. 47.173.21 [147.237.72. 156 |Qte Dlvoire |aman.idf.il ET SCAN NVAP -f -sS 1
128.232.110. 28 |147.237.76. 86 LKJ?';:gom navy.idf.il ET SCAN Potential SSH Scan 1
992 191 15790 |147. 237. 76. 177 |chi na ncore. i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

T T o Potential Scan or Brute Force

66. 249. 76. 83 147.237.77.216|hited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
196.47.173.21 |147.237.72.156|Qte Dlvoire |aman.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
205.144.171. 34 |Uhited Sates [147.237.76.31 |nakchal.idf.il drop SAMrule drop 18
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
84.245.33.104 |Netherl ands 147.237.77.74 |(lawidf.il dr op SAMrul e drop
42.236.10.71 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
. . . SYNWAXK retransmit with .
42.236.10. 71 Chi na 147.237. 77. 216 |dover.i df .i | Bad TCP sequence G fferent v ndow scal e monitor |4
46. 19. 86. 56 I srael 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber moni tor [4
37.26.149.202 |lsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreanming BEngine: TCP Invalid i i ssi
37.26.146.236 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
162.208.92.66 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
42.236. 10. 98 Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
42.236.10.98  |hina 147. 237. 77. 216 |dover. i of.i Bad TCP sequence SYNFACK retransmt with moni tor (3
different wndow scal e
42.236.10.100 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
2.53.8.77 I srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
42.236.10.100 |China 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |2
different wndow scal e
2.55.5.61 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
Sreanming BEngine: TCP Invalid i i ssi
84.108. 157. 104 |israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | o 2
Ret r ansm ssi on Packet dropped.
46.117.0.179 | srael 147.237. 72. 156 |anan. i df .i| dr op First packet isn't SN drop 2
141.212.122.55 |Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
66.240.213.93 |Wited Sates |147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
180. 76. 15. 27 Chi na 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.46.41. 132 | srael 147.237. 72. 156 |aman. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
169.229.3.91  |[Wnited Sates [147.237.8.14 e orchot.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122.85 |Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates |147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 137|W0ited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.56 |Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
66.240.213.93 |[lnited Sates |147.237.8.28 |emohile-ks.icf.il  [Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
195. 60. 235.58 |l srael 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates |147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
141.212.122.89 |Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
85.64.151. 114 |l srael 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
169.229.3.91  |wited Sates |147.237.76.196|e. sviva.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212. 122. 138|Wited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.57 |wited Sates |147.237.0. 16 ry'k%her’kra""'df" SYN At t ack SYN -> SYN-ACK -> RST monitor |1
79.179. 108. 202 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |1
198. 20. 69. 74 Lhited Sates |147.237.8.24 |e.lifestyle.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
169.229.3.91  |Wited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122.90 |Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
141.212.122.53 |Wited Sates |147.237.72. 156 |anan.idf. il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
221.181.73.62 |China 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
169. 229. 3. 91 Wited Sates |147.237. 76. 200 |ei tan. aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.58 |wited Sates [147.237.0. 16 I”y'kosr‘er'kra""'df" SYN At t ack SYN -> SYN-ACK -> RST monitor |1
198.199. 89. 155 |[Lhited States [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
169. 229. 3. 91 Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
141.212.122.94 |wited Sates [147.237.8.24 |e.lifestyleidf.il  [Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.54 |Wited Sates |147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91  |wited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
169.229.3.91  |Wited Sates |147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 84 |thited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
84.108. 157. 104 |l srael 147.237. 72. 167 |i shuri maka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
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A t acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
47.139.7.244 |Canada 147.237.77.74 |lawidf il thauthori zed URL Access to B ock 2
waw | aw i df . i |/ consol ef core/ doc_ngr/ doc_ngr. asp
89.237.88.82 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
140.168.79.1 |Asstralia  |147.237.72. 166 |aka. i df . il Distributed thauthorized Nethod for Known URL on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
) . . Unaut hori zed Met hod HEAD for
45.79.181.240 |Uited Sates |147.237.72.166|aka. i df.il vw aka. i o i 1/ el tany prat i mipi rt eyer ual Bl ock 1
207.46.13.49 |Whited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . . Paraneter Type M ol ati on PageNumin
68. 180. 230. 216 |Lhited Sates |147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . asp Bl ock 1
) . . . . S Whtraceabl e Gonnection - Protocol violation
169.229.3.91 |lhited Sates |147.237.72.167|i shuri maka. i df.il (SSL CONN LI ENT FELLO) None 1
) www. chamat z. aka. i d . o
207.46.13.190 |[Lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to waw chanat z. aka. i df . i |/404. aspx B ock 1
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/hal ochamm B ock 1
) . . . Mil tiple Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169.229.3.91 |lhited Sates [147.237.76.200|eitan. aka.idf.il viol ation (SS. COW QI ENT FALLO) None 1
) . . D stributed Whaut horized Met hod for Known URL on
66.102.9. 8 Lhited Sates [147.237.72.166|aka. i df . il o aka. i df . i | / mai v/ hore/ def aul t . aspx Bl ock 1
77.138.245.99 |France 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for B ock 1
v aka. i df . i |/ mai n/ snal i nd snal | m aspx
) . . . S Uhtraceabl e Gonnection - Protocol violation
182.18.151.54 |India 147.237.77.243|nobi | e.i df . i | (SSL CONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76. 42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel {1 | es/ 0/ 3470. | pg B ock 1
182.18.151.54 |India 147.237.77.243|nobi [ e.i df . i | Unaut hori zed URL Access to 147.237.77. 243/ changel og. t xt B ock 1
WA chamat z. aka. i d Unaut hori zed URL Access to
66. 249. 75. 38 | srael 147.237.77. 226 . wwy chanat z. aka. i df . i1/t enpl at es/ i magevi deogal | eryl obby/ i nagevi deog |Bl ock 1
f.il al | eryl obby. aspx
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