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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 44
195. 76. 149. 15 Spai n 147.237.77. 233 atal.idf.il 5670. HTTP. SQ Injection (SALECT) B ock

6
108.59. 8. 70 Lhited Sates 147. 237.76. 31 nakchal .idf.il C1000074: HTTP. maj estic bot Permt 5
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
108. 59. 8. 70 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il C1000074: HITP. maj estic bot Per it 3
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195.76. 149. 15 [147.237.77. 233 |Sain atal.idf.il S Injection - Select From 18
164.52.227.101 [147.237.0.19 |Whited Sates |nadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024
163.172.129. 15 [147.237.77. 243 E?ir:;gom nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112 246 7230 |147. 237 77 235 |chi na svivaid il ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |147.237. 76. 200 |kr ai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 241.137. 40 |147.237.77.61 |Razil e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.73. 163 |147.237.77.170|Wnited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 1
40.121.139.43 |147.237.77.234|United Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 239. 33 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
180. 97.239.33  [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
164.52.227.101 [147.237.0.35 |Uhited Sates [akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
164.52.227.101 |147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 235 LKJ?i;:gom svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104.171. 124. 68 |147.237.77.233|lhited Sates [atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
201.197. 105. 222]147.237.0. 15 |Qsta Rca kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
91.201.236.50 [147.237. 76. 200 |Wkrai ne eitan aka idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 199. 89. 155 |147.237.76. 177 [Lhited Sates |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60.185.87 142|147 237 77 235 |chi na svivaid il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
185. 93 185. 10 |147 237 76. 34 |Wraine yohal an.idf. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.121.139.43 |147.237.77.179|lhited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97.239. 33  |147.237.76. 44 |Chi na erefuah.idf.il ET SCAN Potential SSH Scan 1
180. 97.239. 33 |147.237.76. 34 [China yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
82.166.198. 101 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
176.13.22.10  |israel 147. 237. 77. 243 |nobil e.i df .i | Streamng Engi ne: TCP Inval i dlinvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
80. 246. 137. 157 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |12
171.98.190.96 |Thail and 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
111. 20. 241. 243 |China 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber alert 6
111. 20. 241. 243 |Chi na 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
165. 142.249.81 |Austraia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
162.208.92. 66 |lLhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |3
84.108. 157. 104 |israel 147.237.72. 167 | shurimaka i i1 || €M NG Engine: TP Inval i dlinvalid segnent retransmssi on dr op 2
Ret r ansni ssi on Packet dr opped.
77.138. 6. 232 France 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
89. 138. 183. 138 [l srael 147.237.77. 243 |nobi l e.i df . | Stream ng Engl ne: TCP Invalidfinvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dr opped.
109. 66. 205. 160 |l srael 147. 237.72. 167 |i shurimaka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
90. 200. 108. 216 zint:gom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
2.53. 165. 105 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
66. 240. 213. 93 Lhited Sates |147.237. 77. 216 |dover.idf.il Scanne.r Enf or cenent Masscan Port Scanner rej ect 1
Violation
141.212.122. 83 |nited Sates |147. 237. 72. 156 |aman. i df il SYN Attack SYN -> SYN-ACK -> RST monitor |1
180. 76. 15. 143  |Chi na 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 10 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122.54 |lhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
2.53. 150. 244 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 1
101.199. 112. 50 [Chi na 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |1
169.229.3.91 Lhited Sates |147.237.76. 202 |e.hal ag.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
73.167.252. 113 [Uhited Sates 147, 237. 77. 216 |dover. i df .1 Bad TCP sequence mﬁsg ;ansm't wehdifferent Joonitor |1
141.212.122. 131 |Uhited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enforcenent |drop
66.240.213.93 |lhited Sates [147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  |dr op
141.212.122.58 |Uhited Sates [147.237.0. 16 I""'kosr‘er'kra"i'idf'i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
198. 199. 89. 155 [lhited Sates |147. 237. 72. 166 [aka i df il SYN At tack SYN -> SYN-ACK -> RST monitor |1
5.22.134. 164 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
176.13.242.94 |lIsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
169. 229. 3. 91 Wited Sates [147.237.0.33 |idf.il drop drop 1
66.240,213.93 Ui ted Sates |147, 237, 77, 206 |V chamat z. aka. i df |Scanner Enf or cerent Masscan Port Scanner rej ect 1
Al Miolation
141.212.122.89 |[wnited Sates |147.237.0.35 |akaws.idf.il drop drop 1
213.8.204.57 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id AGK nunber noni t or
46.19.86.10  |Israel 147.237.77.74 |lawidt.il Bl ock HTTP Non Conpliant [!©9d header fornat detected: Illegt, oo |y
start line in request
141.212.122.55 |lhited Sates |147.237.77.61 |e.cogat.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
180. 76. 15. 162  |Chi na 147. 237. 77. 170 |mmar achot . i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates |147.237.77.61 |e. cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
2.53.150. 244 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout aert 1
109. 64. 139. 132 |[Israel 147.237.72. 166 |aka. i df.i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122. 132|lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement Geo-1ocation inbound enforcenent |drop 1
66. 240. 213. 93 Lhited Sates |147. 237. 77. 170 |naar achot . i df . i | Scannejr Enf or cenent Masscan Port Scanner rej ect 1
Violation
141.212.122.59 |Wited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
198.199. 89. 155 |lLhited Sates |147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound enforcenent |drop 1
5.102.242. 4 | srael 147.237. 72. 156 |aman.i df .i | drop Frst packet isn't SN drop 1
176.13.247.85 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
169. 229. 3. 91 Lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
66. 240. 213. 93 Lhited Sates |147.237. 77. 233 |atal .idf.il Scanne_r Enf or cenent Masscan Port Scanner rej ect 1
Mol ation
141.212.122.89 |lnited Sates |147.237. 77. 243 |nobil e. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
221.181.73.62 |China 147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.162. 101 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 51
80. 246. 138. 186 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 31
31.154. 81. 27 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock 2
31.154.81.27 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua. atal .idf.il/xnrpc. php B ock 2
185.32.179. 116 |[lsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 2
198. 20. 87. 98 Uhited Sates |[147.237.77.235|sviva.idf.il Unaut hori zed URL Access to 147.237.77.235/robot s. t xt B ock 1
79.180.61.19 | srael 147. 237.72. 166 |aka. i df . i | Llulri%as]/ i?'tageg?ing;a;:;/eéoibgcﬁi/ fm”j W kapat 2] [ 1 es012 Bl ock 1
31. 154. 81. 27 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to www | ogistics.atal.idf.il/xnrpc. php Bl ock 1
157. 55. 39. 25 Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwuidf.il/nivtza B ock 1
68.180. 230. 186 |[Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wwn nag. i df . i |/ 228- he/ f ag. aspx Bl ock 1
31.131.247.74 |italy 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka.idf.il/mai n/ hone/ defaul t.aspx  [Bl ock 1
199. 212.87.2 Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 199.212. 87.2 Bl ock 1
46.19. 86. 10 I srael 147.237.77.74 |lawidf.il Mal formed URL B ock 1
176.13.242. 94 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
68.180.231.57 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df . il/1115-ar/ dover. aspx Bl ock 1
199.212.87.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df.il/main/smalini B ock 1
80. 246.139. 170 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 1
46.19. 86. 10 I srael 147.237.77.74 |lawidf.il Unknown HTTP Request Method d. browser in URL Bl ock 1
180. 76. 15. 153  |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/shared/ clientscripts/{1} B ock 1
68.180.231.57 |Lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/irag/ english/ default.asp Bl ock 1
201. 240. 165. 207 |Peru 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84. 19. 79. 201 ggj‘;ﬂ . 147. 237.72. 166 |aka. i df . i | m;:(:ﬂt;q iLIJ}a#a:ihn(;rr:ozrri? d";;ﬂ?flzgxmom R on Bl ock 1
66.249. 66.182 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 7/ 2977.  pg |B ock 1
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsitelenglish/ B ock 1
31.154. 81. 27 | sr ael 147.237.77.234hal ag. i df . il PHP Attenpt B ock 1
89. 237. 88. 82 France 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 8/ 2368. | pg |B ock 1
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