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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
85. 64. 168. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
185. 128. 40. 162 Swi t zer| and 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il|6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
173.198. 251. 2 Lhited Sates 147.237.77. 74 law idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 193. 48 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

50. 77. 136. 81 147.237.77.233|hited Sates  |atal.idf.il SQ Injection - Select From 19
173.198.251.2 |147.237.77.74 |Lhited Sates  |[lawidf.il SQ Injection - Select From 8
184. 168. 193. 48 [147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From 8
923 100. 131 151|147, 237 76.30 |cni na hivmsh i df | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.121.139.43 |147.237.77.205|Wited Sates prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
208. 80. 155. 255 |147.237.77.216|thited Sates  [dover.idf.il ET PQLICY I ncom ng Basic Auth Base64 HITP Passvord detect ed 1
unencr ypt ed
163. 172. 169. 150|147. 237.8.28 |United Ki ngdom |e. nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.137.168. 128 [147.237.0.16 [Canada ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.0.33 ?ég:;;”im idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139.43 |147.237.77.235|Wited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
211.149.222.5 |[147.237.76.34 [China yohal an. i df . i ET SCAN NMAP -sS wi ndow 1024 1
31.211.102. 129 |147.237.8.50 ?éjj;’}m e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
163.172.238.45 [147.237.77.179|Uni ted Ki ngdom |e. nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
123.206. 194. 17 [147.237.77. 179 |Chi na e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
46.183.223.228 |147.237.76.31 [Latvia nakchal .idf.il ET SCAN Potential SSH Scan 1
42.112.237.25 |147.237.77.61 |M etnam e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Devi ce

Gountry

Action

‘Count

5.102.242.194 [Israel 147.237.77. 243 |rbi e i1 | €M NG Enginer TP Invalid - finvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
185. 27. 106. 147 |I srael 147, 237.76. 200 |eitan aka i of 1 || SAM NG Enginer TP Invalid  linvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
66.249.75. 149 |Wited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  fimvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
37.26.146.188 |Israel 147.237.77. 243 |t e iop. i |27 €@MNG Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 25 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
139. 59. 132. 160 |9 ngapor e 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
37.142.10. 144 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
139. 59. 132. 160 |S ngapor e 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
46.19.86.127 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
176. 13. 0. 233 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 3
80. 178. 130. 223 [l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 3
77.125.3.221  |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 3
84.111. 110. 206 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.116.98.38 |Israel 147.237.72. 167 |i shurimaka.idf . i I|]SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
180. 76. 15. 138 |Chi na 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
79.180. 62. 114 |[Israel 147.237.72. 166 |aka. i df .l SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 25 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 2
176.13.21. 70 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
77.125.3. 221 | srael 147.237.72. 166 |aka. i df .l SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
37.142.2.168 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
217.132. 42. 253 |l srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
37.26.148.184 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
172.56.13. 153 |lhited Sates |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
221.181.73.62 |China 147.237.77. 176 |nat pash. i df . i SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
5.22.134. 229 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
77.138.145.42 |Fance 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.85 |Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
213.57.96. 154 |[Israel 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 58 |Lhited Sates |147.237.0. 33 idf.il dr op drop 1
185. 20. 5. 157 LKj?ir::gom 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
46. 19. 85. 15 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 223. 16 [l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 1
176.13. 0. 233 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
24.244.32.102 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
80. 178. 130. 223 |l srael 147.237.72. 166 |aka. i df .l SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
169. 229.3.91 Lhited Sates |147.237.8.45 eeitan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
217.160. 182. 57 |Ger many 147.237.77. 216 |dover.idf.il Header Rejection :izﬁitrej ection pattern found in oni t or 1
77.125.3.221  |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 1
141.212.122.82 |Lhited Sates |[147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
46. 19. 85. 69 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 48 |Lhited Sates [147.237.76.199|e. nakchal .idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |[drop 1
37.26.148.184 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 66. 123. 181 [l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
172.247.85. 222 |Lhited Sates |147.237.0. 33 idf.il dr op drop 1
5.29.29. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212.122. 86 |Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
213.57.145.25 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
63.231.69. 145 |lLhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
141.212. 122. 59 |Lhited Sates |147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
77.125.55.32  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 49
217.132.171. 97 [I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
109. 253. 193. 40 |I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 6
12.97.17.249 |Wited Sates |147.237.72.166|aka.idf .il Distributed thauthori zed Mthod for Known LRL on B ock 2
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx

54.165. 230. 219 |Lhited Sates |147.237.77.176|nat pash.idf.il D stributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to

66.249. 66. 188 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 3/ 3403, | pg B ock 1

77.139. 40. 163 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwy aka. i df . i|/mai n/ sachar B ock 1

46.19. 85. 25 I srael 147.237.77.216|dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1

193. 19. 167. 227 |Pol and 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - C(pen Mde None 1

66.249.76.71  |[Israel 147.237.0.19 |madi matal .idf.il Lhaut hori zed UR. Access to madi matal .idf.il/robots. txt B ock 1
. - Unaut hori zed URL Access to

46.19.85.92 I srael 147.237.72.156 [anan. i df . i | waw anan. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned Bl ock !

207.46.13.174 |Uited Sates |[147.237.72.156|anan.idf.il Lhaut hori zed URL Access to waw anan. i df .il/scripts. asmx/getjs B ock 1
. . Unaut hori zed URL Access to

66.249.93.72  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1

) ny- kosher - kravi . i df . ) o

157.55.39. 108 |lhited Sates |[147.237.0.16 il Uhaut hori zed URL Access to www ny-kosher-kravi.idf.il/robots.txt |B ock 1

46.121.80.182 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1

68.180.231.57 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin v i df . il/1115-ar/ dover. aspx |B ock 1

. : . . SS. Lhtraceabl e Gonnection - Protocol violation

169.229.3.91 |lnited Sates |147.237.77.243|nmobile.idf.il (SSL OONN LI ENT FELLO) None 1

46.19. 85. 25 I srael 147.237.77.216|dover.idf . il Mil tipl e Untraceabl e SSL Sessions from46. 19. 85.25 (Qpen Mde) None 1

180.76.15.16  |China 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wwwidf.il/english/news/jeninkilled stn [B ock 1
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