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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
2.53.131. 71 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
185. 128. 40. 162 Swi t zer| and 147.237.76. 197 e hinush.idf.il |Back List drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address |Site ’S gnature

88.237.197.9 Tur key 147.237.72. 166 |aka. i df . i | |C1000018: HTTP. access to administrator/index. php -> Quarantine Per nirt 1
188. 165. 250. 173|France 147.237.77.233|atal . i df . i1|5670: HITP. SQ Injection (SELECT) B ock 1
46.183. 222. 176 |Latvia 147. 237.77. 216 |dover . i df . i \15|3:§:abli-ll1'il'g PH-O3 Query String Parameter Command | njection B ock 1
88.237.197.9 Tur key 147.237.72. 166 [aka. i df . i | [C1000016: HITP. adninistrator in UR Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

188. 165. 250. 173(147. 237. 77. 233 |France atal.idf.il A Injection - Select From 8
79.177.227.200 |[147.237.0.34 |[lIsrael tikshuv.idf.il ET SCAN NVAP -sA (2) 3
200. 58. 214. 138 [147. 237. 76. 197 |Col onbi a e. hinush. i df .i| ET SCAN NVAP -sS w ndow 1024 1
196.47.173.21 |147.237.0.15 |Qte Dlvoire kosher-kravi.idf.i |ET SCAN NVAP -sS w ndow 4096 1
125.213. 243.10 |147.237.76.34 |Thail and yohal an. i df il ET SCAN Potential SSH Scan 1
116.71.128.85 |147.237.76.34 |Pakistan yohal an. i df .| ET SCAN NVAP -sS w ndow 1024 1
104. 167. 6. 84 147.237.76. 44 |Lnited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.149.222.5 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147.237.77.74 |Col onbi a lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
52.144.44.251 [147.237.0.19 |Whited Sates nadi matal.idf.il |ET SCAN NVAP -sS w ndow 4096 1
200. 58. 214. 138 |147. 237. 76. 197 |Col onbi a ehimshid.il |ET SCAN NVAP -sS w ndow 2048 1
200. 58. 214. 138 [147. 237. 76. 197 |Col onbi a e. hi nush. i df il ET SCAN NVAP -f -sS 1
196. 47.173.21 |147.237.0.15 |Qte Dlvoire kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
165. 215. 209. 15 [147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
129 9624332 |147. 237 77. 243| i na obileidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 60. 153. 178 |147. 237.8. 50 ?;Z:;:I”ion etikshwv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.178.132. 164 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
200. 58. 214. 138 [147.237.77.74 |Col onbi a lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
54.72.73. 168 147.237.77.216|Irel and dover . idf.il portscan: TCQP D stributed Portscan 1
200. 58. 214. 138 [147.237.77.74 |Col onbi a lawidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

217.132.138.74 |Israel 147. 237. 77. 243 |nobi l e. i of . i | 2 dro 36
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi

5.102.242.194 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.

46. 19. 86. 44 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 14
Sreaning Engine: TGP Invalid i i ssi

46.19. 85. 20 I srael 147. 237. 77. 216 |dover i df .i 9 =9 nval i d segnent retransmssi on. drop 14
Ret r ansmi ssi on Packet dropped.

46.19. 86. 44 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 13

46. 210. 245. 153 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12

217.132.138.74 | srael 147.237.77.243|mbile.icf.il [Bad TCP sequence iz;e”ansm't with different wndow) ooivor |12

85.64.205.157 I srael 147.237.76.42 |refush.icf.il [Bad TCP sequence z'a\:;e”ansmt with different wndow)onivor |10
Sreamng Engine: TCP Invalid i i ssi

62.219.128. 191 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

76.10.176.163 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7

87.68.51.190 I srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence f:;';e”ansmt with different wndowl oo 6
Sreaning Engine: TCP Invalid i i SSi

37.26.146.212 |israel 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

77.139.40.218  |France 147.237.72. 156 [anen.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST noni t or 5

46. 19. 86. 216 I srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST moni t or 4

79.183. 0. 208 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreaning Engine: TCP Invalid i i sSi

109. 67.239.29 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

94.23.98.130  [France 147.237.76.86 |navy.idf.il  |Bad TOP sequence f:zll;:tncrgnsmt Wth different aert 3
Sreanming Engine: TCP Invalid i i sSi

176.13.22. 164 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

81.218. 192. 47 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3

94.23.98.130  |France 147.237.76.86 |nawy.idf.il |Bad TOP sequence i:';J:;é:”S““t With different monitor |3

87.70.7.95 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 3

46.19.85.5 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber aert 3

46.19.85.5 I srael 147.237.76.31 |nakchal .idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3

94. 23. 98. 130 France 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3

85.130. 182. 151 |l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3

31.154. 81. 60 I sr ael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 2

93.172.112.28 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2

74.91.113.11  United Qates |147.237.76.86 |navy.idf.il  [Bad TOP sequence i’gﬁfﬂé:ﬂsm Wth different alert 2

2.55. 163. 213 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or

46. 19. 85. 213 I sr ael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or

31. 154. 81. 60 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or

93.175.200. 140 [Wkraine 147. 237.77. 176 |mat pash. i of .i | |Header Rej ecti on :‘Z{jﬁitre‘ ection pattern found in oo |2

46. 19. 86. 63 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2

74.91.113.11  |[Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’;l;:;ésnsmt wWith different monitor |2
Sreaning Engine: TGP Invalid ' i ssi

68.180.228.44 |United Sates |147.237. 76. 200 |ei tan. aka.i of . i 9 =9 Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.

31.154.81.60  |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SAK retransmt with different oo 2

W ndow scal e

74.91.113.11  [Wwited Sates [147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 2

46.19. 86. 72 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 2

79.181.186. 196 |[Israel 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2

109. 253. 134. 226|I sr ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2

74.91.113.11 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout alert 2

2.53.1.74 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2

46.19. 86. 72 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

109. 66.177.48  |Israel 147.237.77.233|atdl .idf.il  [Bad TCP sequence iz;e”ansm't with different wndowl ooivor |2

74.91.113.11 Lhited Sates |[147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or

187.198. 134. 107 |Mexi co 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYNACK -> Ti meout moni t or

72.5.195.133  |[Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’;l;:;ésnsmt wWith different al ert 1

169.229. 3. 91 Lhited Sates |[147.237.77.227|e.hamaz.idf.il |[Geo-| ocati on enf or cenent Geo-l ocation i nbound enforcenent  |drop 1

141. 226. 218. 115|| srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
2.53.58.72 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 54
46.19.86.158 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 50
46.19.86.154 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 38
109. 253. 193. 40 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
175. 44.17. 245 |China 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut hori zed URL Access from 175. 44, 17. 245 B ock 17
79.177.172. 128 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. idf.il/main/sachr/ Bl ock 6
175. 44.17. 245 |China 147.237.76.200|ei tan. aka. i df . i | PHP Att enpt B ock 6
217.132.138. 74 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from217.132.138. 74 B ock 3
81.218.192. 47 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
31.154.81.60 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
) - - Unaut hori zed Met hod PCST for
173.212.41. 68 |lhited Sates [147.237.72.166|aka.idf.il vaw aka i ff i |/ mai v snal i i sl | m aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 182 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. stor agel {1 | es/ 2/ 2392, | pg B ock 1
175. 44.17. 245 |China 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed URL Access to waw eitan. aka. i df.il/index. asp B ock 1
. . Unaut hori zed URL Access to
66. 249.76. 115 |l srael 147.237.77. 216 [dover. i df . i | 147. 237.77. 216/ 1379- 21745- he/ dover . aspx Bl ock 1
] . D stributed Unaut hori zed Met hod for Known URL on

174. 92. 33. 60 Canada 147.237.72. 166 |aka. i df . i | wa aka, i df . i | / mai n/ hone/ def aul t . aspx B ock 1
85. 64. 205. 157 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock

66. 249. 66. 185 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
204.79.180.29 |thited Sates [147.237.72.166|aka. i df il thaut hori zed Method PCST for Bl ock 1

wan aka. i df . i1/ ml ui nitenpl at es/i nner. asp
ny- kosher -kravi . i df [ss. untraceabl e Gnnection - Protocol violation

169. 229.3.91 Lhited Sates |147.237.0.16 il (SSL_CONN CLI ENT_HELLO) None 1
68.180.228.99 [Lnited Sates [147.237.72.166aka.idf.il Lhaut hori zed URL Access to ww aka. i df.il/val tam B ock 1
. - D stributed Lhaut hori zed URL Access on

87.68.51.190 |[lIsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ r eset . css B ock 1

66. 249. 66. 197 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
. . Unknown Paraneter ctl00 ctl00_Script Managerl H ddenF eld in

2.53.41. 236 I 'srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v gi yus/ None 1
. . . . Mil tiple Lhtraceabl e SS. Sessions from169.229. 3.91 (Prot ocol

169.229.3.91 |wnited Sates [147.237.0.34 |tikshuv.idf.il viol ation (SS. COW QLI ENT FALLO) None 1

46.183.222.176 |Latvia 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df. i |/ phppat h/ php B ock 1

109. 66. 177. 48 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx Bl ock 1

66.249.76.83  |[Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df .il/894-he B ock 1

217.132.138. 74 |I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/sip_storagel/files/ 9/ B ock 1

. . . S Whtraceabl e Gonnection - Protocol violation
169.229.3.91 [uhited Sates |147.237.76.86 [navy.idf.il (SSL CONN LI ENT FELLO None 1
. . Unaut hori zed URL Access to
80. 246. 130. 60 |l srael 147.237.76.42 |refuah.idf.il refua atal . ich.il/tenpl ates/ general /nul B ock 1

Unaut hori zed Met hod PCST for

66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il vaw aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
175. 44.17. 245 |China 147.237.76.200|ei tan. aka. i df .i | Unaut hori zed Method HEAD for ww eitan. aka. idf.il/ None 1
109. 67. 215. 253 |I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 1
66. 249. 76. 102 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
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