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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
213. 202. 228. 141 Ger many 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
141.8.132.78 Russi an Feder ation 147.237.77. 216 dover.idf.il |1090: HTTP. 11S .asp Source (ode Read Per nit 8
87.117. 203. 105 Lhi ted Ki ngdom 147.237.72. 166 aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

87.117.203. 105 |147.237.72.166 |Uni ted Ki ngdom |aka.idf.il SQ Injection - Select From 8
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
128.232.110. 28 |147.237.77.74 |United Ki ngdom |l awidf.il ET SCAN Potential SSH Scan 1
46.19. 85. 121 147.237.77. 216 (I srael dover.idf.il portscan: TGP O stributed Portscan 1
125. 213. 243. 10 |147.237.77. 178 |Thai | and e.matpash.idf.il [ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.46 |Netherl ands e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
125. 213. 243. 10 |147.237. 77. 170 |Thai | and naarachot.idf.il |ET SCAN Potential SSH Scan 1
96.9.73. 173 147 237 76. 176 |cartbodi a test . noore.idf il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240. 144. 65 |147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240.144. 65 |147.237.77.121|China e navy.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
180. 97. 106. 162 |147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 65 [147.237.76.44 |China erefuah.idf.il |[ET SCAN Potential VNC Scan 5800- 5820 1
163.172. 169. 150(147. 237.8.14 |United Kingdom |e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
125. 213. 243. 10 |147.237. 77. 227 |Thai | and e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.8.46 |Netherl ands e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
125.213. 243. 10 |147.237. 77. 176 |Thai | and nat pash. i df .i | ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.46  |Netherl ands e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
125. 213. 243. 10 |147.237.76.38 |Thail and eeneitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
92.42.162.161 |147.237.8.27 ?;Z:;;”im e nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
82.208. 160. 181 [147.237.77. 176 |Ronani a mat pash. i df .il Tehila - Perl LW with fake user agent 1
61.240.144. 65 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
206. 246. 150. 226|147.237.8.50 |Lhited Sates e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144.65 [147.237. 76. 200 |Chi na eitan.akaidf.il |ET SCAN Potential VNC Scan 5800- 5820 1
163. 172. 169. 150|147. 237. 76. 147 |Uni ted Ki ngdom |chi nuch. aka.idf.i | |[ET SCAN NVAP -sS wi ndow 1024 1
46.183.223.228 |147.237.8.27 |Latvia e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address Signature Acti on ‘Count

5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 795

5.151. 203. 233 z‘;;gom 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 111

185. 5. 60. 48 Italy 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 75

82.145.222.20 |Europe 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 28
Sreanming Engine: TCP Invalid i i ssi

85. 65. 4. 85 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 20
Ret r ansmi ssi on Packet dr opped.

82.145.222.20 |Europe 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 19

37.231.133.154 |Kuwait 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 17

74.91.113.11  |wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’;l;:;é:nsmt Wth different al ert 14

74.91.113. 11 Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
Sreanming Engine: TCP Invalid i i ssi

98.117.42. 111 |Wnited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. |, 14
Ret r ansmi ssi on Packet dr opped.

74.91.113.11  Uited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence SSZZ'J:;Cr:mmt Wth different moni tor |14

74.91.113.11 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13

74.91.113.11 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 12

50.244.180.60 |Uhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence nonitor |12

79.176.113. 234 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor (11
Sreaning Engine: TQP Invalid i i SSi

46.117. 160. 188 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 10
Ret ransni ssi on Packet dr opped.

46.19. 85. 74 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |7

46.19. 86. 48 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7

88. 128. 80. 62 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

46.19. 85. 74 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6

50.244.180.60 |Lhited Sates |147.237.77.216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6

46.19.85.190 | srael 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |6

50.244.180.60 |Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (6
Sreaning Engine: TQP Invalid i i SSi

2.53.130.221  |israel 147.237.77. 243 |robi | e, i of . i1 g =g Invalid segnent retransmssion. o, 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi

176.13.22. 236 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.

50.244.180.60 |lLnited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6

62. 90. 255. 72 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5

46. 19. 86. 207 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5

46. 19. 86. 207 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

212.182. 114. 246|Pol and 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5

96. 2. 131. 27 Lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor  [5

96.2.131.27  |Uhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’;l;:;é:m"“t with different alert 4

96.2.131.27  |United Qates [147.237.76.86 |navy.idf.il Bad TCP sequence iZIJeetncr:nsmt wth different moni tor 4

5.28.146.109 I srael 147.237.77.74 |lawidf.il Bad TCP sequence SYNACK retransmt with moni tor |4

different wndow scal e

46. 19. 86. 207 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert

46. 19. 85. 213 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or

195.90.103.48  |Pol and 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransmt wth moni tor  [4

different w ndow scal e

5.22.134. 209 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or

46. 19. 86. 207 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid ' i ssi

37.26.146.188 | srael 147. 237. 77. 243 |obi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

5.29.29. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Bngine: TQP Invalid i i SSi

46.19. 86. 44 I'srael 147. 237.77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

46.19. 85. 99 I srael 147.237.77. 226 [} chanatz.aka.idf 1pad TOP sequence Inval i d ACK nunber moni tor (3

37.26.147.218 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

46.19. 86. 113 I 'srael 147.237.77. 74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreaning Bngine: TQP Invalid i i SSi

66.249.75.157 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.

109. 175. 206. 2 LK’i";gegom 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3

Lhi ted . . .
5.151.203.233 | ngdom 147.237.76.86 |navy.idf.il SYN Attack noni t or 3
46. 19. 86. 96 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 24 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 167
84. 94. 67. 140 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 85
46.19. 86. 158 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 9
185. 32.179. 150 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
37.26.147.147 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 2
2.53.130. 221 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code Bl ock 2
! nobi | e.nei tav.idf.i|Mitiple Untraceabl e SSL Sessi ons from169. 229. 3. 91 (Pr ot ocol
169. 229.3.91 Lhited Sates 147.237.76. 39 | violation (SSL_QONN QLI ENT_HELLO)) None 1
77.138.221.109 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to wawn anan. i df.il/favicon.ico B ock 1
46. 19. 86. 48 I srael 147.237.76.86 |[navy.idf.il Unknown HTTP Request Method | in URL Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.776.97.54 | srael 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
] . . Unaut hori zed Met hod PCBT for
98.102. 163. 137 |Lhited Sates  [147.237.72. 166 |aka. i df.i | vaww aka, i df i |/ mai n/ gi yus/ yahash2016/ | obby. aspx B ock 1
66.249. 76. 75 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237.72. 166/ B ock 1
] . . SS. Lhtraceabl e Gonnection - Protocol viol ation
169. 229. 3.91 Lhited Sates  |147.237.77.176 |nat pash. i df . il (SSL CONN LI ENT FELLO) None 1
79.179.178. 127 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.57.42.213 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
. . Paraneter Type M ol ation searchText in
109. 64.101. 13 [l srael 147.237.76.42 [refuah.idf.il voww ref ua. at al i o . i 1/ 994- hel ref uah, aspx B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 15 kosher-kravi . i df.i||Wauthorized URL Access to 147.237.0. 15/ robot s. t xt B ock 1
37.142.68.179 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.22.236 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
80. 246. 130. 182 |l srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/89%4-ar B ock 1
46.121.123.18 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
. . O stributed Unhaut hori zed URL Access on
109. 253. 128. 190/l sr ael 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 1136- hel at al . aspx Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138. 13. 66 France 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai / sachar/ vi ewpays! i p. aspx B ock 1
66.102. 9.5 Wited Sates  |147.237.72. 166 |aka. i df . i | thaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
. . D stributed Unaut hori zed Method for Known URL on
2.53. 49. 145 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai / sachar/ vi ewpays! i p. aspx B ock 1
141.8.132.78 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to i df . i/ newsitefengli sh/ main. asp. Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.138.70. 26 France 147.237.72. 166 [aka. i df . i | vow aka. i o i 1/ il ui it enpl at es/ hone. asp B ock 1
46. 19. 86. 48 I srael 147.237.76.86 |[navy.idf.il Mal forned URL Bl ock 1
204.79.180.37 |Uited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/miluinitenpl ates/inner.asp |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
87.69. 0. 103 I srael 147.237.72. 166 [aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
. . Unaut hori zed URL Access to
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._storagel f1 | es/ 0/ 3400. ] pg B ock 1
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