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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site

|Signature |Device Action |Count |
176. 13. 232. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |

rget Address |Site

Devi ce Action |Count |

108. 67.169. 124 |lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
188. 165. 250. 173 |France 147.237.77.226 |vww chanat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
158. 85. 253. 245 [lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECI) B ock 6
23.91.70.77 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216. 68. 91. 180 Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
108. 67.169. 124 |lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
168. 1. 80. 134 Australia 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 67.169. 124 |lnited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
188. 165. 250. 173 |France 147.237.77.226 |ww\ chanat z. aka. i df . i 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70.77 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
216. 26.128. 28 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.84.136.105 |Lnited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70.77 Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 4
23.91.70.77 Lhited Sates 147.237.76.42 |refuah.idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
123.126. 68. 132 |Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

108. 67. 169. 124 147.237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 26
188. 165. 250. 173 147.237.77. 226 France v chanat z. aka. i df . i | SQ Injection - Select Fom 20
23.91.70.77 147. 237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 19
74. 84. 136. 105 147.237. 72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 18
216. 26. 128. 28 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 14
158. 85. 253. 245 147.237. 72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 8
216.68.91. 180 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
168. 1. 80. 134 147.237.77. 74 Australia lawidf.il SQ Injection - Select From 8
50. 63. 196. 35 147.237. 72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 8
163. 172. 169. 150 147. 237. 77. 205 Ui ted Ki ngdom prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 63. 28. 189 147.237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.77. 227 Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
192. 151. 154. 43 147.237.0. 17 Lhited Sates mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 2048 1
100. 13. 130. 4 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 111. 244. 124 147.237.77. 216 I 'srael dover.idf il portscan: TCP O stributed Portscan 1
164. 52. 227. 101 147. 237.76. 38 Lhited Sates eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
164. 52. 227. 101 147.237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
45, 63. 28. 189 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172. 129. 15 147.237.77. 121 Uni ted Ki ngdom e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 82. 44 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.77. 170 Chi na naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
100. 13. 130. 4 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 151. 154. 43 147.237.0. 17 Lhited Sates mny- kosher - kravi . i df . i ET SCAN NVAP -f -sS 1
92.42.162. 161 147. 237. 8. 50 Russi an Feder ati on e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 32. 179. 91 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.111. 37. 245 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
164. 52. 227. 101 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
62. 90. 243. 244 147.237.72. 166 I 'srael aka.idf.il ET SCAN NVAP -sA (2) 1
164.52. 227. 101 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
45. 63. 28. 189 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 1287
5.102.242.194 | srael 147.237.77. 243 |nvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 30
Ret ransm ssi on Packet dropped.
107.167.106.89 |lhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
193. 43. 246. 250 |l srael 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SN drop 21
2.54.205. 17 I srael 147,237, 77. 243 |mobi e i 11 | S NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 85. 201 I srael 147.237.77. 176 |metpash.icf.il  [Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 201 I srael 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 11
213.57.221.250 [lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
79.178.30.57  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
88.128.80. 108  |Ger many 147.237. 72. 156 |aman.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
86. 130. 162. 162 zint:gom 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
176.13.0. 31 | sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
46.19. 86. 13 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 115. 29. 104 | srael 147.237. 72. 166 [aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 7
46.19. 86. 13 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 18 I'srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.251 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsrc:rfnsm wehdifferent | onitor [
82.201.2.43 Net herlands  |147.237. 77. 216 |dover.idf.i | Bad TCP sequence Invalid sequence nunber noni t or
184.168.46.19 |Wited Sates |147.237.72. 156 |anan.idf.il drop SAMrul e drop
77.139.68.80  |France 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
80.178. 170. 231 | srael 147.237. 72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37.26.147.184 |israel 147. 237. 72. 156 |anan.i of . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 13 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
37.26.147.200 |Israel 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.28. 47 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
46.19. 86. 13 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.123  |israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence mﬁsg reansmt wehdtterent | onitor |5
79. 180. 82. 64 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
188. 102. 158. 11 |Ger many 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
141. 226. 217. 109|I sr ael 147.237.76.86 |[navy.idf.il dr op First packet isn't SN drop 4
46. 19. 85. 253 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.180. 183. 249 |l srael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 4
82.102.159.65 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
77.139. 14. 233 France 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
80. 230. 227. 128 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
77.138.75.89  |France 147, 237, 76. 200 |eitan aka i o i1 | @M NG Bngine: TCP Invalid finvalid seqnent retransnissi on. dr op 4
Ret ransm ssi on Packet dropped.
88.128.80. 108  |Ger many 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 4
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i of . i | dr op First packet isn't SN drop 4
176.13.13.206 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 85. 201 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 3
79.176. 113. 234 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 3
77.125.83.148  |israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
37.26.146.188 | srael 147.237.77. 243 |t e iop i1 |7 €AMNg Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
141. 226. 241. 187 |l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert
85. 64. 93. 175 I sr ael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
37.26.146.236 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
141. 226. 241. 187|I srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or
217. 132. 20. 50 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
213.57.221.250 |Israel 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or
85.64.124.34  |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence SINAK retransmt with different |0 |3

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 158. 19 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 404
176.13.23.209 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 90
84.94.0. 142 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 60
109. 253. 132. 144|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
79.177. 249. 236 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
31.154.81.21 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
213.151. 35. 212 |Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCST for aka.idf.il/giyus/ Bl ock 3
46. 19. 86. 199 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Bte Gode Character in URL B ock 3
46.117.75.206 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84.109.131.93 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 65. 60. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
31.168.120. 231 [Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
109. 253. 158. 21 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
24.247.11.147 |Uited Sates [147. 237. 72. 166 |aka. i df . i | m“;grii dzf?lmrz;j mPrEoBrTa(f)tc;rt el ot o5/ s 1 85 B ock 2
141. 226. 217. 2541 sr ael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 2
185. 32.179. 151 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 2
31.39.188.171 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. idf.il/mluind B ock 2
187. 160. 183. 19 |Mexi co 147.237.76.86 [navy.idf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
201.172.180. 91 |Mexi co 147.237.77.233|atal .idf.il Mil tipl e Redundant HTTP Headers in header Content- Type B ock 1
189. 218. 69. 253 |Mexi co 147.237. 76. 147 |chi nuch. aka. i df . i | Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
66.249. 66. 182 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’r'?gejztg‘p :’SCIC;S; e/ 2l 3360, g Bl ock 1
91.90.13.141  |Wraine 147.237.72. 166 |aka. i df . i | m;:(:ﬂt;d. iﬁa#;ihnerdoﬁjj d':::;:??. ;;’;XK”W‘” L on B ock 1
79.178. 30. 57 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
201. 166.218.4  |Mexi co 147.237.77. 226 \fAMIN:/ chamat z. aka.id Ml ti pl e Redundant HTTP Headers in header Gontent - Type B ock 1
187. 161. 121. 100|Mexi co 147.237.77.234|hal ag. i df . il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
63.92.225.185 |Lhited Sates [147.237.72. 166 |aka. i df .i | m“;griid???l ;\ﬁ;hr?/dsaiﬁrlifgv\paysl b, asp Bl ock 1
201. 172. 236. 225|Mexi co 147.237.76. 42 |refuah.idf.il Ml tipl e Redundant HTTP Headers in header Content - Type B ock

189. 218. 217. 170|Mexi co 147.237.77.74 |lawidf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock
66.249. 66. 188 I srael 147.237.76.42 |refuah.idf.il ﬂ?fﬂzg;’.ri?éefzﬁp fcstco‘izsget/?i | es! 8 2348, pa Bl ock 1
177. 239. 233. 240 |Mexi co 147.237.76.31 |nakchal .idf.il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
94.75.72. 26 Pol and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
201. 166. 222. 155|Mexi co 147.237.76.30 |hinush.idf.il Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
187. 161. 121. 100|Mexi co 147.237.77.235|sviva.idf . i | Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
66. 102. 9. 8 Wnited Sates |147. 237. 72. 166 |aka. i df . i | m;(:.uit;d. ilﬂa#;hn(;uoii? d':;:‘l’?' ;Z:JXK”OV‘" L on Bl ock 1
89.138.169.95 |Israel 147.237.77.216|dover. i df . il Unaut hori zed HTTP Met hod B ock 1
66. 249.69. 133 I srael 147.237.77. 234 hal ag. idf.il Vmultc:]g(i)rsltizig. :Iil_ .'?Cd(f:.eislsltt:npl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
189, 219. 85. 161 |Mexi co 147.237.77. 216 |dover . i df .i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
37.26.146.210 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
177. 239. 233. 240|Mexi co 147.237.76.39 |nobile.neitav.idf.il |[Miltipl e Redundant HITP Headers in header Content- Type B ock 1
103. 210. 50. 29 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka. i df.il/ishurinmai n/ B ock 1
84.108. 187. 245 |Israel 147. 237.72. 166 |aka. i df . i | 'C)L'rigeij/ i?tagegﬁing:ag:g;f;oi)gcﬁi/ fm’i 1V kapat 2/ /1 es#012 B ock 1
201.172.180. 91 |Mexi co 147.237.72. 166 |aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
189.218.51.36  |Mexi co 147.237.76.200|ei tan. aka. i df .i | Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
66. 240.236. 119 [Lhited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ robots. t xt B ock 1
89.138.169.95 |[Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 10.100. 102. 4/ upnpcp/ not i fy/ event Bl ock 1
77.138.246.186 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for v aka. idf.il/main/smalin B ock 1
189. 219. 172. 149|Mexi co 147.237.77. 176 [mat pash. i df . i | Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
107.179. 234. 65 |Canada 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw idf.il/sip_storagel/files/2/4912. png|B ock 1
201.172.180.91 |Mexico 147.237.72.167|i shuri maka. i df . il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
84.108. 187. 245 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from84. 108. 187. 245 B ock 1
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