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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature |Device Action|Count]|
79.177. 89. 150 | srael 147.237. 72. 166 aka.idf.il B ack List drop 4
183. 60. 48. 25 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|JLM Under _Attack Con_Tcp drop 1
213.8.204.1 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

106. 120. 209. 148|147. 237. 77. 235 [Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
87.68.23. 78 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
66.249. 64. 113  |147.237.72.166 |Lhited Sates |aka idf.il SE?\/E? APAO_E. Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
14.184.152. 166 |[147.237.0.17 [MVietnam m ny- kosher-kravi . i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
218. 205. 151. 197|147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
211.149.201. 80 [147.237.76.42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97.106. 37  |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.0.17 [Wited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
106. 120. 209. 148|147. 237. 77. 235 [Chi na svivaidf.il ET SCAN NVAP -f -sS 1
85.250. 105. 91  [147.237. 72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 1
40.114. 15. 49 147.237.8.24 |nited Sates |e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 205. 151. 197|147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -f -sS 1
206. 246. 150. 226|147. 237. 77. 179 |Uhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 37  |147. 237. 77. 226 [Chi na vy chanat z. aka. i df il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature Acti on ‘Count
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout nonitor  |1208
37.147.99. 110 |Russian Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 43
223.24.19.235 |Thailand 147, 237.77. 243 |moti e i .1 || ST NG Engine: TP Invalid imalid segnent retransmssion. | op 40
Ret r ansni ssi on Packet dr opped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
2.55.158.78 | srael 147.237.77.216|dover.idf.il1 |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
2.55.158. 78 I srael 147. 237.77. 216 |dover. i f .11 [Bad TCP sequence wﬁtrf\:;ggz?&?m monitor |16
46. 19. 85. 235 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
2.53. 145. 255 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
2.53. 145. 255 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
2.53.2.74 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 10
2.53.2.74 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
46. 19. 85. 235 | srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nmoni t or 10
2.53.2.74 I'sr el 147.237.72. 166 |aka idf.il  |Bad TCP sequence wﬁtrs\;;ggzl&gth moni tor |10
128. 69. 210. 181 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
46.19. 85. 235 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 86. 188 I srael 147.237.76.86 [navy.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 8
46.19. 85. 112 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.53.145. 255 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber alert 6
2.53.145. 255 | srael 147.237.77.216|dover.idf.il1 |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
79.178.254. 141 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
79.178.254. 141 |Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.16.19 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
193. 19. 167. 227 |Pol and 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
79.178.254. 141 |Israel 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 4
193. 19. 167. 227 |Pol and 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
31.168.152. 111 |[Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
85.64.124.34  |Israel 147.237.72. 166 |aka if il |Bad TCP sequence ﬂﬁtr:ﬁt;ggzl; :‘ th moni tor |4
46.19. 85. 112 I srael 147.237.76.86 [navy.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
37.26.146.164 | srael 147.237.77. 243 ot 1 e o1 |27 €M NG Engine: TP Invalid invalid segnent retransmission |, 3
Ret r ansm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
141.226.218.4  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
46.242.116. 101 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
79. 180. 169. 234 |Israel 147, 237. 77, 243 bl e, i of 1 || €AM NG Engi ne: QP I nval id - invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
37.26.149.191 | srael 147.237.77. 243 ot 1 e o1 |27 €M NG Engi ne: TP Invalid invalid segnent retransmission. |, 3
Ret r ansm ssi on Packet dr opped.
193. 19. 167. 227 |Pol and 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 3
213.8.204.1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 3
46. 19. 85. 167 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber aert 2
31.25.78.33 g";'cisgiigcija” Territory: 1947, 237.77. 176 |nat pash. i ot .i1|dr op First packet isn't SIN drop 2
79.178. 188. 52 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
193.19.167. 227 |Pol and 147.237.72.156 [anan.icf.il  [Bad TOP sequence wﬁtr\fwtgjﬁl&?th moni tor |2
213.151. 49. 204 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
84.111.102. 3 | srael 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 167 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55.158. 78 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
80.43.181.159 |Uhited Ki ngdom 147.237.77.216|dover.idf.il1 |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.138.231.243 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
77.138.88.205 |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
85. 250. 75. 153 | srael 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 156. 164 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
93. 172. 145. 227 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 115
46.19. 85. 121 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 68
31.168.120. 231 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
46.19. 85. 11 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
37.26.146.221 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
5.102. 254. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84.111.172.88 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
. . D stributed Unaut hori zed Method for Known URL on
77.139.6. 27 France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx Bl ock 2
185. 32.179. 104 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
46.117.75.206 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
. - Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ e tan/ prat i ni pi rt eychayal / Bl ock 1
46.117.120.45 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/mvtza Bl ock 1
187. 161. 242. 184|Mexi co 147.237.0.19 |nadimatal .idf.il Redundant HTTP Headers Content - Type B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
213. 8. 204. 20 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
46.19. 85. 197 I srael 147.237.77.216|dover.idf .l Mal formed LR http/ 1.1 B ock 1
2.53.54. 167 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
. . Paraneter Type Mol ation search in
109. 160. 213. 168l sr ael 147.237.77.233|atal . i df . il atal i df.i1/1437-hel atal . aspx Bl ock 1
77.138.96. 96 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCBT for wawn aka.idf.il/giyus/syyarot/ |B ock 1
46.149. 82. 236 Wk ai ne 147. 237.72. 166 |aka. i df . i | Dstri bqt ed.Unau_t horized Method for Known URL on 8 ock 1
wwy aka. i df . i1/ nai n/ sachar
, m ny- kosher - kravi . i
189. 218. 118. 224|Mexi co 147.237.0. 17 df il Redundant HTTP Headers Content - Type Bl ock 1
89. 237 89. 56 France 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _Unaut_ horized Method for Known URL on 8 ock 1
wn aka. i df . i1/ mai n/ kapat z/
. - SS. Lhtraceabl e Gonnection - Protocol violation
66.249.64.113 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
213. 8. 204. 20 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua.atal .idf.il/xmrpc.php |B ock 1
. . Unknown HTTP Request Method g=he in URL
46.19. 85. 197 I srael 147.237.77.216|dover . i df . i ww i of i1 http/1 1 B ock 1
. . Unaut hori zed URL Access to
176. 13. 247. 217 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. . - Unaut hori zed Met hod PCBT for
46.149.82.236 |lkraine 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ rai 1V sachar /Kl al i . aspx B ock 1
201. 172. 236. 225|Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Cont ent - Type B ock 1
66.249. 66. 182 [l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unauthori zed URL Access from 66. 249. 66. 182 B ock 1
46.116.219.37 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
24.46.146.24  |Uited Sates 147. 237.77. 216 |dover . i df . i | Wnauthori zed URL Access to Bock |1
vy i df . i |/ 894-en/ i df gdover . aspx
. . Unaut hori zed Met hod PCBT for
77.139. 137. 139 |France 147.237.72. 166 |aka. i df . i | v aka i of i1/ ui it enpl at es/ hone. asp B ock 1
66.102. 9. 30 Uited Sates 147. 237.72. 166 |aka. i df . i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on 8 ock 1
v aka. i df . i |/ nai n/ hone/ def aul t. aspx
201. 175. 113. 125|Mexi co 147.237.0.15 |kosher-kravi.idf.il |Mitiple Redundant HITP Headers in header Content-Type B ock 1
. . Unaut hori zed URL Access to
109. 64.83.190 [l srael 147.237.77.233(atal .idf.il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
66.249. 76. 75 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
31.154. 81.54 I srael 147.237.77.216|dover . i df . i v i o i1/ https: /v df i1/ Bl ock 1
185. 33. 168. 254 gjceusgi':('ja” Territoryty 47, 237. 72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df . i1/ nai n/ kapatz/  |Bl ock 1
. . . . Doubl e URL Encoding - paraneter: rdfromin
79.177.210.191 |[Israel 147.237.72.167|i shurimaka. i df.i | voww i shuri maka. i o i 1/1050-he/ pi ckcerti fi cat es. aspx Bl ock 1
66.240.192. 138 |lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ robot s. t xt Bl ock 1
Unhaut hori zed URL Access to
207.46.13.140 [lhited Sates 147.237.77.234|hal ag. i df . i | wan | ogi stics. atal.idf.il/tenplates/shared usercontrol s/ navne |B ock 1
nu/ undef i ned
46.19. 85. 197 I srael 147.237.77.216|dover.idf .l I11egal HITP \ersion B ock 1
109. 67. 160. 231 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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