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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
123. 151. 149. 222 Chi na 147.237.76. 147 chi nuch. aka.idf.il JLM Under _Attack_Con_Tcp drop 2
185.94.111. 1 Russi an Federation 147.237. 76. 148 gacenter. aka. i df .i | B ack List dr op 1
71.6.146. 185 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
183. 60. 48. 25 Chi na 147.237. 76. 39 nobi | e.neitav.idf.il |JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address
162. 210. 196. 98

| Attacker Qountry

Lhited Sates

Target Address
147.237.72. 166

|Site
aka.idf.il

| Sgnature

Devi ce Action

|Oount

C1000074: HTTP: mnaj estic bot Permt 2
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
198. 20. 69. 74 Lhited Sates 147.237.77.61 e.cogat.idf.il ]13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
46.120.218.75 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
45. 40. 135. 12 147.237.8.45 |wnited Sates e.eitanidf.il ET SCAN NVAP -sS w ndow 3072 1
180. 97. 106. 37  |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
24.173.213.138 |147.237.76.42 |lhited Sates  [refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150[147. 237. 76. 199 [Uni ted Ki ngdom |e. nakchal .i df . i1 ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 [147.237.0.34 [lLhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
111. 68.107. 43  [147.237.0.15 |Pakistan kosher-kravi .idf .i ET SCAN NVAP -sS wi ndow 2048 1
111. 68.107. 43 |147.237.0.15 |Paki stan kosher -kravi . i df . il ET SCAN NVAP -f -sS 1
82.81.128.225 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
211.149.222.5 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
64.137.168. 128 [147.237.77.19 [Canada | awforumidf . il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
45. 40. 135. 12 147.237.8.45 |lhited Sates |eeitan.idf.il ET SCAN NVAP -sS wi ndow 4096 1
180. 97. 106. 161 |147.237. 77. 176 |Chi na nat pash. i df .i ET SCAN Potential SSH Scan 1
42.112.238.213 [147.237.0.16 |V etnam ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
180. 97.106. 37  |147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 30 [United Ki ngdom |hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
123.31.41. 199 |147.237. 76. 196 [\ et nam e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
111. 68.107. 43  [147.237.0.15 |Pakistan kosher-kravi .idf .i ET SCAN NVAP -sS wi ndow 1024 1
89, 43. 123180 |147. 237 77. 176 |Formni a nat pash. i i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
212.76.123.207 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
66.240.213.93 [147.237.77.205|thited Sates prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
103.36.35.241 |147.237.8.27 |RSSIan e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
5.9. 44. 154 Ger many 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t o 590
87.92.230. 31 F nl and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 63
93.44.187.1 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
94.4.4.43 LKJ?ir:gegom 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 39
86.6.7.173 LKTi;gegom 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 32
77.126.58.14  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 30
Ret ransm ssi on Packet dropped.
70.214.114.46 |lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 23
198.251.80.98 |lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence f:gﬁ:;éj‘s”“ with different monitor |21
198.251.80.98 |Wnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’(\;l;eer:c'gmm With different aert 20
70.214.114.46 |Uited Sates |147.237.77. 216 |dover.i df .| Bad TCP sequence mﬁsg reansnit wehdtterent | oonitor |17
198.251.80.98 [Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
84.94.119. 108 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
198.251.80.98 |Lhited Sates |147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
198.251.80.98 [Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 13
2.53.179.100 | srael 147.237.72. 166 |aka i f . i Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |12
37.26.149.191 | srael 147,237, 77. 243 |mbil e i i1 | €M NG Bngine: TCP Invalid - finvalid seqnent retransnissi on. dr op 12
Ret ransm ssi on Packet dropped.
2.53.179. 100 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12
2.53.179. 100 I sr ael 147. 237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout alert 12
2.53.179. 100 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
46. 19. 85. 10 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
2.53.58.33 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent fonitor o
2.53.131. 222 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 9
79.178.254. 141 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 10 | sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
93.172.148.82 |Israel 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
84.109. 75. 25 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
201.200.0.140 |Qosta Rca 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 6
46. 19. 85. 10 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
70.214.114.46 |Uhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
46.166.188. 214 |[Netherlands |147.237.8.50 [e.tikshuv.idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |drop 6
66. 102. 9. 149 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
46.210. 170. 210 |Israel 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19. 85. 45 I srael 147. 237, 77. 216 |dover i df .i | Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 5
Ret ransni ssi on Packet dr opped.
46. 19. 85. 45 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
108.29.95.72  |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINATC rerransmt wih direrent fpnitor |4
72.89.53.120 Wited Sates |[147.237.72.166|aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
66.102. 9. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
72.89.53. 120 Lhited Sates |147.237.72.166 |aka. idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or
72.89.53.120  [Uited Sates |147.237.72. 166 |aka idf.il Bad TCP sequence mﬁsg reansmt wehditterent | onitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
176. 13. 228. 240 |l srael 147.237.0.34 |tikshuwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST noni t or 3
79.178. 254. 141 |Israel 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 3
213.57.215.16 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109. 67. 131. 115 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
100. 92. 17. 242 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.178. 254. 141 |l srael 147.237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
109. 253. 206. 2511 srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
84.229.8.189  [Israel 147. 237.72. 156 |aman. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent fonitor |2
37.26. 147. 163 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.146.221 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 88
5.22.134.175 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 80
5.102.242.102 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 19
46. 19. 86. 37 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 13
89.237.118.28 |France 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 11
87. 69. 246. 69 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 9
46.116.197.30 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 9
46.19. 86. 172 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 172 B ock 4
51.254.67.122 |France 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 4
51.254.67.122 |France 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 51. 254. 67. 122 Bl ock 4
176. 13. 6. 46 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
46.19. 85. 98 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 66. 114. 20  |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
51.254.67.122 |France 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 2
2.53.4.105 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 2
77.139.17.95 France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCBT for ww aka. i df.il/ishurinicityofficers/ Bl ock 2
2.53.177. 111 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
109. 253. 243. 172|I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 2
2.55.41. 142 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
84.111.172.88 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
37.26.148.251 |[Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 2
46.19. 85. 172 I srael 147.237.72. 166 [aka.i df . i | DOstributed I11egal Bite Qode Character in LR B ock 2
85.64.151.174 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
37.26.149.150 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.176.1.174 | srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
213.151.38.175 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i/ main/ B ock 1
66.249.66.182 I srael 147.237.76.42 |refuah.idf.il e o o e etuah aspx HBock |1
82. 80. 203. 20 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock
71. 6. 165. 200 Whited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
Unknown Par anet er
37.142.177.162 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP aceHol der $quest i onUpdat e$t xt G her Que [None 1
stion in ww aka.idf.il/main/giyus/fag. aspx
79.181.171. 148 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/ atal . aspx B ock 1
66. 249. 76. 61 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowV assetlinks.]json B ock 1
109. 253. 143. 202|I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
31.154.251.65 |[lsrael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat.idf.il/sip_storage/files/ 1/ B ock 1
82.166. 159. 136 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
207. 46. 13. 63 Uhited Sates|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
66. 102. 9. 8 Wi ted Sates|147. 237. 72. 166 |aka. i df . i | m;(zuit;d. i'“lr}a;ihn(;rrioﬁ(/j d';f;ﬂ??' ;;’;XK”OV‘" WL on Bl ock 1
46.4.74. 42 Germany  |147.237.72.166|aka.idf .il m“atkgolr :jfz_e;ol' /?ftﬂogamégraymesd der. asp B ock 1
80.179. 122. 185 |l srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwwidf.il/https:/wanidf.il/ B ock 1
66.249.76.63  Israel 147.237. 72. 166 [aka. i df . i | ;ﬁ:ﬂt;cfriilfae:ﬁkng o s 5i 1 - mssocl st on Bock |1
84.94.119.108 | srael 147.237.77.234|hal ag. i df . | 1D4$ rzlsk;u;(;d2?47?2232372%%/%??? f’;i . Bock |1
77.139.100. 227 |France 147.237.72.166 |aka. i df . i | m;&;‘:t;‘?iwim‘f :/c’;;:ﬁ; Method for Known LRL on Bl ock 1
213.8.204. 68 I 'srael 147.237.77. 226 \C’i\?“'\il'l(:ha”at z.aka. i PHP Attenpt B ock 1
66.249.64.41  |Israel 147.237.72.166 |aka. i df . i | ﬂ?“;g?r;gefsﬁ :f;tejrsagt;“ | s/ 3 61353, pg Bl ock 1
104. 175. 212. 142U ted Sates|147. 237. 72. 166 |aka. i df . i | chaut hor dzf?l'/wn;hr‘:fr;ﬁnf/‘gener . aspx Bock |1
80.246.135.51 | srael 147.237.72.166 |aka. i df . i | 'O'U'ri?::/ i?’;geg’?fmoe:a;;;féoibgcﬁi/ f"aj 1V kapat 2/ /1 es#012 Bl ock 1
67.83.103.153 |United Qates|147. 237. 7. 216 |dover . i df . i | i;;;?;’i?;t?rmmr Type Molation on wawidf.il/error. tmparaneter |g o\ |
113.110.233.3 [China 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
77.139.155.48  |France 147.237.72.166 |aka. i df . i | m“;?;rii dzfe_’?”'\'en;jhg/dgiﬁé%;k/ ori nt abl ki o5k, aspx B ock 1
213. 8.204. 68 | srael 147.237.77. 226 www. chanat z. aka. | Uhaut hori zed URL Access to ww chanat z. aka. i df.il/xnmrpc. php B ock 1
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