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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
82.80.52.119 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 2
167.114. 210. 17 Canada 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
167.114.210. 17 Canada 147.237.76. 201 e atal.idf.il JLMPurple Gon Linmt Htp drop 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohalan.idf.il |B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |SgnaIure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147. 237.76. 39 nobi | e.neitav.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

218.87.109. 253 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 35 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
198. 20. 69. 98 147.237.76. 177 |Wnited Sates ncore.idf.il ET DRCP Dshield B ock Listed Source 1
218.87.109. 253 [147.237.77.227 |China e. hanaz.idf.il ET SCAN Potential SSH Scan 1
195. 70. 44. 28 147.237.77. 74 |Hungary lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77. 227 |Uni ted Ki ngdom |e. hanaz. i df.i| ET SCAN NVAP -sS w ndow 1024 1
218.87.109. 253 [147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
128.127. 0. 45 147.237.72. 217 |italy eidf.il ET SCAN NVAP -sS w ndow 3072 1
218.87.109. 253 [147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 [147.237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
46.183.223.228 |147.237.8.50 |[Latvia e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
198. 199. 89. 155 |147.237. 76. 147 |Lhited Sates chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 1024 1
14,41 15. 12 147 237 77 o0p|KOrER Repblic i ET SGAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1

of Potential Scan or Brute Force

218. 87.109. 253 [147.237. 77. 243 |Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
195. 70. 44. 28 147.237.77. 179 |Hungar y e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 |[147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 77. 227 |Uni ted Ki ngdom |e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
218. 87.109. 253 |147.237.77.61 |China e cogat.idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.77. 234 |lhited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87.109. 253 [147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.72. 217 |italy eidf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237. 76. 148 |Chi na gqcenter. aka. i df . il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |[147.237.8.28 [China e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91.242.217.191 |147.237.77. 216 g:aetde:’ab dover. i df.il ET VBB SERVER PyQur| Suspi ci ous User Agent | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 620
213.55.115.95 |Bhiopia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
Sreaning Engine: TGP Invalid i i ssi
77.126.58.14  |israel 147.237.77. 243 |nobil e. i df i 9 =g Invalid segment retransmission. drop 30
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
223.24.108.194 |Thai | and 147. 237.77. 243 |obi l e. i . i 9 =g Invalid segnent retransmssion. drop 30
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 200. 44 | srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmission. drop 30
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.178  |israel 147. 237.77. 243 |obi l e. i . i 9 =g Invalid segnent retransmssion. drop 21
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149.191 |israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmission. drop 18
Ret ransmi ssi on Packet dropped.
2.53.17. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi
79.179.97.60  |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
46. 19. 85. 60 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 60 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 9
109. 253. 213. 128l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 8
46.19. 85. 117 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 37 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
62.0.230.1 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 6
46.19. 86. 112 I srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
77.126. 66. 37 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
77.124.42.97  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.58. 33 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 231. 56 || srael 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176. 13. 8. 49 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
89.139.117. 173 |[Israel 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
46.19. 86. 137 | srael 147. 237.77. 216 |dover. i df.il Bad TCP sequence Invalid ACK nunber noni t or
66. 102. 9. 149 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop
185. 20. 5. 157 z";;gom 147. 237. 72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
46. 19. 86. 86 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 137 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19.86.86 |Israel 147.237.72. 156 |anan. i of .i Bad TCP sequence SIAK retransmt with different | oqor s
w ndow scal e
Lhi ted C e SYNVAXK retransmit with different .
185. 20. 5. 157 Ki ngdom 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal noni t or 4
79.179.28.97  [Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransmt with different monitor 4
w ndow scal e
46. 19. 86. 183 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 13. 226. 91 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 4
141.0.12. 30 Nor way 147.237. 77. 216 |dover .i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
2.53.188.81 | srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
185. 20. 5. 157 z";;gom 147. 237. 72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46.19. 86. 33 | srael 147.237.77. 216 |dover.i df il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 231. 132 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 3
185.3.147.217 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
46.120.124. 171 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
37.26.147.182 |israel 147. 237.77. 243 |nobi l e i . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
37.26.146.145 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 62 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.146.145 |Israel 147.237.77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
. . SYN+AXK retransmit with different .
2.55.21.81 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence i ndow scal noni t or 3
37.26.147.250 |Israel 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
79.181.172. 70 |Israel 147.237.72. 166 |aka i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
176. 13. 241. 217 |Israel 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 3
37.26.146.145 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
2.53.188.81 | srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 197 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 359
46. 19. 86. 37 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 117
2.55. 34. 168 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 94
5.22.134.175 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 30
119. 128. 121. 252|Chi na 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 119.128. 121. 252 B ock 12
212.199.57.195 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
113.109.27.69 |China 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 113.109. 27. 69 B ock 4
113.109. 25. 47 |China 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut horized URL Access from 113.109. 25. 47 B ock 4
46.19.85.201 |israel 147.237.72. 166 |aka. i df . i | m“;f:: ' dﬁdl mhn(;(;.%}gu\fh;;r. cati onser i ce. asm get aut huser Bl ock 4
113.109. 26. 108 |Chi na 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 113.109. 26. 108 B ock 4
119. 128. 121. 252|Chi na 147.237.77.216|dover. i df .i | Dstributed PHP At tenpt B ock 4
46. 19. 86. 248 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
113. 109. 24. 217 |China 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 3
113. 109. 24. 217 |Chi na 147.237.77.216|dover. i df .i | Ml ti pl e Unaut horized URL Access from 113.109. 24. 217 B ock 3
46.19. 85. 117 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Abnornally Long Request from 46.19.85. 117 B ock 2
185.32.179.84 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 2
46.19. 85. 117 I srael 147.237.76.31 |nakchal .idf.il [Mitiple Illegal HITP Version from46.19. 85. 117 B ock 2
2.55. 47. 220 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
113. 109. 26. 108 |Chi na 147.237.77.216|dover . i df .i | Ostributed PHP Attenpt B ock 2
77.138.210.129 |France 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 2
46.19. 85. 117 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Malformed URL from46.19. 85. 117 B ock 2
46.19. 85. 117 I srael 147.237.76.31 |nakchal .idf.il |Miltiple Unknown HTTP Request Method from 46. 19. 85. 117 B ock 2
5. 29. 148. 123 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 2
89.237.117.101 |France 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
176.13.11.139 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
113. 109. 25. 242 |Chi na 147.237.77.216|dover. i df . il Ml ti pl e Unaut horized URL Access from 113.109. 25. 242 B ock 2
84.109. 241. 213 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to wawn aka. i df.il/matash B ock 1
5.29.181. 69 | srael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df .il/nain/ B ock 1
157.55.39. 1 Lhited Sates 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76. 31/ robots. txt B ock 1
66.249.76.115 I srael 147.237.77. 216 |dover . i df .i | T e oL el dover . aspx Bl ock 1
113.109.27.69 [China 147.237.77. 216 |dover . i df .i | O stributed PHP Attenpt B ock

113. 109. 24. 217 |Chi na 147.237.77.216|dover.idf . il Unaut hori zed LRL Access to wwuidf.il/default.php B ock 1
213.57.243.74 |lsrael 147.237.72.166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
93.158. 152. 34 gz::;”i on 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
185.32.179. 45 |Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
79.179.28.97  |israel 147.237.76.42 |refuah.idf.il ?4? ;;?}’;gﬂ;h:t”;lhgsiﬁ;deﬁe :ectcissss on Bl ock 1
113. 109. 25. 242 |Chi na 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/mai n. aspx B ock 1
66.102. 9.6 Wited Sates  |147.237.72. 166 |aka. i df . i m;:(guit;é ilﬂa:;ihn(jrr:oii‘/j d’\eAtha:(I)?.;(s);)xmom UL on B ock 1
194. 187. 170. 107 |France 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wawu | awidf.il./robots.txt B ock 1
113. 65.21. 108 |Chi na 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 113. 65. 21. 108 B ock 1
84.111.172.88 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
5.29.181. 69 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waww aka.idf.il/Toy B ock 1
157.55.30.43  |Whited Sates  |147.237.77.176|mat pash. i df . i | muégg;ti .Zied‘:'??/‘tgcn;fzfe;osi {enap/ i  ormp. 2P Bl ock 1
74.82.4.76 Lhited Sates  [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: (pen Mde None 1
46.19. 86. 46 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
95. 86. 126. 37 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawu i df . il/hi nush/ site/ hel hi nush. asp B ock 1
119. 128. 121. 252|Chi na 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/index. asp B ock 1
79.179. 28. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66.102. 9.8 Wited Sates  |147.237.72. 166 |aka. i df . i mu;:giiﬁ?lhﬁa?ﬁgm ;:irot ansver . aspx B ock 1
200. 49. 168. 250 |Guat enal a 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for www aka.idf.il/ishurim B ock 1
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