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09-22-2016-16:04:01 to 09-22-2016-17:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
109. 253. 198. 65 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
176. 13. 235. 90 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
191. 96. 249. 37 Cile 147.237.76. 198 e.yohal an.idf.il |B ack List drop 1
109. 253. 213. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
211. 149.197. 148 Chi na 147. 237. 76. 202 e.halag.idf.il |Back List drop 1
191. 96. 249. 34 Gile 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1




09-22-2016-16:04:01 to 09-22-2016-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

91.194. 84. 106 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 34




09-22-2016-16:04:01 to 09-22-2016-17:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Sl'te |Signature |Count |
109. 253. 192. 217 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.120. 29. 172 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 94. 7 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
31. 168. 90. 68 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 155 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
24.173.213. 138 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.8. 14 Wkr ai ne e.orchot.idf.il ET SCAN NVAP -f -sS 1
5.29.133. 224 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 138. 183. 250 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.166. 34 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
211.149. 244. 79 147.237.0. 35 Chi na akaws. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
87. 69. 180. 174 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
199. 203. 172. 65 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 178. 25. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 227. 84 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
77.138. 243. 23 147.237.72. 166 France aka.idf.il portscan: TCP O stributed Portscan 1
146. 200. 148. 0 147.237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP wth fake user agent 1
62.219. 113. 121 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 144. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.142.111. 128 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 147.237.0. 19 Russi an Federati on nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.154.9.2 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
91. 201. 236. 155 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.102. 254. 109 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
91.197.232.2 147.237.77. 212 Russi an Federati on e.dover.idf.il ET SCAN Potential SSH Scan 1
5.28. 144. 229 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.70.22. 45 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52.193.138 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
200.241. 137. 4 147.237.0. 34 Brazil tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.179. 30. 189 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 70. 44. 28 147.237.72. 156 Hungary anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.176.91. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
147. 236. 232. 254 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
64.137. 168. 128 147. 237.76. 34 Canada yohal an. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYNACK -> Ti meout moni t or 180
168. 169. 146. 12 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYNACK -> Ti meout moni t or 105
205.209. 185. 47 |lnited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 19
205.209.185. 47 [lhited Sates |147.237.76.86 |navy.idf.il [Bad TCP sequence iZ'J:rt]Cr:mmt wth dfferent dert 18
205.209.185. 47 [Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i:';J:;é:”S““t With different monitor |18
46.19. 86. 217 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 14
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 14
46. 19. 86. 217 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 14
205. 209. 185. 47 |Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYNACK -> Ti meout moni t or 12
Sreanmng Engine: TGP Invalid i i ssi
109. 253. 211. 152|I srael 147. 237. 76. 200 |ei tan. aka. i o .| 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
205.209. 185. 47 |lhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
46.19. 85. 248 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber aert 10
37.26.147.134 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
37.26.146.148 |israel 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
80.178.147. 102 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46. 19. 86. 217 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 8
46.19. 86. 108 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
84.229. 8. 189 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
Sreanming Engine: TCP Invalid i i sSi
132.70.66.12  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
46.19. 86. 217 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
. . SYNWACK retransmt wth different .
84.229. 8. 189 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence wi ndow scal e noni t or 8
155. 254. 215. 14 |Bahrain 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST moni t or
193. 127. 207. 152(Spai n 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
209.141.38.22 |[Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’;l;:;ésnsmt wWith different monitor |7
85.64.173.194 |[Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 248 | srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or
141.0. 14. 148 Eur ope 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
. . SYNPAXK retransmit with different .
141. 0. 14. 148 Eur ope 147.237.72. 166 |aka.idf il Bad TCP sequence i ndow scal e noni t or 6
209.141.38.22 |[Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’;l;:;ésnsmt wWith different al ert 6
209.141.38.22 |wnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
66.249.64.81  |lWhited Sates |147.237.76.200 |eitan. aka i df.i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
95. 35. 80. 255 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
e SYNVACK retransmt wth different .
46. 19. 85. 218 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence vi ndow scal e noni t or 5
2.55. 26. 168 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 246. 139 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
195. 60. 235. 57 |l srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
2.55. 26. 168 I srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 5
. . SYNPAXK retransmit with different .
77.124.33.14 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence i ndow scal e noni t or 5
37.26.147.134 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
2.55. 26. 168 I srael 147.237.76.42 |refuah.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout alert 5
2.55. 26. 168 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 5
2.55.26. 168 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 4
205. 209. 185. 47 |lLhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence I nval i d sequence nuniber noni t or 4
Sreanming Engine: TGP Invalid i i ssi
157.55.39.190 |Wited Sates |147.237.72. 166 |aka i df il 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 134 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
185.3.147.189 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 191 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
94.230.86.174 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
5. 29. 164. 200 I srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
79.177.171. 143 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.251.87 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 205
109. 253. 220. 18 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 179
37.26.148.152 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 121
46. 19. 85. 98 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 63
80. 246.136. 47 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 80. 246. 136. 47 B ock 27
213.151.32. 163 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
46. 19. 85. 55 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
46. 19. 85. 247 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
82. 208. 100. 206 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for wwy aka. i df . il/mai n/ kapat z/ B ock 4
. . ] Unaut hori zed Met hod PCBT for
37.188.134. 125 |Czech Republic [147.237.72. 166 |aka.i df . il ww aka. i df i 1/ituri ndasp/ di spl ayonesal di er . asp Bl ock 3
. . Unhaut hori zed URL Access to
217.157.54.26  |Denmar k 147.237.77. 176 |nat pash. i df . i | ww cogat i df i1/ p storagel i1 es/ 6/ 4616, pg Bl ock 3
. . . Ml ti pl e Uhaut hori zed Method for Known URL from
194.78.217. 148 |Bel gi um 147.237.72. 166 [aka. i df . i | 194. 78. 217, 148 Bl ock 3
. . Paraneter Read Qnly Molation in
2.53.131. 223 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ nai n/ sachar/regi strationw zar d/ regi st er. aspx None 3
104. 131. 160. 127|lnited Sates |147.237.72.166|aka. i df . il Uhaut hori zed URL Access to waw aka.idf.il/miluin Bl ock 2
2.53.137. 209 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.94.152.251 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df . il/he/ navy. aspx B ock 2
5. 28. 176. 240 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ mat ash Bl ock 2
87.69.222.132 [Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
212.235.34.10 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 2
Russi an . . D stributed Unauthorized Method for Known URL on
94.243.218.98 Federation 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ mai n/ hone/ def aul t . aspx Bl ock 2
194.78.217. 148 |Bel gi um 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for ww aka. i df.il/ishurinicityofficers/ |Bl ock 1
66.102. 9. 3 Uited Sates 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _Lhaut_horl zed Method for Known URL on B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unhaut hori zed URL Access to
109. 253. 212. 222(| sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
31.154.81.79 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
. P Unknown Paraneter |Mil in
80.246. 136. 47  |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i f i |/ nai r/ sachar/ vi epays! i p. aspx None 1
46. 19. 85. 207 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
157.55.39.190 |[Uited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/brothers/news/ default.asp None
. - Unknown Paraneter SiplDMIl in
80.246. 136. 47 [Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx None 1
207.46.13.190 |lWited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/brothers/gallery/ None 1
. - Unhaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ ti znor et/ gal | ery/ showpi ct ur e. asp B ock 1
80. 246. 136. 47 I srael 147. 237.72. 166 |aka. i df . i | thknown Paraneter Mi in . None 1
ww aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
213.151. 35. 218 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka. idf.il/main/snalin B ock
109. 64. 133. 166 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80. 246. 136. 47 I srael 147.237.72. 166 |aka. i df . | thknoun Paraneter SiipiMi in : None 1
viw aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
_ www. chanmat z. aka. id _ S
207.46.13.190 |Whited Sates 147.237.77. 226 £l Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.59  [Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 22454- he/ i df gdover . aspx Bl ock 1
. . . Paraneter Type M ol ation ctl00$Cnt ent A acetbl der 1t xt H r st Nane
109. 253. 220. 18 |l srael 147.237.0.19 |nadimatal .idf.il i n nadi matal i df.il/nobilel 1088- hel ner et 7. aspx B ock 1
85. 64. 94. 150 I srael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. P Unknown Paraneter SMul in
80.246. 136. 47  |Israel 147.237.72. 166 |aka. i df . i | Wi aka, i df . i |/ rai r/ sachar / vi ewpays! i p. aspx None 1
46. 19. 86. 91 I srael 147.237.76.31 |nakchal .idf.il Mal f ormed LRL B ock 1
192.118.10.10 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed UR. Access from 192.118.10. 10 B ock 1
109. 66. 135.52 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i|/mai n/ sachar/ undefined [B ock 1
5.29. 90. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
. . Uhknown Paraneter SipMil in
80. 246. 136. 47 I srael 147.237.72. 166 |aka. i df . i | wiw aka, i df . i 1/ nai n/ sachar / vi ewpaysl i p. aspx None 1
212.179. 159. 253|l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
79.177.231.36  |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
140. 147. 236. 195|Lhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed Method CPTI ONS for waw aka.idf.il/giyus/general/  |B ock 1
. . Unknown Paraneter S Mil in
80. 246. 136. 47 |lsrael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx None 1
46.19. 86. 91 I srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method g=0.4 in URL B ock 1
109. 160. 213. 168]I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
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