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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
31. 168. 204. 242 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
176.13.245. 71 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
46. 19. 85. 58 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
185. 81. 157. 161 Fr ance 147.237.76. 42 refuah.idf.il B ack List drop 1
91. 224. 160. 106 Net her | ands 147.237.76. 147 chinuch. aka.idf.il|JLM Under Attack Con Tcp drop 1
191. 96. 249. 34 Gile 147.237.76. 201 eatal.idf.il B ack List drop 1
141. 212.122. 28 Lhited Sates 147.237. 76. 42 refuah.idf.il B ack List drop 1
191. 96. 249. 37 Ghile 147.237.76. 201 e atal.idf.il B ack List drop 1
198. 80. 151. 87 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
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|Top Attackers In IPS|
|S gnature Devi ce Action |Oount |
Permt 2

Attacker Address |Attacker Qount ry |Target Address |Site

136. 243.152. 18 |Ger many 147.237.77.216 |dover. i df.i |CL000074: HTTP. majestic bot

85.106. 60. 106  |Turkey 147.237.72.166 |aka.idf.il |ClL000016: HTTP. adnministrator in LR Per it 1
85.106. 60. 106  |Turkey 147.237.72.166 |aka.idf.il |Cl000018: HTTP. access to adninistrator/index. php -> Quarantine Per mt 1




09-22-2016-15:04:09 to 09-22-2016-16:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
87.195.117.16 [147.237.77. 176 |Net her| ands nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
79.183.88.112  |147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
93. 172. 98. 64 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
221. 210. 200. 245|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
77.139.237. 125 |147.237.77. 216 |France dover . idf.il portscan: TGP D stributed Portscan 1
91.224.160. 106 |147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.76.197 |0ited Sates e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.197.232.2  [147.237.76.177 23:::;'}0” ncore. i df.il ET SCAN Potential SSH Scan 1
213.8.124. 45 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
66. 102. 8. 155 147.237.77.216|Wnited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
91.197.232.2  [147.237.0. 200 Eég:::t”im i df i | ET SCAN Potential SSH Scan 1
46.116. 105. 151 [147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
212.235.98. 139 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 140. 105. 183 |147.237.77. 216 |Q eece dover.idf.il portscan: TCP D stributed Portscan 1
43.255.190.28 |147.237.76. 147 |Hong Kong chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
89.138.243.58 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
43.255.190.28 |147.237.76.34 |Hong Kong yohal an. i df .i| ET SCAN Potential SSH Scan 1
202. 65. 138. 2 147.237.76.39 |india nobi | e. nei tav.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
2.55.154. 111 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 3. 147. 167  |147.237.77. 216 |Israel dover . idf.il portscan: TP D stributed Portscan 1
85.65.112. 147  |147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
95. 152. 80. 48 147.237.72. 156 [Sn t zerl and aman.idf.il ET SCAN NVAP -sS w ndow 4096 1
79.181.35.190 |[147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
91.224.160. 106 |147.237.76.44 |Netherl ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147. 237. 76. 198 |Chi na e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
66.249.76.117 |147.237.72.166 |Wited Sates  |aka.idf.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port |,
deni al of service attenpt
91.224.160. 106 |147.237.0.15 |Netherlands kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
213.57.153.22  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.240.213.93 |147.237.8.14 |Wited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.197.232.2  [147.237.72.167 Eég:::t”im ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
62. 90. 96. 197 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
213. 8. 109. 63 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.197.232.2  [147.237.0.19 gg::;”ion nadi matal .idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 180. 88 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.139.195. 64  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
43.255.190. 28 [147.237.76.38 |Hong Kong eemitav.idf.il |ET SCAN Potential SSH Scan 1
211.149. 219. 167|147.237.0.19  |China nedi matal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
88. 202. 218. 236 |147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 247. 144 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 66. 15 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
85.65. 114. 194  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
101.182.19.68 |147.237.77.216|Austraia dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

74.91.125.163 |lhited Sates |147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nmoni t or 849

5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 286
Sreanming Engine: TCP Invalid i i ssi

46.19.85.200 |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 42
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

77.126.58.14  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segent retransmssion. 30
Ret ransm ssi on Packet dropped.

212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 25

193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
Sreamng Engine: TP Invalid i i ssi

46.19.85.121  |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.

158. 169. 40.9 Bel gi um 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12

46. 19. 86. 27 I srael 147. 237.77. 216 |dover.idf .il drop First packet isn't SWN drop 11

46.19. 85. 41 I'srael 147.237.77. 226 [} chamatz.aka.1df |paq TGP sequence Inval i d ACK number moni tor |11

46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

46. 19. 86. 167 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 9

46. 19. 86. 167 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |9

46. 19. 85. 40 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 8

193. 43. 246. 250 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8

155. 254. 239. 249[Iraq 147. 237. 77. 216 |dover.i df .i| SYN At t ack SYN -> SYN-ACK -> RST noni t or 7

46.19. 85. 41 I'srael 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber aert 7

46. 19. 85. 200 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or

46. 19. 85. 225 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi

80.246.136.8  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi

213.8.204.30  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 225 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi

80.246.136.30 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.

46. 19. 85. 81 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert

46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert

46.19. 85. 152 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi

2.53.13.7 I'srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 43 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6

46.19. 85. 188 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6

46. 19. 85. 66 I srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5

46. 19. 86. 174 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.53. 49. 185 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST roni t or 5

46. 19. 85. 200 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 225 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5

46. 19. 85. 225 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber roni t or 5

46. 19. 85. 58 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4

46.19. 86. 174 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 4

94.230. 86. 128 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber roni t or 4

205.209. 185. 47 |Wnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence SZ’;J:;;:”S”“ Wth different alert 4

85.130.216.49 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4

205.209. 185. 47 |Lhited States [147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 234 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi

131. 253. 25,227 |Wited Sates [147. 237. 76. 200 [ei tan. aka i df .l 9 =g Invalid segent retransmssion. 4
Ret ransm ssi on Packet dropped.

192. 115. 85. 113 |l srael 147.237. 77. 216 [dover.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4

212.199. 121. 158|l srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4

46.19. 86. 176 I 'srael 147. 237.77. 216 |dover.idf .i| drop First packet isn't SWN drop 4

205. 209. 185. 47 |Wited Sates |147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4

46. 19. 85. 58 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 4

46.19. 86. 185 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 210. 140. 160 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 137
80. 246. 136. 8 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 60
80. 246. 138. 142 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 45
46. 19. 86. 191 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 35
88.202. 218. 243 |[Wnited Kingdom [147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 14
46.19. 86. 24 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46.19.85.2 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed LRL Access from46. 19. 85. 2 Bl ock 6
84.109. 68. 255 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
79.181.27.115 [israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.126.83.5 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
176.13.225.65 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253.132.3  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.153.31 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/wan tikshuv.idf.il B ock 2
212.199. 121. 158l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
2.55.40.73 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
Unknown Par anet er
192, 116.91. 101 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat e$hi ddenUpdat e [None 1
Question in ww aka.idf.il/nain/giyus/fag. aspx
162. 247. 97. 162 \élrtg: gh' stands, 1147 237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
46.19.85.2 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter d in waw aka. i df.il/main/giyus/ general . aspx None 1
84. 94. 170. 66 I srael 147.237.72. 156 [arman. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mde None 1
213.151.56.41 |Israel 147.237.77.216|dover . i df . i D stributed Lhauthori zed URL Access on waw i df.il/https:/vwunidf.il/ B ock 1
66. 249. 79. 37 I srael 147.237.77. 216 |dover.idf .il Lhaut hori zed LRL Access to waw i df.il/tenpl ates/articlelfoi bdb7s0o4  |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
46.19.85.2 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter c in v aka.idf.il/main/giyus/ general . aspx None 1
108.27.235.39 |United Sates  |147.237.72.166|aka. i df . i | Dstrbuted thauthor zed d'e\‘:;:‘l’?_;;’;xm"‘” R on Bock |1
79.183.43.37 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/nai n/ kapat z/ undef i ned B ock 1
66.102. 9. 8 Wited Sates  |147.237.72.166|aka. i df . i m;li(:ﬂt;d_ iwa#;ihnc;rgozni(; d';f;ﬂ??_;g;xmo"‘" WL on B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
162. 247. 97. 162 \élrtg: n stands, 1147, 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il /wp-1 ogi n. php Bock |1
46.19.85.2 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter do in wwy aka. idf.il/main/giyus/ general . aspx None 1
222.254.34.165 |V etnam 147.237.0.19 |madimatal .idf.i|Unauthorized URL Access to 147.237.0.19/i ndex. php Bl ock 1
68.180.231.57 [lnited Sates 147.237.77.216|dover.idf .l Paraneter Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
46.19.85.2 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter ca in ww aka.idf.il/nain/giyus/ general . aspx None 1
66.102. 9. 26 Lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/nai n/ hone/ def aul t. aspx B ock 1
204.79.180. 117 |United Sates  |147.237.72. 166 |aka. i df .| Dstr buted tau ot zed dSZB??.;;xmom R on Bock |1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane B ock
46.19.85.2 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter doc in wun aka.idf.il/main/gi yus/ general . aspx None 1
2.53.4.9 I ael 147.237.76.31 [nakchal .idf il |Trareeer Dpe Mol on search i asix HBock |1
46.19.86.191 | srael 147.237.0.19  |madi matal . i df i [ VR i\l'i/‘r’r'o;? : o g;i' mﬂt ent A acetbl der 18t xt Gptcha in Bock |1
46.19. 85.2 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter cat in ww aka.idf.il/main/giyus/general . aspx None 1
157. 55. 39. 20 Wited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
80.246.136.30 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
66. 249. 64. 30 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8870- he/ r ef uah. aspx |B ock 1
169. 229. 3. 91 Wited Sates  [147.237.72.166|aka. i df . il Mal for med URL B ock 1
46.19.85.8 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
84.229.50.111 |[lIsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul I et 1. gi f |B ock 1
77.138.132.139 |France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
46.120.178. 174 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/goyus B ock 1
188. 32. 110. 160 :Zg::t”i o 147.237.72. 166 |aka. i df . i | m;:(:.“it;q iﬁt}a;ihn(;uozrs dg;ﬂ??.;g;xmom UL on Bl ock 1
157.55.39. 161 |Uited Sates 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 157.55. 39. 161 B ock 1
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