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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
212.76.127.10 | srael 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 183
192. 116. 238. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
109. 67. 19. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
87.69. 37. 4 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
109. 253. 231. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
109. 253. 211. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2.53.15. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
46.116.199. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.55.34.181 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
2.55.0.188 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185. 32. 179. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79. 180. 26. 225 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.76.127. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
37.26. 148. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 64. 152. 115 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
79.181. 26. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.53.183. 149 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
109. 66. 158. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
80. 246. 137. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
123. 151. 42. 61 Chi na 147.237. 76. 44 e.refuah.idf.il Block Udp All Nets Con Linit drop 1
94. 230. 86. 28 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
79.178.190. 115 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
84.108. 69. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 64. 99. 165 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
191. 96. 249. 34 Gile 147.237.76. 176 test.ncore.idf.il |Back List drop 1
212.179.21.194 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
91. 224. 160. 106 Net her | ands 147.237.76. 147 chinuch. aka.idf.il|JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il |Cl1000074: HITP. najestic bot Per nit 3
89.139. 147. 142 I srael 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste Signature
66.249. 66. 238 [147.237.77.74 [Uhited Sates lawidf.il ET SCAN NVAP -sA (2) 79
95. 35. 70. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
198.20.69. 98  [147.237.72.14 |thited Sates dover.idf.il(old) |ET DRCP Dshiel d B ock Listed Source 1
91. 224. 160. 106 [147.237.76.30 [Netherl ands hi nush. i of . i | ET SCAN Potential SSH Scan 1
37.142.3.152  (147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
195.70. 44.28  |147.237.72.14 |Hungary dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
91.224. 160. 106 [147.237.0.19 [Netherl ands nadi matal .idf.il |ET SCAN Potential SSH Scan 1
180.213. 5. 205 [147.237.76.30 |China hi mush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236.50 [147.237.77. 212 |krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195 137 20.60 1147 237 0.35 ko Rooubl i ¢ of |akaws. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . 20. . . 0. I ea, ubl i Ldfi .
P Potential Scan or Brute Force
91.201.236.50 [147.237.77.212|kraine e.dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 47.12. 162 |147. 237. 76. 148 |Chi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
91.197.232.2  |147.237.76. 197 x;:t’} o ehimshid.il |ET SCAN Potential SSH Scan 1
109. 226. 40. 40 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.197.232.2 |147.237.8.50 [RSSian etikshuv.idf.il |ET SCAN Potential SSH Scan 1
Federation
109. 66.81.86  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 104. 254 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199.57. 198 [147. 237. 72. 166 || srael akaidf.il portscan: TCP Distributed Portscan 1
109. 60. 153. 178 |147. 237.0. 35 gj;;’}on akave. i df . ET SCAN NVAP -sS wi ndow 1024 1
68.190. 208. 191 [147.237. 76. 199 [Lhited Sates e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 4096 1
210.212. 207. 80 [147. 237. 77. 227 [I ndi a e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
92.42.162.161 |147.237.76.86 ?ég:;;”ion navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
63.221.141. 195 |147.237.76.86 |Lhited Sates navy. i df . il ET SCAN Potential SSH Scan 1
197. 148. 103. 14 [147. 237. 77. 216 |Togo dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
5. 29. 60. 200 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
186.45. 64.109 [147. 237. 72. 166 I:)'g‘;g‘;d and akaidf.il portscan: TCP Distributed Portscan 1
91. 201. 236. 155 [147. 237. 77. 235 |kr ai ne sviva idf.il ET SCAN NVAP -sS wi ndow 4096 1
152.115.49.8  [147.237.77. 216 |Dennar k dover.idf.il portscan: TCP Distributed Portscan 1
91.201.236.50 [147.237.77. 212 |krai ne e.dover.idf.il ET SCAN NVAP -f -sS 1
125. 65. 82. 44  |147.237. 76. 200 |Chi na eitan.aka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.197.232.2 |147.237.77.178 gj;:{: o emtpash.idf.il |ET SCAN Potential SSH Scan 1
109. 253. 139. 92 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.197.232.2  |147.237.76. 148 x;:t’} o gacenter. aka. i df.i |ET SCAN Potential SSH Scan 1
109. 67. 245. 113 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
87.69.229. 184 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
109. 64.69.24  [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
77.127.59. 238 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
74.91. 125. 163 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 284
62.0.224. 1 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 46
46. 19. 86. 242 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
176.13.1. 65 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
109. 253. 200. 44 |Israel 147.237.77. 243 |mti e i i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 30
Ret r ansn ssi on Packet dr opped.
81.184.16.155 |Spain 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
212.76.106. 132 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
46. 19. 85. 133 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 22
212.76.127.10 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
46. 19. 85. 215 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
46. 19. 86. 48 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
109. 253. 202. 167l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
46. 19. 85. 126 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
109. 253. 223. 125]l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
205.209. 185. 47 |tited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence iﬁJ:;é:mmt with different al ert 13
37.142.191. 85 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
176. 13. 20. 253 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
205. 209. 185. 47 |[thited Sates  |147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
176. 13.0. 93 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
62.0.229. 129 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 11
109. 253. 221. 33 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46. 19. 85. 66 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
2.55.45.128 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46. 19. 85. 155 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
84.229.92. 67 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 67.98.189 |Israel 147.237. 72. 167 |i shuri maka. i of . i [dr op Frst packet isn't SN drop 9
176.13.243.54 |l srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
46.121.77. 116 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 9
2.55. 38. 209 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
205.209. 185. 47 |lwited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;ésnsmt Wth different monitor |9
79.183.47.160 |Israel 147.237.77. 243 b e .11 | camNg Engine: TP Invalid - imvalid segnent retransmssion. | o 9
Ret r ansn ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
84.52.98.134 gz::;”i on 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 9
152.115.49. 8 Dennmar k 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
2.55.184. 213 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
176.13.14.61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.53.180.73 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19.85. 71 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 253. 246. 62 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
5.29.182. 214 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19. 85. 172 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 150 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 66. 7. 108 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
205. 209. 185. 47 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 42 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 240
88. 202. 218. 243 zi;g’gom 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 219
80. 246. 137. 210 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 186
46. 19. 86. 24 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 87
80. 246. 136. 8 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 18
121.34.171.26  [China 147.237.77. 176 [mat pash. i df . i | Mil tiple Unauthorized URL Access from 121.34.171. 26 Bl ock 15
109. 253. 205. 96 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
121.34.171.26  [China 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 6
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 82.80.196. 44 B ock 4
81.218.118. 124 |Israel 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/mai n/ guyus B ock 3
89.138.121.189 [Israel 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46. 19. 85. 217 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
77.138.127.250 |France 147.237.72. 166 |aka. i df . i | V%;Vt ;Lguit;d. ilf}a#;iwr:oﬁ? d'\ef;:??.:s);xmom WL on B ock 3
80.246.136.53 [Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
37.26.148.137 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.53.2.96 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
79.181.233.231 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80. 246. 137. 210 |l srael 147.237.0.19 |madimatal .idf.il [|Utraceable SS. Sessions: (pen Mde None 2
2.53.4.9 I srael 147.237.76.31 |nakchal .idf.il Paraneter Type Mol ation search in Bl ock 2

wane nakhal . i df . i 1/1119- he/ nakhal . aspx
Unknown HTTP Request Met hod

169. 229. 3. 91 Uhited Sates |147.237.77.235(sviva.idf.il @ 9% [ [ #7]] MUK & te[ [#5] ] [[#18]][[#4]]18C?[[#6]]Ee(b xaAs—A RWH ock 1
HSP:g8l-€' ovd™ in LR
77.125.42. 26 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/gius B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Abnornal |y Long Request et hod B ock 1
109. 67. 219. 184 |Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/5/ 112745, pdf B ock 1
212.76.112. 181 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl el shared/ t ext . css B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.235(|sviva.idf .i | Illegal Byte Gode Character in Header Name B ock 1
46. 210. 133. 157 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
5. 29. 60. 200 I'srael 147.237.77.233|atal .idf . il Distributed thauthorized UL Access on Bl ock 1

147.237.77. 233/ 1136- he/ at al . aspx
Lhaut hori zed URL Access to navy.idf.il/shared/clientscripts/jquery/’ +

180. 76.15. 136  |China 147.237.76.86 |navy.idf.il ul o+ B ock 1
77.125.90.85  |israel 147.237.76.42 |refuah.idf.il i;t ;;?“t?gd 42%“::‘;?2;;;‘1652‘@??5: on Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.0.34 |tikshuv.idf.il I11egal Byte Gode Character in Mthod B ock 1
213.8.115.172 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Mal for med URL B ock 1
121.34.171.26 |China 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/index. asp B ock 1
58.106.71.202 |Astraia  |147.237.72. 166|aka. i df . i | chaut hori zeq /Nee;ir:;?ilta)?asrTy/f;erner ol doo. a5p Bock |1
37.26.147.246 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock 1
89.138.121.189 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
81.218.56.171 |[lIsrael 147.237.77. 216 |dover. i df.i Mil tipl e Unaut hori zed URL Access from 81.218.56. 171 Bl ock 1
185.32.179.62 |lIsrael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
169. 229. 3. 91 Lhited Sates |147. 237. 76. 39 Im)b' le.neitav.idf. i Illegal Byte Qde Character in Mthod B ock 1
109. 253. 214. 168|I srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
46.19.86.7 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df .il/ B ock 1
213. 8. 204. 29 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP At enpt B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.235|sviva.idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
66.249.76. 77 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl ar ge. asp |B ock 1
141. 226. 217. 240|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
91.214.5. 128 LK”i‘i;gegom 147. 237. 72. 166 |aka. i df . i | m;gﬂt;q iﬂa:;wriozni‘/’ dﬁ;ﬂfg_ggxmo"‘” R on Bl ock 1
81.218.56.171 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wa i df.il/inages/ 1. he/error. png B ock

185.32.179. 124 |l srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessions: (pen Mde None 1
77.139.102.81 |France 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod PCBT for waw aka.idf.il/ishurinicityofficers/ B ock 1
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