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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
80. 246. 138. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 27
46. 19. 85. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 16
2.55.179. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53. 145. 142 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
124.124.217. 10 Indi a 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
176. 13. 21. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
141.212. 122. 25 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il B ack List dr op 1
209. 126. 136. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
185. 81. 157. 161 France 147.237.76. 148 ggcenter.aka. i df.il|B ack List dr op 1




09-22-2016-13:04:00 to 09-22-2016-14:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount |
158. 85. 253. 245 Lhited Sates 147.237.72.166 |aka.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 12

158. 85. 253. 245 Lhited Sates 147.237.72.166 |aka.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6

158. 85. 253. 245  [lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SALECT) B ock 6

168. 1. 80. 134 Australia 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 6

105. 106. 1. 176 Ageria 147.237.77.216 |dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il [13840: TLS enSSL Heartbeat Packet Bl ock 1




09-22-2016-13:04:00 to 09-22-2016-14:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
158. 85. 253. 245 147.237.72. 166 Lhited Sates aka.idf.il S Injection - Select From 27
168. 1. 80. 134 147.237.77. 233 Ausstralia aal .idf.il QA Injection - Select From 18
158. 85. 253. 245 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select Fom 17
2.55.53. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 211. 191 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.63. 111 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
105. 106. 1. 176 147. 237.77. 216 Ageria dover.idf.il QA Injection - Select From 1
91. 201. 236. 158 147.237. 8. 28 krai ne e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
85. 64. 39. 79 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.124. 38. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 39. 154 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 93. 66 147. 237.76. 42 Eur ope refuah.idf.il ET SCAN NVAP -sA (2) 1
185. 120. 126. 18 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
37.26. 149. 160 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.29. 176. 23 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
138. 134. 102. 15 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.145. 113 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 64. 192. 57 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.39. 117 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
105. 106. 1. 176 147.237.77. 216 Ageria dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
91. 201. 236. 155 147.237.72. 217 Wkrai ne eidf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 163. 92 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
213.8.204. 44 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
66. 249. 93. 83 147.237.77. 216 Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
194. 114. 146. 227 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 60 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
31.24.228. 20 147. 237.77. 226 Uni ted Ki ngdom wwv chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 1944
Sreaning Engine: TGP Invalid i i ssi
5.102. 254,106 |l srael 147.237.76. 200 |6 tan. aka. i df . i 9 =9 nval i d segnent retransmssi on. drop 52
Ret r ansmi ssi on Packet dropped.
62.0.227.9 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 52
79.179.110.86 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 48
62.0.227.9 | srael 147.237.76.31 |nakchal .idf.il |dr op First packet isn't SYN drop 27
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
46. 19. 85. 210 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid AGK nunber noni t or 17
74.91.23.166  |Uited Qates |147.237.72.156|aman.idf.il  |Bad TCP sequence iz;e”ansm't with different wndowl ovor  [14
100. 92. 214. 61 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 11
Sreaning Engine: TGP Invalid i i ssi
17.78.79.113  |Wited Sates |147.237.77. 243 |nobile.idf il 9 =9 nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dropped.
80.246.138.80 |[lIsrael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
109. 253. 129. 202/l sr ael 147.237.76.42 |refuah.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 9
46. 243. 150. 195 |Bahrain 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 8
31.168. 142. 166 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
213.111.134. 43 [Wkraine 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence S retransmt wth different wndow)oivor |7
194. 114. 146. 227|! srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 7
46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 7
46.19. 85. 103 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
80. 246. 138.80 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 6
46. 19. 85. 20 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
109. 253. 192. 241 |1 srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.7.145  |israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
80.246.138.80 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
46. 19. 85. 20 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
74.208.192. 137 |lWhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
82.166. 219. 240 |Israel 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 6
80.246.138.80 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
80. 246.138.80 I srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence SIAK retransmt wth different oo o
W ndow scal e
80.246.138.80 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 237 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85. 210 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
180. 183. 122. 170|Thai | and 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 4
205.209.185. 47 [Uited Qates |147.237.76.86 |navy.idf.il |Bad TCP sequence i:';J:;é:”S““t With different monitor |4
46.19. 86. 158 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber alert 3
S SYNVACK retransmt wth different .
2.55.15. 218 I srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence vi ndow scal e noni t or 3
46. 19. 86. 158 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
105. 67. 1. 154 Mor occo 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or
5.22.134. 162 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
205.209.185. 47 |Uited Sates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’(;'l;:;ésnsmt wth different aert 3
205.209. 185. 47 |Lhited States |147.237.76.86 |[navy.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 3
193. 43. 246. 250 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 3
2.55.15.218 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 3
176.13.21. 64 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
37.26.148.193 |Israel 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 107 I srael 147.237.76.31 |nakchal .idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout moni t or 2
5.9. 44. 154 Ger many 147.237.76.86 |nawy.idf.il |Bad TCP sequence i’gﬁfﬂé:ﬂsm with different monitor |2
109. 253. 159. 229]l srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.149.143 |[Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
37.26.149. 147 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 134
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
222.77.208.238 |China 147.237.77. 216 |dover.i df . il Ml tipl e Lhauthorized URL Access from 222.77. 208. 238 B ock 17
46.117. 44.147 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/undefined [B ock 6
222.77.208.238 |China 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 6
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 9/ B ock 6
82. 80.196. 44 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. idf.il/ B ock 5
77.138.207. 221 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka.idf.il/ishurindmai n/ B ock 4
109. 64. 1. 212 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 4
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 82. 80. 196. 44 B ock 4
46. 19. 86. 252 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . D stributed Lhaut hori zed URL Access on
199.203.9. 144 |l srael 147.237.72. 166 |aka. i df . i | o akaL i o i1/ i r sachar ] undefi ned B ock 3
213.151.32. 163 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 217. 52 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
77.138. 168. 251 |France 147. 237.72. 166 |aka. i df . i | Dstri bu.t ed ‘Lhaut‘horl zed Method for Known URL on B ock 2
vy aka. i df . i |/ nai n/ hone/ def aul t. aspx
109. 253. 137. 228|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . . - Unaut hori zed Met hod PCST for
178.140. 10. 158 |Russian Federation  |147.237.76.42 |refuah.idf.il 147, 237.76. 42/ 894- hel r ef uah. aspx B ock 1
66. 249. 93. 87 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ webr esour ce. axd Bl ock 1
46. 19. 86. 252 I srael 147.237.77. 216 |dover.idf .i | D stributed Unknown HTTP Request Met hod B ock 1
157.55.39.190 |lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/news/kan ar/nmshpaha. j pg+ B ock 1
. ; D stributed Lhaut horized URL Access on
91.199. 119. 17 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ sachar / undef i ned Bl ock 1
46.18. 20. 35 zlcis;ilg(ljan Territory. 1y 47 237. 77. 216 [dover . i df . i | Uhaut hori zed URL Access to www i df.il/894-ar B ock 1
169.229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | [Dstributed I11egal Byte Gode Character in URL B ock 1
66.102. 9. 26 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ defaul t.aspx |B ock 1
109. 253. 192. 2411 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
5.102.242.163 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Pal estinian Territory, . . Unaut hori zed Met hod PCST for
188. 161. 25. 85 Qecupi ed 147.237.72. 166 |aka. i df . i | v aka i i 1/ mai rv smal i i snal i m asp B ock 1
68.180.228.44 |lnited Sates 147. 237.76. 200 [ei t an. aka. i df . j | [U7KNown Paraneter PageNumin None 1
wwy ei tan. aka. i df.il/1103-en/ ei t an. aspx
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
; ; DO stributed Unaut horized Met hod for Known URL on
77.139. 225. 245 |Rance 147.237.72. 166 |aka. i df . i | wiw aka, i df . i |/ i v/ smal i mf snal i m aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . il [II1egal Byte Code Character in Method H Héoj - v** [[#18]]1* A [#21]] |B ock
66. 249. 79. 59 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock
. - D stributed Lhaut hori zed URL Access on
109. 253. 211. 41 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shared/ reset . css B ock 1
46.19. 86. 252 I srael 147.237.77.216|dover . i df .i | Distributed Abnormal |y Long Request B ock
37.26.147.248 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico Bl ock
] . . Par anet er Type M ol ati on PageNumin
68. 180. 230. 216 |Lhited States 147.237.76.31 |nakchal i df i1 | o S i1/ 1117- hel nakhal . aspx B ock 1
46.188.72.194 |Russian Federation  [147.237.72. 166 |aka. i df .i | Wnaut hori zed Method PCBT for . B ock 1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsunmmary. aspx
Illegal Byte ode Character in Mthod
169.229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il enter' FoYr; [[#27]]i £ a#~] [#22] ] [[#17]] _*1Uf | bQd[ [#2] ] b ¥4 X[ [ #28 [B ock 1
11-Y
. - D stributed Lhaut hori zed URL Access on
109. 64. 1. 212 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed) reset . css Bl ock 1
46. 19. 85. 154 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from46. 19. 85. 154 B ock 1
79.180. 61. 19 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
169.220.3.91  |United States 147.237.76. 200 [ei tan. aka. i df i | [y o 1 reduest Method Bl vELTMSITTATAZIL I Hgoee |
66. 249. 93. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
46.19. 86. 252 I srael 147.237.77. 216 |dover.idf . il Dstributed I11egal HITP \ersion B ock 1
84.109. 192. 142 |l srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ Bl ock 1
74.91. 23. 166 Lhited Sates 147.237.72. 156 |anan. i df . i | Unaut hori zed Method HEAD for 147.237.72. 156/ B ock 1
199. 203. 152. 210! srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock 1
66.102.8.215  |wiited Sates 147.237.72. 166 |aka. i df . i | Wnauit hor i zed et hod PCBT for . B ock 1
wwy aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Ill1egal Byte Gde Character in LR B ock 1
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