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Attacker Attacker Target
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Signature

84. 95. 45. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.53.58. 61 I srael 147.237.77.216  |dover.idt.il l;]: handshake viol ation, first packet mot g 6
66. 249. 93. 83 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
82. 145. 211. 222 Eur ope 147.237.76. 31 nakchal .idf.il B ack List drop 5
80. 230. 221. 41 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
80. 246. 133. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
85. 65. 144. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
63. 141. 231. 195 Lhited Sates 147.237.76. 147 chi nuch. aka.i df . il bl ock-sp-trafl forvard 2
63. 141. 242. 195 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 2
173. 208. 197. 204 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 2
69. 30. 226. 221 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 f orward 1
204. 12. 220. 84 Wited Sates 147.237.0.17 o kosher-kravi. Tdf- 1 1y ook-sp-traf 1 forvar d 1
69. 30. 193. 254 Lhited Sates 147.237.77.233 atal.idf.il bl ock-sp-trafl forvard 1
142.54.174. 83 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forward 1
63. 141. 231. 195 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 f orward 1
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
69. 30. 226. 220 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forvard 1
173. 208. 197. 203 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
69. 30. 226. 221 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forvard 1
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Attacker Address |Attacker Qountry |Target Address ‘Site |Sgna1ure Devi ce Action |Count |
74.208. 192. 137 Lhited Sates 147.237.77.74 |lawidf.il |5670: HTTP. SQ Injection (SELECI) B ock 6
162.210.196. 100 |Lhited Sates 147.237.77.216 |dover. i df.i||Cl000074: HITP. majestic bot Per nirt 2
162.210.196. 130 |lLhited Sates 147.237.77.216 |dover.i df.i|[CL000074: HTTP. najestic bot Per nirt 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.i df.i||CL000074: HTTP. majestic bot Per mit 2
51. 255. 36. 85 France 147.237.77. 74 lawidf.il |[Cl000074: HITP. najestic bot Per nirt 2
240. 0. 10. 13 147.237.77.216 |dover.idf.il|0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
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Attacker Address

Target Address

At acker

Signature

Gountry
74.208.192. 137 |147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From 22
66. 249. 93. 67 147, 237. 77. 233 |Eur ope aal .idf.il ET SCAN NVAP -sA (2) 22
193. 47. 165. 251 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 2
213.151. 48. 138 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.56.151 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
195. 70. 44. 28 147.237.0.17 |Hungary mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
94.102.56.151  [147.237. 76. 199 [Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
62. 180. 25. 66 147. 237. 77. 216 |Ger many dover.idf.il portscan: TCP D stributed Portscan 1
94.102.56.151 |147.237.76.39 |Nether|ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 101 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.56.151 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
14.163.66. 112  |147.237. 77. 243 |M et nam nobi | e. i df il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
84. 229. 25. 42 147, 237. 72. 166 |I srael aka.idf.il SERVER APAO_E Apac.he mod_ss|non-SSL connection to SSL 1
port denial of service attenpt
2.55. 4. 224 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
132.64.27.173 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 177. 115 |[147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 197. 207|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.181.79. 20 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.86.110. 252  [147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.93.145  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.56.151 |147.237.77. 212 |Net her| ands e. dover.idf.il ET SCAN Potential SSH Scan 1
211.149.201.80 [147.237.77.176|hina nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
68.194.83.205 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP D stributed Portscan 1
94.102.56.151 |147.237.76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
64.137.168. 128 |147.237.76.44 |Canada e.refuah.idf.il ET SCAN Potential SSH Scan 1
193.124.58. 72  |147.237.72. 166 ?;Z:;:I”ion aka.idf.il portscan: TCP D stributed Portscan 1
94.102.56.151 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.183.223.228 [147.237.0.19 |Latvia nadi matal .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.56.151 |147.237.72. 217 |Net her | ands eidf.il ET SCAN Potential SSH Scan 1
14.163.66. 112  |147.237. 77. 243 |M et nam nobi | e. i df il ET SCAN NVAP -sS wi ndow 2048 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.56.151 |147.237.0.33 |Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.55.177. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf .il ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 206. 116 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
113. 240. 250. 154|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.102. 145, 121 |[147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
100. 13. 130. 4 147.237.76.196 [Lhited Sates [esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
79.178.157. 213 |147.237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102.56. 151  |147.237.77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 816
141.0.12. 34 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 20
176.13.231. 133 | srael 147.237.77. 243 |mbi e i1 |7 €AMNg Engine: TCP Inval id finvalid segnent retransnission. drop 18
Ret r ansni ssi on Packet dropped.
213. 6. 50. 121 g‘ilcisgii:;a” Territoryy 47, 237. 77. 176 [nat pash.iof i1 |dr op Frst packet isn't SWN drop 16
46.19.85.11 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
198.71.233.23 |lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 15
62.0.197. 69 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 13
80.246.138.76 |israel 147. 237.72. 167 | shurimaka i o 1| | €M NG Engi ne: TCP Inval i d finval i d segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
2.53.171.243  |israel 147237, 77, 243 mbi e ioh i1 | @M NG Engine: TP Invalid finvalid segnent retransmission. | oo 12
Ret ransnm ssi on Packet dr opped.
46. 19. 85. 62 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
62. 0. 203. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 86. 205 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nmonitor |11
46.19. 85. 92 | srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |10
46.19. 85. 194 I srael 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval id ACK nunber monitor |9
46. 19. 86. 240 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |8
62.90.164.185 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 8
46.19. 85. 194 I srael 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval id ACK nunber aert 8
82.80.198.164 |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence wﬁtrfgﬁgﬁc&gth moni tor (8
46. 19. 86. 240 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber aert 8
46.19. 85. 62 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |8
37.26. 147. 159 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
46.19. 85. 11 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber aert 7
46. 19. 86. 205 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
37.26.147.159 [ srael 147. 237. 77. 216 |dover i f . i Bad TCP sequence ;ﬁﬁﬁ;ﬁ;ﬁ?{;gth moni tor |7
37.26. 147. 159 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.31.97.24 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |7
37.26.147.159 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 7
81.218.51. 218 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.85.11 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 62 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.54.194.104 |israel 147.237.77. 243 |rmbit e i1 |7 €AMNg Engine: TCP Inval id finvalid segnent retransnission. drop 6
Ret ransnm ssi on Packet dr opped.
89. 237. 88. 43 France 147.237. 72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19. 85. 11 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 62 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 47 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
62. 153. 155. 170 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 85. 47 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |5
2.53.147. 83 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence ;ﬁﬁﬁ;ﬁ;ﬁ?{;gth moni tor  [5
46.19.85.11 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 85. 59 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber nonitor |4
77.139.93.244 |France 147.237.76.31 |nakchal.idf.il  [SYN At tack SYN -> SYN-ACK -> Tineout |monitor |4
46.19. 85. 242 I srael 147.237. 77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber alert 4
109. 253. 140. 244l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 242 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 4
62.0.197. 69 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 4
80.246.133.67 |Israel 147, 237.76. 200 |ei tan aka i i1 | ) SAM NG Engine: TCP Inval id finval id segnent retransnissi on. drop 4
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 167 | srael 147.237. 76. 147 |chi nuch. aka. i df . i I|Bad TCP sequence Invalid ACK nunber alert 4
80. 179. 40. 62 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
5.102. 253. 28 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |4
46.19. 86. 167 I srael 147.237.76. 147 |chinuch. aka. i of . i l[Bad TCP sequence Invali d ACK nunber noni t or 4
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.149. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 122
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 105
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 47
79.181.62.129 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 32
14.220.233.85 |China 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 14. 220. 233. 85 Bl ock 17
84. 95. 208. 20 | srael 147.237.77. 226 :N;MN chanat z. aka. i df . Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df .i | Ostributed PHP At tenpt B ock
14.220.233.85 [China 147.237.77.216|dover . i df . i | O stributed PHP A tenpt Bl ock

84. 95. 208. 20 I srael 147. 237.77. 226 :A:/WV chamat z. aka. i df . PHP Attenpt B ock 6
2.53.8.215 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 6
176. 13. 236. 129 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
183. 152. 168. 95 [Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 183. 152, 168. 95 B ock 4
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 4
217.132. 159. 192 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ guyus B ock 4
2.53.138. 237 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 4
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 4
109. 253. 136. 96 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.138.211.0 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for wwv aka. i df .il/mai n/ sachar Bl ock 3
109. 253. 194. 234]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.0.58 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84. 95. 208. 20 | sr ael 147.237.77. 176 |nat pash. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
82.230.131.4  |France 147.237.72. 166 |aka. i df . i | muigriijfe_‘? I'\fr:a??:/jhzcng dgf;ul (. aspx Bl ock 3
109. 253. 203. 40 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
176. 13. 231. 133 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response CGode Bl ock 3
109. 253. 134. 195|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185.27.106.99 | srael 147.237.0.19 |madimatal .idf.il i:rdf‘r':f ;Iear] .Tide;E.)i\IA/?I()Z: L_Ogs;)t(' 00SCont ent P acetbl der 15t xt Gptcha in 1gy o 3
46.121.98. 11 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock

84. 95. 208. 20 | sr ael 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock
79.178.32.175 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/giyus/ general Bl ock

2.24.85. 248 LKJ?ir:;((jjom 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df .il/nai n/kapat z/ Bl ock 2
2.53.171. 243 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Att enpt Bl ock 2
80. 246. 137. 134 [lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 2
80.246.139.80 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91  |wited Sates [147.237.0.17 ][nlnly kosher -kravi . i d Il1legal Byte Code Character in Method O 8\+wCE[[#17]]q,"h>  |B ock 1
217.194.207.24 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 90. 252. 194 |Israel 147.237.77. 226 :N;MN chanat z. aka. i df . muéﬁg%zze_d akai‘ d/:‘_"i’fftse;; atesi f o/ f o, aspe B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | mz“atkf:irgfzﬁ‘: /zfgthﬁgsfﬁﬁ;%;f alt asp B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il NULL Character in Method | P>RY! ALYs @aé[ [ #25] ] [[#22]] =: B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ostributed PHP Attenpt B ock 1
157.55.39. 226 |lLited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/. .. B ock 1
46. 19. 85. 26 I srael 147.237.77.216|dover.i df .i | Distributed Mal forned LRL B ock 1
213. 8. 204. 18 I srael 147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock 1
180.76.15.9  [china 147.237.76.42 |refuah.idf.il T o Coae o 0 aspx Bl ock 1
82. 145, 219. 135 |Europe 147.237.72. 166 |aka. i df . i | m;zﬂtfiwiﬁ w:;:gut“f;::;;?;sgom R on Bl ock 1
169.229.3.91  |Wited Sates |147.237.0.17 ;nlnly kosher-kravi.id |\, o acter in reader nare a B ock 1
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