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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
2.53.137. 204 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
2.53.133.179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
176. 13. 226. 108 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
176. 13. 13. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 67. 104. 183 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
109. 253. 223. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 230. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.188. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.188. 15 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
109. 253. 215. 219 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
10.0.0. 10 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 253. 147. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 66. 81. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 210. 174. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
80. 246. 136. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
173. 208. 150. 114 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf1 forward 2
69. 30. 193. 253 Lhited Sates 147. 237. 76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
192. 114. 105. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 19. 85. 209 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
176. 13. 14. 18 | srael 147.237.0. 19 nadi matal .idf.il |DCBS SSL-d ear Text drop 2
109. 253. 210. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.179. 107. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 204. 224. 237 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 forward 1
142.54.174. 86 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 1
204. 12. 220. 84 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
62. 0. 34. 93 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185. 32.179. 191 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
94. 188. 162. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 65. 4. 192 | srael 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action

216.119. 125. 159 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.165. 197. 141 Ger nany 147.237.77. 216 dover.idf.il |Cl000074: HITP. najestic bot Per nit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per it 2
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per mit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry ‘Ste |Signature |Count
216. 119. 125. 159 147.237.77. 74 Lhited Sates lawidf.il A Injection - Select From 28
211.149. 244. 79 147.237. 76. 197 Chi na e. hi nush. i df .il ET SCAN NVAP -sS wi ndow 1024 1

192. 115. 29. 222 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 117 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
211.149. 231. 57 147.237.77.19 Chi na | aw f orumi of .i | ET SCAN NVAP -sS wi ndow 1024 1
79.178. 115. 62 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
5.9.44.154 Cer many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 184
62.207.60.231 |Netherlands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 74
62.0.222.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 38
156.197. 229. 51 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
194. 90. 66. 9 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 25
80. 246. 136. 83 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
80. 246. 136. 83 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
46. 19. 86. 253 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 16
46. 19. 86. 253 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
176.13.13.111 |(Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
5. 102. 242. 185 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
80.246.136.83 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
46. 19. 86. 167 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
79.180. 223. 6 I srael 147.237.76.31 |nakchal .idf.il [SYN At t ack SYN -> SYN-ACK -> RST moni t or 13
109. 253. 134. 48 |l srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
46.19. 86. 111 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
62.219.131. 74 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46. 19. 86. 106 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 229 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
2.53.188.90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
46. 19. 86. 48 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
2.53.137. 116 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
176.13.225.1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
87.70.52. 184 | srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 10
85.250. 114. 110 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence nmoni t or 10
31. 168. 242. 45 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
46. 19. 85. 169 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46. 19. 85. 181 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
109. 253. 194. 222|I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
46.19.86.136  |Israel 147.237.76.42 |refuahicr.i1 | €aMNg Engine: TCP Invalid —Jinvalid segnent retransmssion drop 10
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
176.13. 241. 122 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46. 19. 85. 182 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 9
176. 13. 0. 177 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46. 19. 86. 106 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
46. 19. 86. 90 | srael 147.237.77. 176 |natpash.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
2.53.14.99 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46.19. 86. 90 I srael 147.237.77.176 |matpash. i df .i1 |Bad TCP sequence mﬁﬁﬁg rea“s”"'t wthdifferent | itor o
85.130. 223. 241 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
176.13.23.25  |israel 147, 237, 76. 200 |ei tan ok i of .| | S2M NG ENGine: TCP Invalid —invalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dr opped.
85.130. 223. 241 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 85. 182 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
2.55.166. 111 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
109. 253. 129. 72 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
109. 253. 196. 65 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
128.139.251.9 [Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence mdroit’rsac”;’zt wth different moni tor |8
188. 72. 103. 230 Wi ted Arab 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8

Enir at es
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 85. 112 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 103
176.13.14. 18 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 98
2.53. 40. 182 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 67
185. 32.179. 153 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 55
2.53.149. 194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 17
109. 253. 195. 142|I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 10
212.235. 111. 188|I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 7
62.219. 240. 174 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthori zed URL Access from 62.219. 240. 174 Bl ock 5
2.53.50. 30 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
109. 253. 206. 91 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 130. 166|l sr ael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.148.191 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
2.53.23.63 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.240. 114. 149 |Bel gi um 147.237.72. 166 |aka. i df . i | m;(:ﬂt;é Illj}?;tj ?}71(;;2?2/"“ hod for Known LR on Bl ock 3
77.138.90.174  |France 147.237.72.166 |aka. i df . i | mu;g rii d?.a?l ?bn;h;dsaﬁ/ifgwaysl b, aspx Bl ock 3
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 134. 39 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
185.32.179.10 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 213 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 3
176.13.17. 185 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 3
2.53.171. 21 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253.197. 79 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176. 13. 250. 4 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 85. 80 I srael 147.237.77.74 |lawidf.il Distributed Unknown HTTP Request Met hod Bl ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized LRL Access from 84. 95. 208. 20 Bl ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
194. 90. 66. 9 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
46. 19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
176.13.15.126  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
94.248.24.164 |Wraine 147. 237.72. 166 |aka. i df . i | mizﬂt;d. itf}a#;ihnﬁozr:/j d';?;:??.;g;xmom R on Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 2
46. 19. 86. 106 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
185.32.179.33 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 2
46.19. 85. 80 I srael 147.237.77.74 |lawidf.il Dstributed Ml formed URL B ock 2
109.67.10.34  [Israel 147. 237.72. 166 |aka. i df . i | m“;grii;?‘?lsb;a?ﬁ?rﬁu: A asix Bl ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
195. 160. 242. 40 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
180. 76. 15. 11 Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to |ist.ips.gov.il/list20050529. htm Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.77.170|naarachot.idf.il [Dstributed Unknown HTTP Request Met hod Bl ock 1
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
213.57.226.66 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 1
141. 226. 162. 255|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 86. 113 I srael 147.237.77. 216 |dover . i df . i | D stributed Whknown HTTP Request Met hod Bl ock 1
194.78.217. 148 |Bel gi um 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for waw aka. idf.il/ishurinicityofficers/ Bl ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Distributed PH? At enpt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.19 ([nadimatal .idf.i|Miforned LR [[¥o#16°]]18# [e] 1P Bl ock 1
109. 253. 209. 34 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.102.9.3 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
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