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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
46. 210. 225. 182 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 16
157. 55. 39. 161 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
212.143.211. 200 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
79.180. 94. 163 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
207. 46. 13. 63 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
109. 65. 102. 161 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
5.29.217.24 I srael 147. 237. 72. 156 aman.idf.il |32390: HITP. Suspicious User-Agent (Mzilla) B ock 2
123. 126. 68. 99 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
87. 70. 50. 24 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 2
82.205.58.131 [147.237.77. 226 chis;ii;ijan Territory. | vy chanat z. aka. i df.il  |ET SCAN NVAP - SA (2) 2
31.154.25.178  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
148.177. 168. 117(147. 237. 72. 166 |Lnited Sates aka.idf.il portscan: TP D stributed Portscan 1
217.132.61.13 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
5.22.134. 87 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
110.5.109. 236  |147. 237. 76. 148 |I ndonesi a gacenter. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
2.53.1.177 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 16. 127. 148 |147.237.76.39 |Russian Federation nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
109. 253. 140. 21 [147. 237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 16. 127. 148 [147.237.0.15 |Russi an Federation kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 77. 227 |krai ne e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
79.180.69.172 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 176 |kr ai ne nat pash. i df . i | ET SCAN Potential SSH Scan 1
66.249.76. 117 |147.237.72. 166 |WLiited Sates aka idf.il SERVER APAO_E Apache rpd_ssl non- SSLconnect i on to 1
SS. port denial of service attenpt
185. 110. 132. 201|147. 237. 76. 38 |lkrai ne eeneitav.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 50 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237.8. 14  |krai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1
37.46.39. 25 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 27. 106. 124 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.154.19.5 147.237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
123.31.41.199 |147.237.0.33 |V etnam idf.il ET SCAN NVAP -sS wi ndow 1024 1
199.203.92. 42  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.186.2 147.237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
109. 253. 140. 82 |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
195. 16. 127. 148 |147.237.0.17 |Russi an Federation mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
109. 64.58. 117  |147.237. 72. 166 |I srael aka.idf.il portscan: TQP D stributed Portscan 1
193.239.108.4 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 179 |Wkrai ne e.nazi.idf.il ET SCAN Potential SSH Scan 1
79.178.229. 101 |[147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN Potential SSH Scan 1
46.116. 219. 175 |(147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237. 72. 166 |Lkr ai ne akaidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 202 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 201|147. 237. 0. 200 |lkrai ne . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Tar get Address |Ste Signature

212.199. 251. 227|lI srael 147.237.77. 234 |hal ag.idf . il dr op First packet isn't SN drop 39
62.0.230. 1 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 36
46. 19. 85. 143 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |24
46. 19. 85. 143 | srael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 22
62.0.197.85 | srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 21
112.121.138.18 |Thailand 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
112.121.138.18 |Thailand  [147.237.72. 166 |aka i cf .i Bad TCP sequence Vmﬁ;c: ;ansm't wth different moni tor |19
194. 165. 146. 149|Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
63. 234. 223. 214 g‘iatt:: 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg reansm't with different monitor |12
62.0.207. 129 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 12
63.234. 223. 214 g‘;:: 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 12
63. 234. 223. 214 LSqulatt:s 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
46. 19. 85. 232 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |10
148.177. 168. 117 gﬁ;ttg: 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
176. 13. 18. 234 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
85.130. 132. 159 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
46.19. 85. 128 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 85. 232 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6

i S reaning Engi ne: TGP SYN '
162. 243. 253. 50 gq;:eeg 147. 237. 77. 216 |dover . i of . i | Nodi 11 e dgl%t ?ansrri ssi on :gtk:m;:eeijze\fdabfif;giigiﬁgcg N 6
2.55.182.181 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINACK relransmt with different moni tor (6
46.19. 85. 48 I'srael 147.237.76.31 |nekehar ior 1 | SAMNG Engine: TP Invalid Jinvalid segnent retransnission. Packet | 6
Ret r ansni ssi on dr opped.

46. 19. 85. 246 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Inval i d ACK nunber aert 6
62.0.230.1 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 6
46. 19. 86. 233 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
176. 13. 3. 216 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Inval i d ACK nunber monitor |6
82.80.196.44  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁﬁsrcij reansm't wth different monitor |6
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 138 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 86. 233 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 86. 18 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber aert 6
194. 165. 146. 149(Jor dan 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
2.53.185. 11 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm't with different monitor |6
46.19. 86. 18 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber monitor |6
194. 165. 146. 149|Jor dan 147.237.77. 216 |dover.idf.il Bad TCP seqguence Inval id ACK nunber noni t or 6
185. 32.179. 178 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
2.55.182.181 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
194. 165. 146. 149|Jor dan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37. 26. 146. 179 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence noni t or 6
109. 253. 220. 164/l sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber monitor |5
46.19. 85. 138 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber aert 5
176. 13. 231. 152 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
37.26.149.237 |[Israel 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Invalid ACK nunber aert 5
82.201. 233. 140 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
62. 0. 200. 198 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 5
37.26.146.179 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
37. 26. 146. 179 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber alert 4
82. 80. 55. 63 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
62.0.202.1 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 146. 128|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 109
109. 253. 205. 105/l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 42
46.19. 86. 241 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 24
37.26.148.234 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
109. 253. 205. 96 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 10
109. 253. 159. 247|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 9
2.53.154. 81 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
185. 32. 179. 196 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
2.53.130.19 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 3
46. 19. 86. 245 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.137.28 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
148.177. 168. 117|Uited Sates [147. 237. 72. 166 |aka. i df . i | m;:(:.“it;d' lw?;j 27:(;;2?2/'“ hod for Known LRL on Bl ock 2
109. 253. 240. 41 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
77.139.67.168 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139.67.168 |B ock 2
109. 65. 90. 205 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwy chi nuch. aka. i df .il/404. htm B ock 2
109. 253. 198. 87 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 253. 129. 237|i srael 147.237.72. 166 |aka. i df . i | m”:k?i gf"fri"’l‘r;er:aje;/ S—m\gwﬁgjzfmgp: ;‘nati on. aspx None 1
84. 95. 208. 20 I srael 147.237.72. 156 |anman. i df . i | PHP Attenpt B ock 1
194.177.16.3 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 194.177.16. 3 Bl ock 1
79.178.181.75 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from79.178.181.75 |B ock 1
169. 229. 3. 91 Wited Sates [147.237.77.234|hal ag.idf.il Illegal Byte Gode Character in Header Nae B ock 1
66.248.198.216 [lLhited Sates [147.237.77. 170 |nmar achot . i df . i | Unaut hori zed LRL Access to naarachot . idf.il/bl ogs/wp-1ogin. php Bl ock 1
85. 199, 244, 27 E?i;;gom 147.237.77. 216 |dover . i df . i | maﬂrztferl IT/yfggf\f_ Z'n?t Jotr;rc't;f;fmm entFl acettl der 19t xt Bnwi | in Bl ock 1
Unknown HTTP Request Met hod
169.229. 3.91 Lhited Sates [147.237.77.234|hal ag.idf.il E°1 4O [#0] ] a“ [ #6] 1 [[#28]1,, [ [ #2]] t@SGRTPEZS™P[#27]]-g*Q "[[ |B ock 1
#5]]11%]8YF in IR
81.218.56.171 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218.56. 171 Bl ock 1
66.249.76.117 | srael 147. 237.72. 166 |aka. i df . i | ﬁ‘sﬁmﬂfﬁfﬁfg Protocol violation None 1
109. 253. 132. 54 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /v tikshuv.idf.il B ock
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df . i |/ modii n/ pi wi k. php Bl ock
2.53.26.141 [Israel 147.237.77. 234 |hal ag. i df .i | o rz'sl;”;‘;dZg;‘;":’;:‘;re';‘;‘;aru;/fﬁfsef fgi . Hock |1
194.177.16.3  |Israel 147.237.77.234|hal ag. i df . i | mﬂtog‘l’rs'“zﬁg aﬁ_fgfcﬁslslsti%_storagem s/ 412004, g Bl ock 1
79.178.181.75 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for ww aka. i df . i/ mai n/ gi yus/ B ock 1
Illegal Byte (ode Character in Mt hod
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il E°1 y4O[ [#0] ] & p-F[#6] 1 [[#28]1,, [ [ #2]] t@BGRTPEZS™P[#27]]-g*Q "[[ |B ock 1
#5]]1%] 8YF
66.249. 64. 105 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 105 Bl ock 1
89. 138. 115. 160 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
2.53.173. 154 I srael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/inages/ 1. he/bottontap. gif  |B ock 1
77.138.140. 197 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwv aka. i df . il/mai n/ kapat z/ B ock 1
148.177.168. 117|Uited Sates [147.237. 72. 166 [aka. i df . i | m“;?;'ii;e_c: I'\/‘?:a??jkﬁzjg’;m act s, aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 1
212.199. 251. 227 I srael 147.237.77. 234 |hal ag. i df .i | o rz'sl;”;‘;dZg;‘;":’;:‘;re';‘;‘;aru;/fﬁfsef fgi . Hock |1
79.182. 86. 61 I srael 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.i df.i | Mal formed URL B ock
66.249.64.105 I srael 147.237. 72. 166 [aka. i df . | chaut hor ;??I%mff?iii@oappl o s0p-5i £ 6- 25506 ot on Bock 1
31.154.81.72 I srael 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt Bl ock 1
91.221. 145. 225 |Pol and 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf .i | Mil ti pl e Unhaut horized LRL Access from 192. 116. 232. 69 Bl ock 1
81.240. 114. 149 |Bel gi um 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/ishurim Bl ock 1
148.177. 168. 117|Uited Sates [147.237. 72. 166 |aka. i df . i | mngk“; i??ﬁﬁﬁg&; e ir esource. xd None 1
84.95. 208. 20 | srael 147.237.77. 226 \fIW\:AII chamat z. aka. i d Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 1

09-22-2016-10:04:04

to 09-22-2016-11:04:04




