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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
212.199. 154. 194 | srael 147.237.72. 167 i shurimaka idf.il |Anonmal y- TLS renegotiation-d i dest - r eset 444
84.94. 208. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6

109. 253. 201. 108 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

218. 44.145. 54 Japan 147.237. 76. 148 ggcenter.aka. i df.il|B ack List drop 3

45. 32. 205. 133 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1

66. 240. 219. 146 Lhited Sates 147.237. 76. 34 yohal an.idf.il B ack List drop 1
5.29.112.129 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

36.110. 147. 67 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

211. 149. 246. 60 147.237.77. 233 Chi na atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26. 146. 249 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
176. 13. 234. 34 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 14. 74 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
118. 103. 126. 194 147.237.8. 46 Japan e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 138. 176. 177 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 148 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
79.182. 111. 223 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
62.117.59. 18 147. 237.72. 166 Egypt aka.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 130 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.179.177.58 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26. 148, 147 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 48. 141 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.168. 101. 163 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 238. 45 147. 237.77. 234 Uni ted Ki ngdom hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
31.154.53. 178 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 64. 115. 45 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82.166. 1.5 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183. 11. 195 147.237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.193. 51 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
46.135. 187. 19 147. 237.77. 216 Czech Republic dover.idf.il portscan: TGP D stributed Portscan 1
41.230.31. 128 147. 237. 76. 86 Tuni si a navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
31.168.177.193 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
212.199. 154. 194|l srael 147.237.72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SN drop 36
46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
212.179.21. 194 |israel 147, 237. 76. 200 | tan. aka i of i1 |2 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 26
Ret r ansni ssi on Packet dr opped.
37.26.146.222 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
79.180. 238. 213 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 20
109. 253. 200. 72 |1 srael 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 15
Ret r ansni ssi on Packet dr opped.
62. 0. 197. 69 I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 15
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 85. 103 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 13
192. 116. 218. 146l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
141. 226. 162. 39 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
213.57.70.2 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
37. 26. 146. 251 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
31. 146. 114. 66 Georgi a 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 12
109. 253. 215. 171l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
87.70.52. 77 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber moni t or 12
62. 0. 197. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.53.188. 27 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
176.13.5.156 [l srael 147. 237. 77. 216 |dover i df .1 Bad TCP sequence m’gﬁsg ;ansm't wthdifferent | onitor |10
46. 19. 85. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 10
66.249.76.19  |United Sares |147.237. 7. 243 |mbiteicr i1 |2 S@M NG Engine: TP Invalid invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
109. 253. 218. 133l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 103 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 228. 36. 248 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber moni t or
46. 19. 85. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
212.235.113. 28 | srael 147. 237, 76. 200 |ei tan aka i o i1 | SN NG Egine: TP Invalid — invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
2.53.161. 62 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
62.0.197. 85 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 8
109. 253. 145. 55 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
199.203.215.1 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
37.26.148. 187 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212. 143.158.92 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
37.26.146.197 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46. 19. 86. 23 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
109. 253. 200. 218l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37. 26. 149. 248 | srael 147.237.77. 233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
2.55.30.45 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
62.219.128. 162 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
81. 218.137. 70 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
109. 64. 107. 112 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
79.183.41.119 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
109. 253. 211. 253l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 223 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
185. 3. 147. 237 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
66.249.64.163 |United Sares |147.237. 7. 243 |mbiteicr i1 |2 S@M NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 223 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.149.243 |lsrael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 138
109. 253. 200. 72 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 49
175. 44.17. 245 |China 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 175. 44. 17. 245 Bl ock 17
175.44.17. 245 |Chi na 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 175. 44. 17. 245 Bl ock 14
212.199. 112. 144|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 11
109. 253. 196. 41 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 6
175.44.17.245 |China 147.237.77.216|dover. i df . i | PHP Att enpt B ock 6
192.118.10.10 |[lIsrael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 192.118. 10. 10 B ock 5
175. 44.17. 245 |China 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 5
212.199. 112. 144|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2/ B ock 3
109. 253. 231. 104/l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
31.168. 3. 188 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 3
2.53.191. 181 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
46.19. 86. 241 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
109. 253. 213. 87 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 2
37.26.146.232 |lsrael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
62.219. 145. 163 |Israel 147.237.77.74 |lawidf.il marzfme.r dfT%’Fle/\gogl_itei/;gt '?;t eri;bader 19uckeader SearchStxt Search in gy o) 2
217.194. 196. 2071 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.102. 9. 30 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx  |B ock

192. 115. 134. 93 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock
31.210.186.60 | srael 147.237.77. 216 |dover . i df . i | mﬂté‘f‘_’?ﬁf‘émﬁ gcs/ct‘z; ! ;?ecom ol s/ gener o Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to v aman. idf.il/robots.txt Bl ock 1
46. 19. 85. 57 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il /v tikshuv.idf.il B ock 1
175.44.17.245 |China 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v idf.il/index.asp B ock 1
66. 249. 64. 163 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 1
37.26.146.207 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mai n/ guyus/ Bl ock 1
85. 250. 114. 255 |l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 1
212.199. 154. 194/l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Wnauthorized URL Access from 212.199. 154, 194 Bl ock 1
2.55.137. 11 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
180. 97. 106. 161 |Chi na 147.237.77. 176 |mat pash. i df . i | Mitiple Il1legal Byte Qode Character in Method from 180. 97. 106. 161 B ock 1
66. 249. 76. 19 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 1
198. 20. 69. 74 Uited Sates [147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ robot s. t xt B ock 1
175.44.17.245 |China 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw idf.il/index. asp B ock 1
91.135.111.85 |israel 147.237.72. 166 |aka. i df . i | wﬁjtl?cgiszﬁsmﬁzgggﬁ;sitm Sﬁﬁfﬁf W'? t')// SE;EJ/TO:E/ defaul't. aspx B ock 1
46.135. 187. 19 %ﬁ;ﬂ c 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/main/snalinismalimaspx |B ock 1
213.151.55. 217 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ Bl ock
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from31.154.19.5 Bl ock

180. 97. 106. 161 |Chi na 147.237.77. 176 |mat pash. i df . i | Miltiple NLLL Character in Method from 180. 97. 106. 161 Bl ock 1
81.218. 135. 161 |Israel 147.237.72. 166 |aka. i df . i | m“;;: A d?eidl /'\ﬁ;hnc;c;i 333 gfhén‘:rl cati onser vi ce. asnx! get at huser Bl ock 1
212.179.42.226 |Israel 147.237.76.42 |refuah. i df il Poraneter Typs Molanon ot LZ??;’L‘;T‘;SHP?C%' derlStxtArsthare in g oy |1
2.53. 143. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 67. 250. 205 |l srael 147.237.77. 216 |dover.idf . il Distributed Unauthori zed URL Access on wwwuidf.il/https:/vwnidf.il/ Bl ock 1
185.32.179.10 |Israel 147.237.0.19 |nadimatal .idf.il [SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39. 153 [wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed URL Access to www kosher-kravi . idf.il/defaul t.aspx Bl ock 1
46.19.85.8 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode Bl ock 1
2.53.190. 15 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1
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