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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
191. 96. 249. 34 Gile 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
45.32.196. 8 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il |Back List drop 1
191. 96. 249. 37 Gile 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
45. 32. 205. 187 Net her | ands 147.237.76. 38 eeneitav.idf.il |Back List drop 1
2.53. 49. 66 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 103. 198. 32 Tur key 147.237.0. 19 nadi matal .idf.il |Frk_Under Attack Con_Tcp drop 1
5. 152. 207. 142 United Ki ngdom 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

69. 197. 163. 195 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

185. 103. 198. 32 [147.237.76.86 |Turkey navy. i df.il ET SCAN Potential SSH Scan 1
163.172. 134. 160|147. 237. 77. 121 LKJ?';:gom e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 122. 50  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 155 |[147.237.76. 176 |lkrai ne test.ncore.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
79.177.99. 21 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
62.219.134. 3 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
31.24.228.20  [147.237.76.201 E;Ir:;cci]om eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.235. 47. 253 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.46. 157 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
194, 56. 215. 218 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 103. 198. 32 |147.237.76.39 |Turkey nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
163. 172. 134. 160(147. 237. 77. 19 E?';;gom lawforumidf.il  |ET SCAN NVAP -sS wi ndow 1024 1

, L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
106. 38. 241. 106 [147.237. 72. 166 |Chi na aka idf.il ) . - 1
deni al of service attenpt

84.108.88.175 |147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
77.125.9.199 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.154.81. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53. 156. 240 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
199.203.215.1 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
216.160. 132. 11 |United Sates |147.237.76.86 |[navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 160
62.0.234.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 24
62. 0. 208. 254 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 24
213.71.171. 203 |CGer many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 20
46.19. 85. 8 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACGK nunber aert 19
46. 19. 85. 8 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |19
62.0.234.1 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SN drop 15
199.203.215.1 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14
82. 166. 200. 204 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid sequence nunber nonitor |12
156. 109. 18. 122 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46.19. 85. 8 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 11
46. 19. 85. 8 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |11
62.0.234.1 I srael 147.237.72.166 |aka.i df .i | drop First packet isn't SN drop 11
189. 172. 49. 231 |Mexi co 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
85. 130. 223. 241 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
85. 130. 223. 241 |l srael 147.237.77. 216 |dover. i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |8
37.26.149.234 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
85. 130. 223. 241 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.86.245  |israel 147.237.77. 226 [\ chamatz. aka. 1df 1paq TOP sequence Inval i d ACK nurber monitor |6
109. 66. 122. 227 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TGP Invalid [ i ssi
46.19. 85. 29 I'sr ael 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 67 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
80. 246. 136. 182 |l srael 147. 237. 72. 166 |aka. i df . | SYN At ack SYN -> SYN-ACK -> RST monitor |6
46. 19. 86. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber monitor |6
85.130. 223. 241 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
158. 69. 120. 182 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
158. 69. 120. 186 |Lhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |5
46. 19. 85. 239 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
158. 69. 120. 186 |Whited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt with different alert 5
158.69. 120. 186 |Lhited States [147. 237.76.86 |navy.idf.il Bad TCP sequence isur:r:cr:nsn"t Wth different monitor |5
158. 69. 120. 186 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
77.124.33.133 |lIsrael 147.237.72.166 |aka.i df .i | dr op First packet isn't SN drop 4
158. 69. 120. 186 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
85. 130. 223. 241 |l srael 147.237.0.34  |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST monitor |4
158.69.120. 182 |Wnited Sates [147.237.76.86 [ravy.idf.il Bad TCP sequence igur:rtcr:nsmt wWth different alert 4
46. 19. 86. 70 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
158.69.120. 182 |Uhited States [147. 237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtlg:”mt wth different monitor |4
85. 130. 223. 241 |lsrael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 4
62.0.230.1 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 3
37.26.147.144 |Israel 147.237.72.166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
46. 19. 85. 49 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
24. 4. 50. 221 Lhited Sates [147. 237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different monitor |3
46.19. 86. 21 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
158. 69. 120. 182 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming Engine: TGP Invalid [ i ssi
109. 253. 139. 119|i srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
89.139.79.182 |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
24.4.50. 221 Lhited Sates |147. 237.76.86 [navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout alert
46.19.85.51  |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNCACK retransmt W th monitor |3
di fferent w ndow scal e
24.4.50.221 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreanming Engine: TGP Invalid [ i ssi
2.53.186.133  |Israel 147.237.77. 243 |nubi l e.i df i 9 =g Invalid segnent retransmssion. g 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 147. 164|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 238
109. 253.221. 12 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 91
176.13.22.185 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 50
37.26.149.171 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 230. 207 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
2.53.138. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 239. 189 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 200. 72 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 139. 119]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 137. 184 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109. 113. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from84.109. 113. 219 |B ock 2
180. 97. 106. 161 |Chi na 147.237.72. 167 i shurimaka. i df . i | Ill1egal Byte Gode Character in Method B ock 1
66.249.66. 131 |lIsrael 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to nadi matal.idf.il/robots. txt Bl ock 1
207.46.13.176 |Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wa | aw i df . i|/540- he/ pat zar/ aspx |B ock 1
37.26.149.171 |israel 147.237.77. 243 |nobi | e. i df . i | nf;ﬂt:?réfz‘f? , g;‘eggrcﬁiiptl e/l st chi | ddocunent s/ 1071 B ock 1
180. 97. 106. 161 |Chi na 147.237.72.167i shurimaka. i df . i | NULL Character in Method B ock 1
66.249.76.18  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂteﬁ?g?fﬁ/aﬁ e/fca;f; tt:associ aion Bl ock 1
84.108. 125. 230 |Israel 147.237.76.42 |refuah.idf.il ﬂ?“;g? r;éefzglg‘;ﬁ?egfr oot css B ock 1
46.19. 86. 145 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 1
180. 97. 106. 161 |Chi na 147.237.76.31 |nakchal .idf.il Illegal Byte (de Character in Mthod B ock

109. 253. 198. 127]I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None

66. 249. 76. 54 | srael 147.237.0. 17 ][ninly_ kosher -kravi . id Mitiple Illegal Paranmeter Encoding from66.249. 76. 54 None 1
46.19.86.221  |Israel 147.237.76.31 |nakchal .idf.il ﬂ?ftzgglr'?éégﬂ?pf;cffasg;ﬁi | o5/ 8 1668, doc B ock 1
180. 97. 106. 161 |Chi na 147.237.76.31 |nakchal .idf.il NULL Character in Mt hod B ock 1
68.180.231.57 |lnited Sates |147.237.77.216|dover. i df il Parameor he paaLion fsgf»':“mi n Bl ock 1
2.53.186.133  |Israel 147.237.77. 243 |nobi | e. i df . i | n%;ﬂteh?uffff/é?eg:;e::plt;eslIistchil dsuboat egor | es/ 1423 Bl ock 1
176.61.143.88 |lnited Sates [147.237.72.167|i shurimaka.idf.il PHP At t enpt B ock 1
106. 38. 241. 106 |Chi na 147. 237.72. 166 |aka. i df . i | %{“ﬁﬁ&ﬁfﬂf& - Protocol vidlation None 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock
183.232.175.2 |China 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka. i df . il /mai n/rabanut/ B ock
77.138.200.57 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for wwy aka.idf.il/ishurim B ock 1
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