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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
89. 248. 163. 3 Net her | ands 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 2
45, 32. 205. 187 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
185. 81. 157. 161 France 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
169. 54. 233. 119 Lhited Sates 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count
212.247.61. 153 Sweden 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 7
184.172.106.100 |lLhited Sates 147.237.77.233 |atal .idf.il{3808 HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
184.172. 106. 100 Lhited Sates 147.237.77.233 |atal .idf.il{5670: HTTP. SQ Injection (SELECT) Bl ock 6
184.172.106.100 |Uited Sates 147.237.77.233 |atal .idf.il|6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
184. 172. 106. 100(147. 237. 77. 233 |Lhited Sates  [atal.idf.il S Injection - Select From 55
212.247.61. 153 |147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 14
118. 103. 126. 194|147. 237. 76. 44 |Japan e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
100. 13. 130. 4 147.237.77.176 |Wnited Sates nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024
80, 246.130.55  |147 237 77 233 |1 1 ael atal idh il ET DOS Large anount of TCP ZeroVWndow - Possible Nkiller2 DDos 1
attack
64.137.168. 128 [147.237.0.15 [Canada kosher-kravi.idf.i [ET SCAN Potential SSH Scan 1
46.183.223. 228 |[147.237.76.30 |Latvia hi nush. i df . il ET SCAN Potential SSH Scan 1
206. 246. 150. 226|147. 237. 76. 148 |Lhited Sates gacenter.aka. i df.i|[ET SCAN NVAP -sS wi ndow 1024 1
195. 70. 44. 28 147.237.0.19 |Hungary nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163.172.238. 45 [147.237.0.33 |United Ki ngdom |idf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 103. 126. 194|147. 237. 0. 200 [Japan . i df i | ET SCAN NVAP -sS w ndow 1024 1
85.17.73.11 147.237.8.27 |Netherl ands e.nadimatal .idf.i[ET SCAN Potential SSH Scan 1
80. 15. 154. 133 [147.237.0.200 [France mdu.idf il ET SCAN NMAP -sS wi ndow 1024 1
46.183.223.228 |147.237.77.74 |Latvia lawidf.il ET SCAN Potential SSH Scan 1
31. 24. 228. 20 147.237.77. 121 |Uni ted Ki ngdom |e. navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
206. 246. 150. 226|147.237.76.38 |Lhited Sates |eemeitav.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
66. 150. 121. 194 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 995
108.227.93.208 |[United Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 188
97.90.164.228 |wnited Sates |[147.237.76.86 [navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 107
80.246.133.5 [Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence :;;e”ansm't with different wndowloitor  [34
66. 150. 121. 194 |lLnited Sates |[147.237.76.86 [navy.idf.il SYN Attack noni t or 17
77.127.2.180  |israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SIWAK retransmt with different Joooior |13
W ndow scal e
77.127.2.180  [israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence S retransmt weh different wndowloior |13
77.127.2. 180 I srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
Sreamng Engine: TCP Invalid i i ssi
2.55. 24, 166 I'srael 147. 237. 77. 243 |mobi l e, i f . i 9 =g Inval i d segnent retransmssi on. dr op 12
Ret r ansni ssi on Packet dr opped.
89.138.163.34 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence ig;e”a”s”"t weh different wndowl o ivor s
77.127.2.180 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 7
s SYNWtACK retransmit with different .
77.127.2.180 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence vi ndow scal rmoni t or 7
46.19. 86. 241 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert
46. 19. 86. 241 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.147.229 |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 114 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
89.139.125.84 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19. 85. 114 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 227 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 86. 208 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 227 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 227 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
46.19. 85. 148 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
62.0.234.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
176. 13. 234. 148 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 4
S SYNWtACK retransmit with different .
2.55.10. 219 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal noni t or 3
46. 19. 86. 169 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 40 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or
80.246.130.55 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence ig;e”a”s”"t weh different wndowl oivor |3
172.58.16.192 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 3
66. 150. 121. 194 |lnited Sates |[147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
37.46. 41. 155 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
46.19. 85. 148 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber aert 3
199.203.215.1 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
46. 19. 86. 201 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 201 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3
80. 246. 130.55 |l srael 147.237.77.233|atal .idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
185. 20. 5. 157 z";;gom 147.237.72.166 |aka.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |2
66. 150. 121. 194 |lLnited Sates |[147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
2.55.10.219 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
185.20.5.157  [Jted 147.237.72.166 |aka idf.il  |Bad TOP sequence SINAXK retransmt with different | iior |2
Ki ngdom wi ndow scal e
46.19. 86. 174 | srael 147.237.72. 156 [anan. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
82.81.222.167 |lsrael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 2
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
141. 226. 161. 155|l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
2.55.10. 219 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 147. 164|I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 142
2.55.152. 194 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 15
62.219.198. 6 I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 6
62.219.198. 6 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 62.219. 198. 6 B ock 5
2.53.138. 237 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
77.138.115. 145 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for wwwv aka. i df.il/ml ui i Bl ock 3
. . Uhaut hori zed URL Access to
212.25.84.200 |Israel 147.237.77. 176 |mat pash. i df . i | wiw cogat . i df .i |/t enpl at es/tenpl at econt rol s/ gener ¢/ Bl ock 2
2.53.30.5 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
80.246.130.55 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock
. . Unaut hori zed Met hod PCST for
109. 253. 197. 206|l sr ael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v sachar ] about . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.76.74  |Israel 147.237.72. 156 [anan. i df . i | vow anan. | df i1/ _vel | - known asset | i nks. j son Bl ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover.i df .i | Mil tipl e Uaut hori zed UR. Access from 194. 114. 146. 227 B ock 1
80. 246. 133. 5 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
172.56.12.150  |United Sates|147. 237. 72. 166 |aka. i df . i | thaut hori zed Mt hod PCBT for Bock |1
wan aka. i df . i |/ nai n/ har edi nd gener al . aspx
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ . wel | - known/ appl - app-si t e- associ at i on B ock 1
2.55.136. 16 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
: ; ; Uhaut hori zed URL Access to
207.46.13.31  |Uited Sates)147. 237, 72. 166 |aka. i df . 11 v aka. i df i |/ br ot her s/ ski r a/ def aul t . asp- cat | d=57478&oci d Hock !
. . Unknown Paraneter anp;t in
82.81.142.140 |Israel 147.237.72.166|aka. i df . i | v aka. i f . i |/ rai n/ sachar/ scri pt r esour ce. axd None 1
62.219. 198. 6 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/2/ B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 21 Chi na 147.237.77.216|dover.idf .i | v i df . i 1/ 1283~ 17060- en/ dover . aspx>. Bl ock 1
77.127.2.180 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vwwn i df.il/defaul t.aspx B ock 1
66.102. 9. 22 Uhited Sates|147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
180. 97. 106. 161 |Chi na 147. 237.76. 147 |chi nuch. aka. i df . i | Illegal Byte Qode Character in Mthod B ock 1
40.77.167. 41 Lhited Sates|147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
212.199.224.24 |israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag.idf.il/inages/trans. gif Bl ock 1
m ny- kosher - kr avi . i Il egal Paranet er Encodi ng j zj 9c"XCz2B 1; @& N@
66. 249. 76. 54 | srael 147.237.0. 17 : ob- P/t UX | bvhezwji _IW¢ in None 1
df.il m ny- kosher - kravi . i df.i|/aj ax/ cr eat ecapt chai nage. aspx
180. 97. 106. 161 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | NULL Character in Method Bl ock 1
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