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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
89. 248. 172. 16 Net her | ands 147.237.76. 42 refuah.idf.il B ack Li st drop 1
31. 220. 43. 189 Net her | ands 147.237. 76. 200 eitan.aka idf.il |JLMPurple GCon Limt Htp dr op 1
45, 32.196. 8 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
82.221.105. 7 I cel and 147.237.76. 197 e hinush.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address Devi ce Action |Oount
69. 49. 112. 67 Lhited Sates 147.237.0. 34 tikshuv.idf.il |4807: HITP. PP File Include Exploit B ock 2
109. 74. 3. 83 Sweden 147. 237. 76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
219.94. 227.72 Japan 147.237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) B ock 1
69. 60. 103. 162 Lhited Sates 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
111. 67. 201. 232 Chi na 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
5.200.9. 12 Net her | ands 147.237. 76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
88. 151. 130. 66 Lhited Ki ngdom 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
185. 76. 64. 30 Sweden 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
50. 87. 248. 103 Lhited Sates 147.237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
91. 216. 107. 211 France 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
198. 20. 99. 130 Net her | ands 147. 237. 76. 201 e.atal.idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
69. 49. 112. 67 Lhited Sates 147.237.0. 34 tikshuv.idf.il |[3885 HITP. PP File Incl ude Expl oit B ock 1
108. 58. 150. 82 Lhited Sates 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
202.92.134. 3 Fhi li ppi nes 147. 237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

66. 249. 66. 131 147.237.77.74  |Whited Sates lawidf.il ET SCAN NVAP -sA (2) 1
206. 246. 150. 226 |147.237.72.167 |Lhited Sates i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 70. 44. 28 147.237.76. 42 Hungary refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 70. 44. 28 147.237.0.33 Hungary idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 83. 162 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
100. 13. 130. 4 147.237.0. 35 Lhited Sates akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
211. 149. 231. 57 147.237.77.226 |China Wi chamat z. aka. i df i | ET SCAN NMAP -sS wi ndow 1024 1
195. 70. 44. 28 147.237.76.177 |Hungary ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 70. 44. 28 147.237.76. 31 Hungary nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
176. 47. 29. 245 147.237.77.216 |[Saudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
123. 31. 41. 199 147.237.0.16 Mi et nam ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1




09-22-2016-06:04:06 to 09-22-2016-07:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
108. 227.93.208 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 270
Sreaning Engine: TCP Invalid i i ssi
223.24.62.5  |Thailand 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. g 30
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
79.177.207.37 |israel 147. 237. 77. 243 |robil e i df . i | 9 =g Invalid segnent retransmssion. g 27
Ret r ansm ssi on Packet dropped.
176.47.29.245 |Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 20
103.21.231. 2 IS;';’;:” 147.237.77. 216 |dover. i df . i | drop First packet isn't SIN drop 16
Sreaning Engine: TCP Invalid i i ssi
2.55. 24, 166 I'srael 147. 237.77. 243 |obi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
46. 19. 86. 218 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |10
46. 19. 86. 218 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 10
. . SWretransnmit wth different )
89.138.163.34 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal noni t or 9
93.172.136. 255 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST moni t or 6
79.176.31.233 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 86. 176 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 176 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 5
46.19. 86. 176 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi
213.151.59.9  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
202.1.174. 191 IS;';Z:” 147. 237. 77. 216 |dover. i df . i | SYN At t ack monitor |4
46.19. 86. 176 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
172.56.16.113 |Uhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
141. 226. 218. 32 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Inval i d ACK nunber monitor |2
109. 253. 213. 232l srael 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
Sreaning Engine: TGP Invalid i i SSi
207.46.13.80  |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, o, 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
71.218.180.15 |lnited Sates |147.237.76. 200 [ei tan aka idf il g =g Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dropped.
202. 1.174. 191 IS;';Z‘S)” 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
139. 162. 37. 147 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.23 Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
191.241. 242,96 |Brazil 147.237.76.86 |navy.idf.il Bad TCP sequence SS::J;::”SW wWthdifferent —fonitor |1
180. 97.106. 37  |Chi na 147.237.76. 200 |eitan.aka.idf.il drop SAMrul e drop 1
31.220.43.189 |Netherlands |147.237.0.17 ][”I”Iy kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> Timeout |monitor |1
85. 130. 187. 253 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
202.1.174. 191 IS;';Z:” 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
180. 97. 106. 162 |Chi na 147.237.77. 235 |svivaidf.il drop SAMrule drop 1
46. 19. 85. 157 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
100. 13. 130. 4 Lhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
74.82. 47. 40 Wited Sates |147.237.8.24 |elifestyle.idf.il Geo-1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
198.20.99.130 [Netherlands [147.237.76.201 (e atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37  |China 147.237.77. 176 |nat pash. i df . i | drop SMrule drop 1
31.220.43.189 |Netherlands |147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
206. 246. 150. 226|lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.119.127. 129 |krai ne 147.237.77. 176 |nat pash. i df . i | drop SMrule drop 1
184. 105. 139. 104|Lhited Sates |147.237.72. 167 |i shurimaka. idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 176 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
2.55.48. 177 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
100. 13. 130. 4 Lhited Sates [147.237.0.19 |madimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.86 |Lhited Sates |147.237.0.33 |idf.il drop drop 1
74.82.47.55 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180.97.106.37 |china 147. 237.77. 226 :"”‘WCha"mZ'aka' HatT g op SAMrule drop 1
31.220.43.189 |Netherlands |147.237.76. 147 |chi nuch. aka. i df .i SYN Attack SYN -> SYN-ACK -> RST moni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address Sgnature Acti on ‘Count
176. 13. 234. 209 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 66
185, 32. 179. 136 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 29
46.19.86.218 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 9
185.76.64.30 |Sweden 147.237.76.86 |navy.idf.i| Ostributed Paraneter Type M olation on Bl ock 3
navy. i df.il/navy/ general . aspx paraneter Uhcl eTypesTol gnore
46.116.122.79 |lsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
148.72.232.32 |Uited Sates [147.237.76.86 [navy.idf.il Dstributed Paraneter Type Mol ation on Bock |2
navy.idf.il/navy/ general . aspx paraneter perCatld
46.19.86.194 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
. . Dstributed Paraneter Type Mol ation on
109. 74. 3. 83 Sweden 147.237.76.86 |[navy.idf.il navy. i df i 1/ navy/ general . aspx par anet er Upper Gat | d B ock 1
Lhi ted . . Dstributed Paraneter Type Mol ation on
88. 151.130. 66 Ki ngdom 147.237.76.86 [navy.idf. il navy.idf.il/navy/ general . aspx paraneter Unhcl eTypesTol gnore Bl ock !
. . . Dstributed Paraneter Type Mol ation on
184.168.200. 73 [Lhited Sates |147.237.76.86 [navy.idf.il navy. i df . i 1/ navyl gener al . aspx paranet er Uncl eTypesTol gnor e B ock 1
; . . Unhaut hori zed URL Access to
66. 249. 66. 249 |l srael 147.237.0.34 |tikshuv.idf.il i kshuv. i of i 1/i turi i aspl i spl ayal | sol di ers. asp Bl ock 1
. . Dstributed Paraneter Type Mol ation on
5.196.79.214 |France 147.237.76.86 |[navy.idf.il nawy. i df i1/ navyl general . aspx_paraneter docl d B ock 1
-kosher-kravi . i df .
157.55.39.108 |lhited Sates 147.237.0. 16 ry Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
. . Dstributed Paraneter Type Mol ation on
91. 216. 107. 211 |France 147.237.76.86 |[navy.idf.il navy. i df .i |/ navyl gereral . aspx par aneter cat|d B ock 1
. . . Dstributed Paraneter Type Mol ation on
69.60.103. 162 |nited Sates 147.237.76.86 [navy.idf. il navy.idf.il/navy/ general . aspx paraneter Unhcl eTypesTol gnore Bl ock !
Russi an . . Unaut hori zed Met hod PCST for
46.39.230. 150 | ot on 147.237.72.166|aka. i df .1 | ww aka., i df . i |/ nai v/ gi yus/ ni yun/ ni yunder ugshi kul i m aspx Bl ock !
180. 97. 106. 161 |Chi na 147.237.0.15 |kosher-kravi.idf.il Illegal Byte Gode Character in Mthod B ock 1
100.74.3.83  |Sweden 147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on Bl ock 1
navy. i df.il/navy/ general . aspx paraneter catld
88.151.130. 66 | 1€ 147.237.76.86 |navy.idf.il Ostributed Paraneter Type Mol ation on B ock 1
Ki ngdom navy. i df.il/navy/ general . aspx paraneter catld
. . . Dstributed Paraneter Type Mol ation on
184.168. 200. 73 |Lhited Sates |147.237.76.86 [navy.idf.il navy. i o i 1/ navy/ general . aspx par anet er Upper Gat | d Bl ock 1
- kosher - kravi . i i i
66.249.76.54  |Israel 147.237.0.17 | Y- KOSher-kra llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi .idf .il/aj ax/ creat ecapt chai nage. aspx
5.200.9.12  |Netherlands  |147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol aion on Bl ock 1
navy. i df.il/navy/ general . aspx paraneter catld
. . . Unaut hori zed URL Access to
157.55.39. 226 |lhited Sates [147.237.72.166|aka.idf.il aka. i df i |/ yohal an/ mai n/ mai n. as. . . 291&doci d=66297 Bl ock 1
91. 216. 107. 211 |France 147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on Bl ock 1
navy. i df .il/navy/ general . aspx paraneter docld
69.60.103.162 |Wited Sates [147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on B ock 1
navy. i df.il/navy/ general . aspx paraneter UperGald
185.76.64.30 |Sweden 147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol aion on Bl ock 1
navy. i df .il/navy/ general . aspx paraneter docld
180. 97. 106. 161 |Chi na 147.237.0.15 |kosher-kravi.idf.il |NUL Character in Mthod B ock 1
141. 226. 218. 79 |I srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /mai n/kapat 2/ /resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
Lhited . . Ostributed Paraneter Type Mol ation on
88.151.130. 66 |, iom 147.237.76.86 |[navy.idf.il nawy. i df i1/ navyl general . aspx paraneter docl d B ock 1
184.168.200. 73 |Lhited Sates  [147.237.76.86 [navy.idf.il Dstributed Paraneter Type Mol aion on Bl ock 1
navy.idf.il/navy/ general . aspx paraneter docld
66.249.79.59 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx  |B ock 1
. . . D stributed Unaut hori zed Met hod for Known URL on
14.137.192. 71 |Austraia 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ mai r/ hone/ def aul t . aspx Bl ock 1
. . . Unaut hori zed Met hod PCST for
172.56.12. 159 [Lhited Sates [147.237.72.166aka.idf.il vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
108.58.150.82 |Wiited Sates |147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on B ock 1
navy.idf.il/navy/ general . aspx paraneter catld
. . . Dstributed Paraneter Type Mol ation on
69.60.103. 162 [lhited Sates [147.237.76.86 [navy.idf.il nawy. i df i1/ navyl general . aspx_paraneter docl d B ock 1
. . Dstributed Paraneter Type Mol ation on
219.94.227.72 |Japan 147.237.76.86 |[navy.idf.il nawy. i df .i 1/ navy/ gereral . aspx paraneter cat|d Bl ock 1
. . . Mitiple Illegal Byte Gode Character in Method from
180. 97. 106. 161 |Chi na 147.237.77. 170 |n@ar achot . i df . i | 180. 97, 106. 161 B ock 1
. . . Dstributed Paraneter Type Mol ation on
50.87.248.103 |[thited Sates [147.237.76.86 [navy.idf.il navy. i o . i 1/ navy/ general . aspx par anet er Upper Gat | d Bl ock 1
89.138.163.34 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
68.180. 229. 103 |Whited Sates  [147.237.77.74 |lawidf.il thauthori zed URL Access to B ock 1
wa | aw i df . i 1/ consol ef core/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed URL Access to
176.13.15.79 |[Israel 147.237.77.216|dover . i df . i 147, 237. 77. 216/ 1133- 18287- he/ dover . aspx B ock 1
109.74.3.83  |Sweden 147.237.76.86 |navy.idf.i| Ostributed Paraneter Type M olation on Bl ock 1
navy.idf.il/navy/ general . aspx paraneter Uhcl eTypesTol gnore
79.176.9.185 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
. . Ostributed Paraneter Type Mol ation on
219. 94.227. 72 |Japan 147.237.76.86 |[navy.idf.il nawy. i df i1/ navyl general . aspx_paraneter docl d B ock 1
180. 97. 106. 161 |Chi na 147.237.77. 170 |maar achot . i df . i | Mil tipl e NILL Character in Method from 180. 97. 106. 161 B ock 1
. . . Dstributed Paraneter Type Mol ation on
50.87.248.103 |[lhited Sates [147.237.76.86 [navy.idf.il nawy. i df i1/ navyl general . aspx_paraneter docl d B ock 1
157.55.39.37 |thited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt Bl ock 1
. . Dstributed Paraneter Type Mol ation on
91. 216. 107. 211 |France 147.237.76.86 |[navy.idf.il navy. i df . i 1/ navyl gener al . aspx paranet er Uncl eTypesTol gnore B ock 1
68.180.231.60 |Wited Sates |147.237.77.176|nat pash. i df . i | Paranet er Type Viol ati on Pagehim i n Bl ock 1
wan cogat . i df . i | / 1925- he/ cogat . aspx
185. 32. 179. 251 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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