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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185. 81. 157. 152 France 147.237.76. 44 e.refuah.idf.il |Back List dr op 1
185. 81. 157. 161 France 147.237.76. 177 ncore.idf.il B ack List drop 1
185. 81. 157. 152 Fance 147.237.76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action

162. 210. 196. 100 Lhited Sates 147.237.76. 31 nakchal .idf.il C1000074: HITP. naj estic bot Per mit 2
162. 210. 196. 100 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |CL000074: HTTP. najestic bot Per nit 2
89. 161. 141. 186 Pol and 147.237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) B ock 1
128. 199. 199. 35 S ngapor e 147.237.76. 86 navy.idf.il 3630: HIMP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249. 66.234 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 67
61.178.42.242 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.200|thited Sates |eitan aka.idf.il ET DRCP Dshiel d B ock Listed Source 1
61.178.42.242 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
180.213.5.205 |147.237.76.39 |China nobi | e. nei tav. i df.i |[ET SCAN NMVAP -sS wi ndow 1024 1
61.178.42.242 |147.237.72.156|China anan. i df.il ET SCAN Potential SSH Scan 1
163. 172. 213. 241|147. 237. 77. 212 E?i;;gom e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50,126 231 44 |147. 237 0.15  |Tai ven vosher-kravi i df il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128.199. 199. 35 |147.237.76.86 |S ngapore navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.183.223.228 [147.237.77.19 |Latvia lawforumidf.il [ET SCAN Potential SSH Scan 1
82.208. 160. 181 |147.237.77. 216 |Ronani a dover.idf.il Tehila - Perl LWP with fake user agent 1
41.160.222.18 [147.237.77.205|South Arica |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 15. 154. 133  [147.237.76.30 [France hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
64.137. 168. 128 |147. 237.76.86 |Canada navy.idf.il ET SCAN Potential SSH Scan 1
61.178.42.242 |147.237.77.205|China prisha.idf.il ET SCAN Potential SSH Scan 1
198. 167. 136. 153|147. 237.76.86 |Lhited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.178.42.242 |147.237.76. 147 |China chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
18593 185. 10 |147 237 8.50  |Wkrai ne o tikshuv.idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.178.42.242 |147.237.72.167|China ishurimaka.idf.il |[ET SCAN Potential SSH Scan 1
180. 213.5.205 |147.237.76.38 |Chi na eenitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
61.178.42.242 |147.237.0.35 |thina akavs. i df i | ET SCAN Potential SSH Scan 1
163. 172. 213. 241|147. 237. 8. 50 LK?i;gegom e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.183. 223. 228 [147.237.77.61 |Latvia e.cogat.idf.il ET SCAN Potential SSH Scan 1
110.5.109. 236  |147.237.8.27 |Indonesia e.madimatal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
41.160.222.18 |147.237.77.227|Suth Arica |e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.15. 154. 133 |147.237.76.38 |France eemitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
64.137.168. 128 [147.237.0.35 [Canada akavs. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Ste Signature Acti on ‘Count
141.226.218. 32 |lsrael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 18
108.211.14.79 |lited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
115.28.218. 121 |China 147.237.76.86 |navy.idf.il Bad TCP sequence iz'ureer:(::”sm wWth different alert 5
50. 83.246. 154 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
185. 112. 232. 186]lIraqg 147.237.0.35 |akaws.idf.il drop Frst packet isn't SN drop
82.114. 168. 158 |Yenen 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
173.0.51. 72 Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence iﬁureeéésnsmt Wth different aert 4
141. 226.218.32 |Israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence g;;e”ansm't with different wndow | oivor |4
115.28.218. 121 |China 147.237.76.86 |navy.idf il Bad TCP sequence isureert];:nsmt Wth different monitor |4
115. 28.218. 121 |Chi na 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
115. 28. 218. 121 |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
141. 226. 218. 32 |l srael 147.237.77.234 |hal ag.idf .il dr op Frst packet isn't SYN drop 3
115. 28. 218. 121 |Chi na 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
173.0.51. 72 Lhited Sates [147.237.76.86 |[navy.idf.il SYN At tack SYN -> SYN-ACK -> RST aert 3
173.0.51. 72 Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i':ureeéggnsmt wth different noni t or 3
54.167.185. 106 |Whited Sates 147.237.76. 197 |e. hi nush. i df . il G0- ocati on Geo- | ocati on i nbound enf or cenent drop 3
enf or cenent
173.0.51.72 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
173.0.51. 72 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
5.29. 162. 42 | srael 147.237.72. 167 |i shurimaka.i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
173.0.51. 72 Lhited Sates |[147.237.76.86 |[navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
141. 226.218.32 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence g;;e”ansm't with different wndow| oivor |2
185. 112. 232. 186|lIraq 147.237.0.35 |akavs.idf.il drop drop 2
173.0.51. 72 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
141. 226. 218. 32 |lIsrael 147.237.77. 234 |hal ag.idf .i| Bad TCP sequence noni t or 2
46. 19. 85. 161 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
129. 10. 9. 120 Lhited Sates |[147.237.72.166 |aka. idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169|Japan 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 139. 107|lhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
71.6.135.131 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
180. 97.106. 37  |Chi na 147.237.72. 167 |i shurimaka. i df . il drop SAMrul e drop 1
46. 19. 85. 161 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
173.0.51.72 Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invali d sequence nunber noni t or 1
130.162.37. 147 |[lhited Sates |147.237.0.17 inlmy' kosher-kravi-idf. |qyn At ack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 139. 119|lhited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
71. 6. 165. 200 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
100. 13. 130. 4 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37  |Chi na 147.237.76.31 |[nakchal .idf.il dr op SAMrul e drop 1
141. 226. 218. 32 |l srael 147.237.77.233 |ata .idf.il dr op First packet isn't SN drop 1
110. 5.109. 236 |l ndonesi a 147.237.8.27 |e.nadimatal .idf.il Go-1 ocati on Geo-1 ocation i nbound enforcenent  |drop 1
enf or cenent
184. 105. 139. 123|lhited Sates [147. 237.76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.18 Lhited Sates 147.237.0.200 |mdu.idf.il G0- ocati on Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
100. 13. 130. 4 Lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
184.105.139. 71 [nited Sates [147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
82.114. 168. 158 |Yenen 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 1
174. 61. 8. 106 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 80 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
171.120. 26. 143 |Chi na 147.237.0.200 |ndu.idf.il Go-1 ocati on Geo-1 ocation i nbound enforcenent  |drop 1
enf or cenent
119. 81. 249. 133 |Hong Kong 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop
104. 243. 163. 114|lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count

46.19.85.150 |lsrael 147.237.0.19 |nadimatal .idf.il [Suspicious Response Code B ock

128. 199. 199. 35 |9 ngapore 147.237.76.86 |navy.idf.il Paraneter Type Mol ation docld in navy.idf.il/navy/ general . aspx B ock

180. 97. 106. 37 |Chi na 147.237.76.86 |navy.idf.il Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock

68.180. 231. 60 |Uhited Sates  |147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ati on PageNimin Bl ock 1
waw cogat . i df . i |/ 1934- he/ cogat . aspx

198. 98. 124. 221 |Lhited Sates 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock

180. 97. 106. 37 |thina 147.237.0.34 |tikshuv.idf.il Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock

89. 161. 141. 186 |Pol and 147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in navy.idf.il/navy/general . aspx B ock 1

) nobi | e. nei tav.idf.i ) )
180. 97. 106. 161 [Chi na 147.237.76. 39 | Mitiple Illegal Byte Gde Character in Method from 180. 97. 106. 161 |B ock 1
. . Uhaut hori zed URL Access to

141. 226. 218. 32 |l srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1

77.124.37.26  |israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod CPTI QNS for v aka. i df . i |/ mai n/ sachar/ B ock

198. 98. 124. 221 |Lhited Sates 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to ww anan. i df.il/bl ogs/ wp-1 ogi n. php B ock

180. 97. 106. 37 |Chi na 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Qode Character in Method from180.97.106.37 [B ock 1

103.199.117.3 [india 147.237.76.86 [navy.idf.il Dstributed Paraneter Type Mol ation on navy.idh.il/navy/general .aspx g ooy 1
par anet er Uncl eTypesTol gnor e

_ nobi | e. nei tav.idf.i ) )
180. 97. 106. 161 [Chi na 147.237. 76. 39 | Miltiple NLL Character in Method from 180. 97. 106. 161 B ock 1
. . Unaut hori zed Met hod HEAD f or

144.76.120. 23 |Ger many 147.237.72. 166 |aka. i df . i | www aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1

81. 169. 144. 135 |Ger many 147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on navy. idf.il/navy/general .aspx g ooy 1
par aneter catld

207.46.13.86 |Uiited Sates 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1

180. 97. 106. 37 |thina 147.237.72. 156 [anan. i df . i | Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock 1

103.199. 117. 3 lindia 147.237.76.86 |navy.idf.i| Dstributed Paraneter Type Mol ation on navy.idf.il/navy/ general .aspx |5 1
par anet er docld

66.249.76.79 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

180. 97. 106. 161 |Chi na 147.237.76.42 |refuah.idf.il Ostributed I11egal Byte Gde Character in Mthod Bl ock 1

176. 14. 244. 114 23:;; o 147.237.76.42 |refuah.idf.il Unaut hori zed Method POST for 147.237. 76. 42/ 894- he/ ref uah. aspx  |Bl ock 1

81. 169. 144. 135 |Ger many 147.237.76.86 |navy.idf.il Dstributed Paraneter Type Mol ation on navy.idf.il/navy/general . asp< g 1
par anet er docld

180. 97. 106. 37 |Chi na 147.237.76.86 |navy.idf.il Mitiple Illegal Byte Gode Character in Mthod from180.97.106.37 |B ock 1

. . Paraneter Type Mol ation Wnhcl eTypesTol gnore in

128. 199. 199. 35 |3 ngapor e 147.237.76.86 |navy.idf.il navy. i df .i 1/ navy/ general . aspx B ock 1

66.249.79.37 |lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df.il/ page/ 76/ Bl ock 1

180. 97. 106. 161 |Chi na 147.237.76.42 |refuah.idf.il Distributed NLL Character in Method B ock 1

180. 97. 106. 37 |China 147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Code Character in Mthod from180.97.106.37 |B ock 1

89. 161. 141. 186 |Pol and 147.237.76.86 |navy.idf.il Paraneter Type Mol ation UperGatld in navy.idf.il/navy/general .aspx |B ock 1
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