09-22-2016-04:04:04 to 09-22-2016-05:04:04

1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
1604
120+"
i M navy.idf.il
804" B mobile.idf.il
B dover.idf.il
. M aka. idf.il
N”gber 40- M awidf.il
At t acks : \AW: E:ﬂana;: .alka. idf.il
- nakchal . i df . i
K § & § & N K- K N N
ﬁ’.\b Q/'.\b \1\6 ,z,’.\b s\b 3 N ,b‘.\b 3 ;\8\ M ishurimaka.idf.il
& PO FONT e %p@ & & anan. i df .i
éé& N 6@*\ B akavs. i df i |
& \
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

M 173. 31. 227. 150
202. 83. 120. 30

I 27.55.87.14
173.0.51. 72

Il 46. 19. 86. 86

M 180. 97. 106. 162

[ 89. 248. 174. 30

M 46. 19. 86. 230
212. 143. 142. 56

M 180. 97. 106. 37

Top Attackers



09-22-2016-04:04:04 to 09-22-2016-05:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

110. 249. 208. 86 Chi na 147.237. 72. 167 ishurimaka idf.il DOSS-t cp- zer o- seq drop 1
45, 32. 205. 187 Net her | ands 147.237.76. 197 e hinush.idf.il B ack Li st drop 1
189.61.175. 116 Bazil 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
82.221.105.7 | cel and 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
110. 249. 208. 86 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il [JLMPurple Gon_Limt_Tcp drop 1
38.229.1.13 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

149. 210. 239. 204 Net her | ands 147. 237.76. 86 navy.idf.il |3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
58. 221. 242. 130 147.237.76. 39 Chi na nobi | e. nei tav. i df.il GPL SCAN nmap TCP 2
212.86.219. 134 147.237.77. 74 Ger many lawidf.il Tehila - Perl LWP with fake user agent 2
89. 248. 174. 30 147.237.0. 17 Net her | ands m ny-kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
218.27.1. 174 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.149. 201. 80 147.237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237.0. 35 Net her | ands akavs. i df i | ET SCAN NVAP -sS wi ndow 3072 1
202. 164. 39. 21 147.237.0. 17 India mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
125. 213. 243. 10 147. 237.72. 167 Thai | and i shuri maka.idf.il ET SCAN Potential SSH Scan 1
115. 47. 12. 162 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 30 147. 237.76. 147 Net her | ands chi nuch. aka. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
89. 248. 174. 30 147.237.76.31 Net her | ands nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 174. 30 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
64.137. 168. 128 147.237.76. 31 Canada nakchal . i df.il ET SCAN Potential SSH Scan 1
41.160.222. 18 147.237.77. 121 South Africa e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211. 149. 201. 80 147.237.77. 19 Chi na | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237.0.35 Net her | ands akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 213. 241 147.237.77. 61 Uhi ted Ki ngdom e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 213. 243. 10 147. 237.72. 166 Thai | and aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 190. 90. 226 147. 237.77. 216 Ger many dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 30 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 174. 30 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

S reamng Engi ne: TCP

Inval id segnent retransnission.

27.55.87. 14 Thai | and 147.237.77. 243 |nobi l e.i df . i ) - dro 20
Inval id Retransm ssion Packet dropped. P
173.31.227. 150 |Whited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;'l:eer:é:m"“ wthdfferent 1. ert 18
173.31.227.150 |Uited Sates 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 18
173.31.227.150 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence ::E'Jeetncrznsm't wehdfferent Jopnitor |17
173.31.227.150 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor (17
173.31.227.150 |Wnited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |15
202.83.120.30 I ndonesi a 147.237.76.86 |navy.idf.il Bad TCP sequence i’;'l:eer:é:m"“ wehdfferent Jopnitor |12
202.83.120.30 |indonesia 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ﬁé:"smt wth different . o 11
202.83.120.30 [l ndonesia 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber monitor |11
202.83.120.30 [Indonesi a 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 11
202.83.120.30 [l ndonesi a 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor (11
46. 19. 86. 86 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST moni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
173.0.51. 72 Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’gﬁ:ﬁég"sm wehdifferent | pnitor |2
173.0.51. 72 Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or
46. 19. 86. 230 I 'srael 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.86.230  |Israel 147.237.77. 226 "‘:"Y“ chanatz. aka. 10l |oyN At t ack SYN -> SYN-ACK -> RST monitor |2
173.0.51. 72 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |2
141.212.122.29 |Uited Sates 147.237. 72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
46.117.107. 241 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 139. 100|lhited Sates 147.237.0.35 |akavs.idf.il drop drop 1
173.0.51. 72 Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence E‘ZZIJ:;(Z;I”S”“ wthdifferent 1) ey 1
141.212.122.31 |Wited Sates 147. 237. 76. 199 |e. nakchal . i df . i Geo- 1 ocati on enf or cenent Sg;’;ggﬁ:nfn I nbound drop 1
115. 28.218. 121 |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |1
46.19. 85. 219 I srael 147.237.77. 74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST monitor |1
173.0.51. 72 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
141.212.122.30 |Uited Sates 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |1
74.82.47.52 lited Sates 147.237.77. 121 |e.navy. i of . i1 Geo- 1 ocation enforcement  [C20;! ocation inbound drop 1
enf or cenent
198. 20. 69. 74 Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
171.120. 27.219 |Cni na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
115.28.218. 121 |China 147.237.76.86 |navy.idf il Bad TCP sequence i’(\;ureer:é:”sm't wehdfferent  Joonitor |1
141.212.122.30 |Uited Sates 147.237.72. 167 [i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
74.82.47.59 lited Sates 147.237.8.27 |e.nadimatal.icf.il  |Geo-location enforcement | &O!ocation inbound drop 1
enf or cenent
173.0.51.72 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122.19 |Uhited Sates 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
Pal esti ni an Do -
176. 67. 97. 222 Terri tory, Qreupi ed 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 1
173.0.51.72 Lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[alert 1
141.212.122.30 |Wited Sates 147. 237.76. 199 |e. nakchal . i df .1 Geo-1 ocation enf or cenent Zﬁ?;'rzgi:nfn  nbound drop 1
74.82. 47. 60 Lhited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
173.0.51.72 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber alert 1
141.212.122.20 |Uited Sates 147.237. 72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
216.218. 206. 114|nited Sates 147.237. 77. 216 [dover.idf . il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
176.67.97. 222 |RASstiman 140 537 77,176 |mat pash. i of . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
Territory, Gecupied
141.212.122.31 |Uhited Sates 147.237.72. 167 |i shurimaka.idf .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
115.28.218.121 |China 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
173.0.51. 72 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nuner monitor |1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
149. 210. 239. 204Netherlands ~ |147.237.76.86 [navy. i df . i Eaiyii zft.?? /E‘:v%:r:eg?eagpf S;Zg;gr el eTypesTol grore Bl ock 2
180.94.113.57  |Asstralia 147.237.72.166 [aka. i df . i | mu;l?:ri Id?.eidl /l\l:raztiihn(;dgi 333 Su\tshér::ri cati onservi ce. asnx/ get aut huser Bl ock 2
180. 97.106. 37 |China 147.237.76.30 |hi nush.idf.il Illegal Byte Qde Character in Mt hod Bl ock 1
66.249.76. 106 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwu aka. i df . i | /bamachane Bl ock 1
213. 8. 204. 24 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
180. 97. 106. 161 |Chi na 147.237.0.19 |nadimatal .idf.il Mil tiple NILL Character in Method from 180. 97. 106. 161 Bl ock 1
134. 249, 233.75 [Wkraine 147.237.72. 166 |aka. i df . i | m“;grii jfe.c: I'\/‘::a??j hﬁf d;f;ul (. aspx Bl ock 1
180. 97. 106. 162 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Ostributed 111egal Byte Gbde Character in Mthod B ock 1
180.97.106.37 |Chi na 147.237.76.30 |hi nush.idf.il NLLL Character in Method B ock 1
66.249.76.106 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter utmsource in wwy aka.idf.il/ishurininain None 1
213. 8. 204. 24 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/xnrpc. php Bl ock 1
180. 97. 106. 161 |Chi na 147.237.77.216|dover . i df . i | Illegal Byte Gode Character in Mthod B ock 1
180. 97. 106. 162 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed NLL Character in Mt hod B ock 1
180.97.106.37 |China 147. 237.77. 226 }AM:A" chamat z. aka. i d g‘glot_ig'?.el'olélegf Byte Qode Character in Method from B ock 1
68.180.230. 216 |[Lhited Sates |147.237.76.31 |nakchal .idf.il ma:gki;;ﬂ? .\i'il‘j'fﬂf_”h;agz'k\ﬁgigspx Bl ock 1
180. 97. 106. 161 |Chi na 147.237.77. 216 |dover.i df .i| NULL Character in Method B ock
157.55.39. 8 Lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to 147.237.76. 42/ robots. txt B ock

180. 97. 106. 162 |Chi na 147.237.77.74 [lawidf.il Illegal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 Chi na 147.237.77. 226 ¥M:V\|I chamat z. aka. i d Miltiple NILL Character in Method from 180. 97. 106. 37 B ock 1
124.73.5.134  |thina 147.237.72. 166 |aka. i df . i | m“;grii jfe.di Iﬁmﬁch?r;/t oot s 1 rckbackd Bl ock 1
180. 97. 106. 162 |Chi na 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock

66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock

180. 97. 106. 162 |Chi na 147.237.77.74 |lawidf.il NULL Character in Method B ock 1
180. 97. 106. 161 |Chi na 147.237.0.19 |madi matal .idf.il ﬂgligp'?i'o'é.efgll Byte (ode Character in Method from Bl ock 1
130.193.37.2 gjz;;nl on 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to ww arman. idf.il/favicon.ico Bl ock 1
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i | Dstributed NILL Character in Mt hod B ock 1
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