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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
109. 236. 86. 32 Net her | ands 147.237. 72. 156 aman.idf.il |network flood | Pv4 TCP- SYN drop 1
123.151. 42. 61 Chi na 147.237.76. 201 e atal.idf.il{B ock Udp All _Nets Con Linmt dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnature Devi ce Action |Count
62.210. 97. 48 France 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per mit 3
62.210. 97. 48 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 2
62.210. 97. 48 France 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Permit 2
141. 138. 169. 219 Net her | ands 147.237.76. 86 navy.idf.il [3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1
82.98.176. 41 Sain 147. 237. 76. 86 navy.idf.il [3630: HITP SQ Injection (Bool ean | dentity) Bl ock 1
5.196. 64. 151 France 147.237.76. 86 navy.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
89. 163. 213. 89 Ger many 147.237.76. 86 navy.idf.il [3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1
103. 27. 238. 178 M et nam 147. 237. 76. 86 navy.idf.il [3630: HITP SQ Injection (Bool ean | dentity) Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.201.236.50 [147.237.76. 177 |Wkrai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
200.241.137.4 |147.237.76.30 |Brazil hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.76. 177 |lkrai ne ncore.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
183.60. 111. 6 147.237.77. 179 |Chi na e.nmazi.idf.il ET SCAN Potential SSH Scan 1
163. 172. 213. 241|147.237.0.33 |United Ki ngdom [idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 102. 6. 19 147.237.77.216|thited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
183.60. 111. 6 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
113. 105. 246. 214|147. 237. 77. 170 |Chi na naar achot . i of . i | ET SCAN NVAP -sS w ndow 1024 1
183. 60. 111. 6 147.237.76.86 |[China navy. i df il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.76.30 |China hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
107.6.179.132 |147.237.0.17 |Netherl ands mny- kosher-kravi .idf.il ET m Behavi or al Lhusu.al ! y fast Termnal Server Traffic, 1
Potential Scan or Infection
183. 60. 111. 6 147.237.76.39 |China nobi | . mei tav. i df.il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
212.144.3.207 |147.237.76.39 |Ger many nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.224.160. 106 |[147.237. 76. 148 [Net her| ands gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 111. 6 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
212.144.3.207 |147.237.72. 166 |Ger many aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.224.160. 106 |[147.237.76.34 |[Netherlands yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.33 [Netherlands idf.il ET SCAN Potential SSH Scan 1
212.92.127.172 |147.237.8.28 ?;Z:;:I”ion e.nobil e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237. 76. 200 |krai ne eitan aka. idf.il ET SCAN NMAP -sS wi ndow 3072 1
211.149.201.80 |[147.237.0.17 |[China mny-kosher -kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.76. 177 |Wkrai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.154.13.71 |147.237.0. 34 tikshuv.idf.il SERVER- WEBAPP backup access 1
183. 60. 48. 25 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
74.82.47.12 147.237.77. 205 |Lhited Sates prisha.idf.il ET SOAN Behavi or al Lhusugj ly fast Termnal Server Traffic, 1
Potential Scan or Infection
183.60.111. 6 147. 237. 77. 176 |Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 76. 147 [Japan chi nuch. aka. i df .| ET SCAN NVAP -sS w ndow 1024 1
183. 60. 111. 6 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.76.31 |China nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
113. 105. 246. 214|147. 237.77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 111. 6 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
212.144.3.207 |147.237.77. 216 |Ger many dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102. 49. 92 147. 237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 111. 6 147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
212.144.3.207 |147.237.72. 217 |Ger many eidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.224.160. 106 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
183. 60. 111. 6 147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212.144.3.207 |147.237.0.17 |Ger many mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.224.160.106 |[147.237.0.35 [Netherlands akaws. i df i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 202 |Chi na e halag. idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.15 [Netherlands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.77.121|China e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address Sig nature
209. 222.15.231 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 22
99.45.186. 101 |lLhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
99.45.186.101 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence |al ert 16
99.45.186.101 [lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence [nonitor 15
99. 45. 186. 101 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN - > SYN ACK -> Ti neout alert 15
99.45.186. 101 |Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
173.31.227.150 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence [nonitor 12
2.53.20.35 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
2.53.20. 35 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 12
173.31.227.150 |Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
173.31.227.150 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
173.31.227.150 |Uhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence |al ert 10
173.31.227.150 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 9
2.53.20.35 I'sr el 147.237.77. 216 |dover. i . i1 Bad TCP sequence SIACK retransmt wehdifferent — opnitor o
176.13. 225. 100 |l srael 147.237.72. 166 |aka.idf il drop First packet isn't SYN drop
2.53. 20. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.53.20.35 I'sr el 147.237.77. 216 |dover. i df . i drop ?Yﬁxgi;zfezw SYN packet - RSTor 4o 4
82. 81. 214. 189 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 66 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 196. 84 |l srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 228. 205 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.20.35 I srael 147.237. 77. 216 |dover.idf .il dr op drop 2
189. 220. 21. 156 |Mexi co 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
176. 67. 97. 222 (F;ajcis;iigjja” Territory, 147, 237, 77. 176 |natpash.idf.il  |dr op First packet ism't SWN drop 2
5.22.134.199 | srael 147.237.72. 166 |aka.idf il drop First packet isn't SYN drop 2
104. 35. 141. 143 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
97.106.111.25 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
141.212.122. 136|lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |lhited Sates 147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184.105. 139. 112|lhited Sates 147.237.72. 217 |e.idf.il @o- | ocati on Geo- | ocation i nbound enf or cenent drop 1
enf or cenment
84. 108. 21. 106 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.19 |Whited Sates 147.237.8.28 |e.nobile-ks.idf.il Go-1 ocati on Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
106. 186. 113. 169|Japan 147.237.0. 19 nadi matal.idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127. 172 |Russi an Federation 147.237.8.24 |e.lifestyle.idf.il G0- | ocati on Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
97.106.111.25 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence |al ert 1
46.116.194. 189 i srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence m*éﬁsrcztl rea”sm't wth different monitor |1
141.212.122. 137|lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.16 |lhited Sates 147.237.72. 217 |e.idf .il @o-1 ocatii on Geo-1 ocati on i nbound enf or cerent drop 1
enf or cenment
184. 105. 139. 120|Whited Sates 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
87.69.224.204 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert
141.212.122.20 |lhited Sates 147.237.8.28 |e.nobile-ks.idf.il G0- | ocati on Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
212.92.127. 172 |Russi an Federation 147.237.8.28 |e.nobile-ks.idf.il @o- ocati on Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
97.106.111.25 |[thited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different sequence [nonitor 1
50. 88. 124. 88 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
169. 229.3.91 Lhited Sates 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.16 |lhited Sates 147.237.76. 201 |e.atal .idf.il G0- | ocati on Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
87.69.224.204 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.26 |lhited Sates 147.237.77. 243 |nobil e.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
110. 5. 109. 236 I ndonesi a 147.237.77. 178 |e. nat pash. i df . i | G0- | ocati on Geo- | ocation i nbound enf or cenent drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Slte ‘S gnature Action ‘Count
5.196. 64. 151 France 147.237.76.86 |navy. i df.il|Paraneter Type Mol ation Uncl eTypesTol gnore in navy.idf.il/navy/ general . aspx B ock 2
50.62.160.139 [Lhited Sates |147.237.76.86 |navy.idf.il Ep;terr'g:fg Paraneter Type Vol ation on navy.idf.il/navy/general .aspx paraneter g 2
82.98. 176. 41 Spain 147. 237. 76. 86 navy.idf.i | Ostributed Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter B ock 2
Uncl eTypesTol gnor e
141.138.169. 219Netherlands  |147.237.76.86 [navy.idf.il Eaff;' buted Paraneter Type Vol ation on navy.idf.il/navy/general . aspx paraneter g 2
103.27.238.178 |V etnam 147.237.76.86 |navy.idf.il Ep;tgr'gffg Paraneter Type Mol ation on navy.idf.il/navy/general . aspx paraneter | 2
89.163.213.89  |Ger nany 147.237.76.86 |navy. idf il Ostributed Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter B ock 1
Uncl eTypesTol gnor e
41.13.0.128 South Arica 147.237.72. 166 |aka. i df . i | |Unaut horized Method POST for ww aka. i df.il/main/kapat z/ Bl ock 1
149.210. 239. 204|Netherlands ~ |147.237.76.86 |navy. i df .|| (?Oitlrd' buted Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter g 1
103. 27. 238. 178 |V et nam 147.237.76.86 |navy.idf. i Eatsfgl buted Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover . i df . i[Mil ti pl e Unaut hori zed LRL Access from 66. 249. 79. 58 B ock 1
141.138.169. 219|Nether | ands  |147. 237.76.86 |navy. i df . || Str1buted Paraneter Type Mol ation on navy.idf.il/navy/general . aspx paraneter o 1
Uncl eTypesTol gnor e
89.163.213.89 |Ger many 147.237.76.86 |navy. i df.il|Paraneter Type Mol ation catld in navy.idf.il/navy/general . aspx Bl ock 1
46. 4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | [Uhaut hori zed Method HEAD for wwwu aka. i df . il/ brot hers/ skira/ def aul t. asp B ock 1
172.56.12.159 |Uhited Sates |[147.237.72.166|aka.idf.i| |Wauthorized Method PCST for v aka.idf.il/nai n/ haredi mi general . aspx B ock 1
104. 157. 23. 184 |Canada 147.237.77.216|dover. i df . ijMi tipl e Untraceabl e SSL Sessions from 104. 157. 23. 184 (Qpen Mde) None 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover . i df . i|Uhaut hori zed URL Access to wan i df.il/appl e-app-site-associ ation B ock 1
141.138.169. 219Netherl ands  |147.237.76.86 [navy.idf.il Dwztgr'g:fg Peraneter Type Mol ation on navy. idf..il/navy/ general . aspx paraneter g o\ 1
89.163.213.89 |Ger many 147.237.76.86 |navy. i df.il|Paraneter Type Mol ation docld in navy.idf.il/navy/general . aspx Bl ock
180. 76. 15. 24 Chi na 147.237.72. 156 [aman. i df . i I|Uhaut hori zed URL Access to wwwy aman.idf.il/robots. txt B ock 1
108.60.209. 91 |lhited Sates |147.237.76.86 |navy.idf.il Ep;tgr'gffg Paraneter Type Mol ation on navy.idf.il/navy/general . aspx paraneter | 1
5. 196. 64. 151 France 147.237.76.86 |navy. i df.il|Paraneter Type Mol ation WperGatid in navy.idf.il/navy/ general . aspx B ock 1
103. 27. 238. 178 |V et nam 147.237.76.86 |navy.idf. i Dstributed Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter B ock 1
Uncl eTypesTol gnor e
50.62.160.139 |United Sates |147.237.76.86 [navy.idf.il (?Oitlrdl buted Paraneter Type Mol ation on navy.idf.il/navy/general . aspx paraneter |, . 1
. . . |Unhaut hori zed Met hod CPTI ONS for
180.94.113.57  |Asstralia 147.237.72. 166 |aka. i df . i | ww aka. i df.i |/ nmai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
108.60.209.91 |[Uhited Sates |147.237.76.86 |navy.idf.il (?Oitlrdl buted Paraneter Type Mol ation on navy.idf.il/navy/general . aspx paraneter |, . 1
82.98. 176. 41 Spain 147.237.76.86 |navy. i df. | IEaISTLI buted Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx par anet er B ock 1
5 196. 79. 214 France 147.237.76.86 |navy.idf.il CD;TQ buted Paraneter Type Mol ation on navy.idf.il/navy/ general . aspx paraneter B ock 1
141.138.169. 219Netherlands  |147.237.76.86 [navy.idf.il Eljoitlrdl buted Paranet er Type M ol ation on navy.idf. il/navy/general .aspx paraneter g oo\ 1
66.249.66.190 |[lsrael 147.237.77.74 [lawidf.i| |Uhauthorized URL Access to waw nag.idf.il/993/ pat zar. aspx Bl ock 1
207. 46. 13. 63 Lhited Sates [147.237.77.216|dover. i df . i|uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ nain. asp B ock 1
139. 162. 13. 205 |9 ngapore 147.237.77. 234 |hal ag. i df . i|Untraceabl e SSL Sessions: Protocol violation (SSL_QONN QLI ENT_HELLQ None 1
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