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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count]|
185. 81. 157. 152 France 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
106. 186. 113. 132 Japan 147.237. 76. 30 hi nush. i df .i | bl ock-sp-trafl forward 1




09-22-2016-02:04:03 to 09-22-2016-03:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S’gnature Devi ce Action ‘Oount |
216. 68. 91. 180 Lhited Sates 147.237.77.233 |atal .idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 12
205. 144. 171. 34 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 12
92.222.142. 219 France 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 11
79.170. 196. 68 United Ki ngdom 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 11
158. 85. 253. 245 Lhited Sates 147.237.77.176 |mat pash.idf.il |6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 11
184. 168. 46. 74 Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 7
74.84.136. 105 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216. 68. 91. 180 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
201.216. 208. 137 |Argentina 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
158. 85. 253. 245 Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
177. 185. 194. 45 Brazil 147.237.77.74 [lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 Lhited Sates 147.237.77.176 |mat pash. i df.il |3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 6
158. 85. 253. 245 Lhited Sates 147. 237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
66. 96. 128. 60 Lhited Sates 147.237.77.74 [lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 Lhited Sates 147.237.76.86  [navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
205. 144. 171. 34 Lhited Sates 147.237.76.42 |refuah.idf.il [5670: HITP. SQ Injection (SALECT) B ock 5
137.117. 8. 203 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
184. 168. 46. 74 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 2
137.117.11.51 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
87.242.112. 45 Russi an Federation [147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 2
158. 85. 253. 245 Lhited Sates 147.237.77.176 |mat pash.idf.il |9785 HITP. SQ Injection (Referer Header) B ock 1
79.170. 196. 68 United Ki ngdom 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
40. 85. 96. 77 Irel and 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
158. 85. 253. 245 Lhited Sates 147.237.77.176 |mat pash.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
205. 144. 171. 34 Lhited Sates 147.237.76.42 |refuah.idf.il [9785 HITP. SQ Injection (Referer Header) B ock 1
92.222.142.219 France 147. 237. 76. 86 navy.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
200. 59. 199. 229 Argentina 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

158. 85. 253. 245 [147.237.76.86 |Whited Sates |navy.idf.il A Injection - Select Fom 26
216.68.91.180 |147.237.77.233|Whited Sates |atal .idf.il SQ Injection - Select Fom 20
74.84.136.105 |147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 18
205.144.171. 34 |147.237.76.42 |Wited Sates [refuah.idf.il SQ Injection - Select From 17
201. 216. 208. 137|147. 237. 77. 74 |Argentina lawidf.il SQ Injection - Select Fom 8

66. 96. 128. 60 147.237.77.74 |United Sates [lawidf.il SQ Injection - Select Fom 8

177.185.194. 45 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 4

137.117.11.51 |147.237.0.34 |lhited Sates [tikshuv.idf.il SQ Injection - Select Fom 4

137.117.8.203 [147.237.0.34 |Whited Sates |tikshuv.idf.il SQ Injection - Select From 2

158. 85. 253. 245 [147.237.77.176|lhited Sates  |natpash.idf.il A Injection - Select From 2

5.135. 165. 89 147.237.77.74 |France lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2

114.112. 83. 142 (147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1

106. 240. 247. 43 [147. 237. 76. 201 okfrea’ RepUDI I C 1o el il i ET SCAN Potential SSH Scan 1

89. 43.123. 180  |147.237. 77. 226 |Romani a v chanat z. aka. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1

Potential Scan or Brute Force

198. 20. 69. 98 147.237.76.200|Whited Sates |eitan aka.idf.il ET DROP Dshiel d B ock Li sted Source 1

66.249.76.109 |147.237.72.166|Wited Sates [aka idf.il ET SCAN NVAP -sA (2) 1

63.221.141.195 |147.237.8.46 |Lhited Sates |e chinuch.idf.il ET SCAN Potential SSH Scan 1

47.88. 4. 204 147.237.76. 38 |Canada eenmitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1

130, 162, 13. 205|147, 237, 77. 234 ngapore el ag.i of i SEF\’\/ER APAO—E_ Apache nod_ssl non-SSL connection to SSL port 1

deni al of service attenpt

118. 103. 126. 194|147. 237. 76. 39 [Japan nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1

110. 5. 109. 236  [147.237. 76. 34 |l ndonesi a yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1

94.102. 49. 92 147.237. 77. 243 [Net her | ands nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1

184.168. 46. 74 |147.237.76.86 [lhited Sates [navy.idf.il A Injection - Select From 1

63.221.141.195 |147.237.8.14 |lhited Sates [e.orchot.idf.il ET SCAN Potential SSH Scan 1

157.122.97.182 (147.237.0.15 |China kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1

119 120. 132, 246|147 237 77. 121 |chi na e navy. i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address Signature
208.102.113.29 |Uited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |26
68. 56. 69. 224 Lhited Sates |147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 23
79.180.112.32 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |17
66. 96. 128. 60 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop
73.9.5.76 Lhited Sates |147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
158. 69. 120. 182 |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’:uree:“;:m”"t wth different monitor |4
Sreaning Engine: TCP Invalid i i ssi
37.142.222.76  |israel 147. 237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
158. 69. 120. 182 |Lhited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
174.200.13.71 |Wited Sates [147.237.77.216 |dover.idf.il dr op First packet ismt SWN drop 4
158. 69. 120. 182 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
176.13. 225. 100 |Israel 147.237.72. 166 |aka i df . i1 SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
67.213.41.254 |lited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |4
158.69. 120. 182 |Wnited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmr:nsmt with different alert 4
73.9.5.76 Lhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
73.9.5.76 Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Ss;zlur:r:cr:nsmt Wth different o ert 3
Sreaning Engine: TGP Invalid i i ssi
66.249.66.10  |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
73.9.5.76 Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Ss;zlur:r:cr:nsmt wthdifferent —fonitor |3
31.172.80.225 |Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
172.58.19. 57 Lhited Sates |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
99.45.186.101 |tited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’:uree:“;:m”"t wth different monitor |2
46.19. 85. 24 I srael 147.237.72. 166 |aka i df . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |2
70.35.195.221 |tited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uree;(;:nsmt with different al ert 2
158. 69. 120. 182 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 2
31.172.80.225 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmr:nsmt with different alert 2
99.45.186.101 |Lhited States |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
31.172.80.225 |Germany 147.237.76.86 |navy.idf.il Bad TCP sequence Ss;zlur:r:cr:nsmt wth different monitor |2
31.172.80.225 |Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST al ert 2
99.45.186.101 |Wited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
141. 226.218. 72 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber nonitor |2
77.126. 27. 148 | srael 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
Sreaning BEngine: TCP Invalid i i SSi
157.55.39.226 |Uited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransmi ssi on Packet dr opped.
99.45.186.101 |Wnited States |147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ureegésnsmt with different aert 1
61.136.195.22 |China 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
149. 202. 102. 147 France 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
106. 186. 113. 169|Japan 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
185. 20. 5. 157 LKJ?'r:gegom 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |alert 1
169.229.3.91  |Wited Sates |147.237.76. 197 |e. himush.idf.il Geo- | ocati on enf or cenment Geo-locati on i nbound drop 1
enf or cenent
70.35.195.221 |lited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
46.117.126. 244 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |1
137.116.71. 170 |Wited Sates |147.237.77. 227 |e hamaz.idf.il Geo- | ocati on enf or cenent Sﬁ?;)'rggi'nf” I nbound drop 1
31.172.80.225 |Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |mnitor |1
169.229.3.91  |wited Sates [147.237.0.17 ;“I”Iy kosher-kravi.id |qy\ At ack SYN -> SYN-ACK -> RST monitor |1
149. 202. 102. 147|France 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
106. 186. 113. 169 |Japan 147. 237. 76. 197 |e. hi nush. i df . i Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
185. 20. 5. 157 z";;gom 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
81.207.71.72  [Netherlands |147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmr:nsmt wthdifferent o erg 1
169.229.3.91  |wited Sates [147.237.76. 202 e hal ag.idf il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46.120.12. 155 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 1
139.162. 37. 147 |Whited Sates |147.237.76. 148 |ggcenter. aka.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.55.36. 101 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 239
46.116.211.29 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
83.130.79.225 [Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 17
37.142.222.76  |lsrael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e UWnaut horized URL Access from 37.142.222. 76 B ock 2
} . . Unaut hori zed Met hod PCST for
204.79.180.165 |lWited Sates [147.237.72.166|aka.idf.il Wi aka, i of i1/ il Ui it enpl at es/ i nner . asp Bl ock 1
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il Miltiple NOLL Character in Method from 106. 186. 113. 132 B ock 1
68.180.231.57 |nited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwwyidf.il/1362- he/ dover.aspx |B ock 1
31. 168. 86. 93 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
157.55.39. 242 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il Illegal Byte Gode Character in Header Nane B ock 1
66.248.199. 146 |lWnited Sates [147.237.76.147|chi nuch. aka.idf.il [PHP Attenpt B ock 1
) wwv, chamat z. aka. i ) o
207.46.13. 31 Lhited Sates |[147.237.77.226 df il Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx Bl ock 1
106. 186. 113. 132|Japan 147.237.76.30 |hi nush.idf.il NULL Character in Header Nane at B ock 1
77.138.151.177 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka.idf.il/ishurim B ock 1
} . . . . |Untraceabl e S Sessions: Protocol violation
169. 229. 3. 91 Uhited Sates [147.237.76.39 |nobile.neitav.idf.il (SSL_OONN QLI ENT HELLO) None 1
Illegal Byte (ode Character in Mt hod
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il [[#0]1 B[ #O11 [ [#1]1[[#26] 1 +<M[#0] 1[[#1]1[[#O11[[#O11[[#1]1[[#O1[[#0] |& ock 1
JLI#ON [[#O1] [[#O1 ] [[#O]] [[#0][[#O1] [[#O1] [[#O]]1[[#1][[#0]][[#0]]
: . . . Uhaut hori zed URL Access to
66.248.199. 146 Lhited Sates |147.237.76.147[chi nuch. aka. i df il -0 "o S T ogs/ v~ | ogi n. php B ock 1
NLLL Character in Method
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il [[#0]1 B[ #O1 1 [[#1]1[[#26] 1 +<M[#0] 1 [[#1]1[[#O11[[#O11[[#0]1[[#O1]1[[#0] |H ock 1
JL#HON [[#O1 [[#O1 T [[#O]] [[#0 ][ [#O1] [[#O1][[#O]1[[#][[#O]][[#]]]
www. chamat z. aka. i i
37.142.222.76  |israel 147.237.77. 226 Whaut hori zed LRL Access to Bock |1
af.il waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . . SS. Uhtraceabl e Gnnection - Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il (SSL CONN CLI ENT HELLO) None 1
106. 186. 113. 132|Japan 147.237.76.30 |hi nush.idf.il Mal formed URL B ock 1
66. 249. 76. 2 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/.well-know assetlinks.json |B ock 1
5. 255. 253. 34 :ZZ:;} o 147.237.72. 156 |lanan. i df . i | Uhaut hori zed LRL Access to ist.ips.gov.il/robots. txt B ock 1
Unknown HTTP Request Met hod
; ; ; #0] 1 op[#O1] [[#1]] [[#26] ] +<M [#0] ][ [#L ] [[#0] 1 [[#O]1 [ [#1 ] [[#0]] [[#0]
106. 186. 113. 132]J 147.237.76.30 |hinush.idf.il [t |8 ock 1
apan 1LT#O I [[#O1 ] [[#O] T [[#01 1 [[#2] 1 [[#O1] [[#O1 ] [[#Q]1[[#1][[#O1][[#0]] in
R
104. 157. 23. 184 [Canada 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
_ ny- kosher - kravi . i df _ o
40.77. 167. 62 Lhited Sates |147.237.0.16 i| Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
185. 120. 124. 29 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/sachar/undefined |8 ock 1
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il Mitiple I1legal Byte Code Character in Mthod from 106. 186. 113. 132 |Bl ock 1
m ny- kosher - kr avi . i i
66.249.76.52  |Israel 147.237.0.17 | llegadl Paraneter Encoding rnd in . None 1
idf.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
31. 168. 86. 93 | sr ael 147.237.77. 176 [nat pash. i df . i | PHP At enpt B ock 1
. . Untraceabl e S3. Sessions: Protocol violation
139. 162. 13. 205 |9 ngapor e 147.237.77.234|hal ag. i df . i | (SSL_OONN CLI ENT HELLO) None 1
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il Abnorrmal |y Long Request net hod B ock 1
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