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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker
Country

Target
Address

Signature

TCP handshake vi ol ation, first packet not

54.72.0.55 Ireland 147.237.77. 216 dover.idf.il syn drop
42.112. 10. 89 \i et nam 147.237.0.17 Im”y' kosher-kravi. idf.i o1 d TP A ags drop
42.112.10. 73 Vi et nam 147.237.0.17 Im”y' kosher-kravi. Tdf.i 1, ooy g TP A ags drop
185.94.111.1 Russi an Federation 147.237. 76. 31 nakchal .idf.il B ack List drop
42.112. 10. 81 Vi et nam 147.237.0.17 Imny' kosher-kravi . 1df.1 1, oy d T A ags drop
42.112.10. 66 Vi et nam 147.237.0.17 mm-kosher-kravt- 101 vl d Top A ags drop
42.112.10. 74 i et nam 147.237.0.17 Imny' kosher-kravi. Tdf.i 1, i g TP A ags drop
185.94.111. 1 Russi an Federation 147.237. 76. 38 eeneitav.idf.il B ack List drop
42.112.10.83 Vi et nam 147.237.0.17 mm-kosher-kravt- Tdl1 et o Top A ags drop
42.112. 10. 69 Vi et nam 147.237.0. 17 Im”’" kosher-kravi. i df.i 1, o1 d TP A ags drop
122.224.153. 109 Chi na 147.237. 76. 39 nobi | e. nei tav.idf.il JLMPurple Gon Limt _Htp dr op
42.112.10. 75 \i et nam 147.237.0.17 Im”y' kosher-kravi. idf.i o1 d TP A ags drop
42.112.10. 85 i et nam 147.237.0.17 Im”y' kosher-kravi - 1df.1 1, ot d TP A ags drop
42.112.10. 70 \i et nam 147.237.0.17 Im”y' kosher-kravi. idf.i o1 d TP A ags drop
122. 224. 153. 109 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il JLM Under _Attack Con Htp drop
42.112. 10. 80 M et nam 147.237.0.17 mny-kosher-kravi. idf-1 1, i 4 TP A ags drop
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
166. 62. 42. 29 Lhited Sates 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 8. 208. 130 Net her | ands 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6

52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il ]13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 8.208. 130 [147.237.77.74 |Nether| ands lawidf.il A Injection - Select Fom 8
166. 62. 42. 29 147.237.77.233|Wnited Sates [atal .idf.il SQ Injection - Select Fom 8
80. 15. 154. 133 |147. 237. 77. 205 |France prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
164. 52.227. 101 |147.237.76.200(lhited Sates |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
77.252. 26. 51 147.237.8.27 |Pol and e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
118. 217 223. 25 |147. 237 76. 106 |KO7€2 Repudlic| . oo ET SIJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
58, 244. 234. 106 |147. 237, 0.200 |chi na i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
100. 13. 130. 4 147.237.76.202|thited Sates [e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
47.88. 4. 204 147. 237. 77. 121 |Canada e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 49. 92 147. 237. 77. 216 [Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.91.75.231 147.237.77. 227 |Whited Sates |e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 244.226. 214 |147.237.76. 148 |Fort ugal gqcenter. aka. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
23.91.75.231 147.237.8.28 |lhited Sates |e.nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
206. 246. 150. 226(147. 237. 77. 227 |Wited Sates |e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 244.226. 214 |147.237.76.39 |Rortugal nobi | . nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
2.235.174.164 |147.237.8.27 |italy e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
206. 246. 150. 226(147. 237. 77. 176 |Lhited Sates  |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 244, 226.214 [147.237.0.34 |Portugal tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
200.241.137.4 |147.237.0.33 |Brazil idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 15. 154. 133 [147. 237. 77. 233 |France atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.15.154. 133 [147.237.0.19 |Fance nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139.162. 13. 205 |147.237.0.15 |S ngapore kosher-kravi .idf.il . . 1
deni al of service attenpt
77.252.26.51 147.237.8.27 |Poland e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
118. 103. 126. 194|147. 237.0.35  [Japan akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
58.220.2.5 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
100. 13. 130. 4 147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.24. 228. 20 147.237.76. 31 E;ir:;cci]om nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
89.139. 114. 189 |147.237. 72. 166 |l srael aka.idf.il portscan: TCQP Distributed Portscan 1
23.91.75. 231 147.237.77.216 |Whited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.27.1.174 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 244, 226. 214 |147.237.76.44 |Portugal e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
2.235.174.164 |147.237.8.50 |[italy e tikshuv.idf.il ET SCAN Potential SSH Scan 1
206. 246. 150. 226(147. 237. 77. 226 |Lited Sates  |[wwv chamatz. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
85. 244, 226. 214 |147.237.76.31 |Portugal nakchal . i df i | ET SCAN Potential VWNC Scan 5900- 5920 1
2.235.174.164 |147.237.8.14 |[itay e.orchot.idf.il ET SCAN Potential SSH Scan 1
200.241.137.4 |147.237.0.35 |Brazil akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
85.244.226.214 [147.237.0.19 |Portugal nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature

45.59. 62. 27 Lhited Sates |147.237.76.86 |navy.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout noni t or 103
Sreamng Engine: TCP Invalid i i ssi

176.13. 225. 134 |Israel 147. 237.77. 243 |nubi 1 e.i df i 9 =g nval i d segnent retransmssi on. drop 51
Ret ransm ssi on Packet dr opped.

79.176.126.196 |l srael 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransnit wih different monitor |29

W ndow scal e

93.151.220.3 Italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24

172.252. 126. 103|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
Sreamng Engine: TCP Invalid i i ssi

46. 19. 85. 39 I'srael 147. 237.77. 243 |nobi l e.i df i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.

46.19. 85. 171 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert

46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 39 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi

2.55.145.226  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.

46. 19. 85. 39 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid AGK nunber alert

46. 19. 85. 39 I srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi

31.210.187.86 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 39 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

24.155.246.247 |Uited Sates  [147.237.76.86 |nawy.idf.il [Bad TCP sequence ?J;‘J:;é:m"“t wWith different al ert 5

24.155.246. 247 |hited Sates  [147.237.76.86 |raw.idf.il |Bad TCP sequence i’:}ﬁ:ﬁé:nsmt Wth different mnitor |5

46.117.76.103 [israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

24.155. 246. 247 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or

212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop

195. 239. 16. 40 RJSf;:I”ion 147.237.77.74 |lawidf.il drop Frst packet isn't SIN drop 4

24.155.246. 247 |Whited Sates  [147.237.76.86 |[nawy.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout alert 4

195. 239. 16. 53 RJSf;;”ion 147.237.77.74 |lawidf.il  |drop First packet ismt SWN drop 4

24.155. 246. 247 |lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 4
Sreamng Engine: TCP Invalid i i ssi

66.249.64.85  |Uited Sates  |147. 237.76. 200 |eitan. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.183.39.49  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 3
Ret ransnmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 195. 226 I sr ael 147. 237.77. 243 |mobi l e, i f . 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

109. 253. 218. 21 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 2

24.4.50.221  |[wited Sates  [147.237.76.86 |raw.idf.il |Bad TCP sequence i’:}ﬁ:ﬁé:nsmt Wth different monitor |2

24.4.50. 221 Wited Sates |147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 2

46.19.86.251  |israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINWAK retransmt with different Jooniior |2

W ndow scal e

213.77.24.132 |Pol and 147.237.72.156 |anan.idf.il  |Bad TCP sequence Inval i d AGK nunber noni t or 2

79.179.168.66 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 2

109. 253. 140. 251l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2

24.208. 186. 108 |lLited Sates 147.237.76.86 |navy.idf.il SYN Attack alert 2

141. 226. 218. 113|I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

79.180.159.88 |[lIsrael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
Sreamng Engine: TCP Invalid i i ssi

77.139.74.146  |France 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.

149.56.106.186 |lhited Sates  |147.237.76.86 |nawy.idf.il |Bad TCP sequence i’:l;:;é:’mt with different monitor |2

109. 253. 140. 251l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2

24.208.186.108 |lhited Sates |147.237.76.86 |navy.idf.il |SYN Attack noni t or 2

24.4.50.221 Lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 2

149.56. 106. 186 [lhited Sates |147.237.76.86 [nawy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 2

37.26.148.153 |[lsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2

161.18.72.175 |Col onbi a 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2

85. 64.103. 217 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2

24. 4. 50. 221 Wited Sates  [147.237.76.86 |nawy.idf.il |Bad TOP sequence :’Z’;J:;ésnsmt Wth different al ert 2

46.19. 85. 136 | srael 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SN drop

79.167.136. 251 |Geece 147.237.77. 176 |natpash.idf.il [SYN At t ack SYN -> SYN-ACK -> RST noni t or

109. 253. 140. 251l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 2

66.90.218.69  [Lhited Qates |147.237.76.86 [maw.idf.il |Bad TCP sequence S retransnit wih different aert 1

seqguence
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
109. 253. 140. 70 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 31
213.8.204.13 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 86. 39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . - Unhaut hori zed URL Access to
2.53.173.31 I 'srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 3
109. 253. 221. 75 |I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock
2.53.173.31 I srael 147.237.77.243|nobi | e. i df . i | Ml tiple Uhaut horized URL Access from 2.53.173.31 B ock
79.178.129. 123 |I srael 147.237.72. 156 |anan. i df . i | D stributed Doubl e URL Encodi ng B ock
. . Paraneter Type Mol ati on ct| 00$Qont ent A acetbl der 1$t xt Last Nane i n
213.151.46. 98 |Israel 147.237.76.42 |refuah.idf.il v r ef a. at al i df i |/ 1518- e/ r ef uah. aspx Bl ock 2
m ny- kosher - kravi . i
66.249. 64. 131 |l srael 147.237.0. 17 of niyl DOstributed I11egal Paraneter Encodi ng None 2
.o . Untraceabl e SS. Sessi ons: Protocol violation
139. 162. 13. 205 |S ngapore 147.237.0.15 |kosher-kravi.idf.il (SSL_OONN GLI ENT HELLO) None 2
79.176. 126. 196 || srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
66.248.219.109 |Lhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock
176. 13. 225. 134 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
m ny- kosher - kravi . i
66. 249. 76. 53 | srael 147.237.0. 17 of niyl DOstributed |11 egal Paraneter Encodi ng None 1
46.19.85.30  |Israel 147.237.0.19 |nadi matal .idf.il Doubl e LR, Encoding - paraneter: Returntrl in B ock 1
nadi matal .idf.il/login. aspx
. ny- kosher-kravi.idf.i |untraceable S Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.0. 16 | (SSL_CONN_CLI ENT_HELLO) None 1
157.55.39. 161 |Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock
66.248.219. 109 [Lhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to chinuch. aka. i df . il /bl ogs/wp-1 ogi n. php |B ock
. . . . Doubl e URL Encoding - paraneter: rdfromin
176. 13. 243. 184 |I srael 147.237.72.167|i shuri maka. i df . i | v i shuri maka. i df i |/ 1050- e/ pi ckcerti fi cat es. aspx B ock 1
77.138. 162. 100 |France 147. 237.72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
virwy anan. i df . i | / favi con. i co
. . . . . Unhtraceabl e SS. Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.76.39 |nobile.neitav.idf.il (SSL_OONN OLI ENT HELLO) None 1
157.55.39.226 |lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/tiznoret/hone/default.asp [None 1
80.179.54.68 |[lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 80.179. 54. 68 B ock
31.154.81.28 |Israel 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock
. .. . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 37 |Chi na 147.237.0.15 |kosher-kravi.idf.il (SSL_OONN QLI ENT HELLO) None 1
77.139.69. 182 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139. 69. 182 |Bl ock 1
. . . . Untraceabl e SS. Sessions: Protocol violation
180. 97. 106. 162 |Chi na 147.237.76.200(ei tan. aka. i df . i | (SSL_OONN GLI ENT HELLO) None 1
62.90.35.177 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in _— None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
. . . . Untraceabl e SS. Sessions: Protocol violation
169.229.3.91 |Whited Sates |147.237.0.19 |nadimatal.idf.il (SSL_OONN GLI ENT HELLO) None 1
80.179.54.68 |[lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css |B ock 1
m ny-kosher-kravi.i |illegal Byte Qode Character in Paraneter Nane
66. 249. 64. 131 |l srael 147.237.0. 17 df il CH&TI07@ DKA&F Az H 1KR] [ #28] ] { Bl ock 1
31.154.81.28 |[Israel 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
. . . . Unhtraceabl e SS. Sessions: Protocol violation
180. 97. 106. 37 |Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT HELLO) None 1
157.55.39.99 [lhited Sates [147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/index-files/listLl xls B ock 1
77.139.69. 182 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for wwwu aka. i df . il/main/giyus/kiosk/ [B ock 1
, www. chamat z. aka. i df _ o
207. 46.13. 31 Lhited Sates 147.237.77. 226 i Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx Bl ock 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf .il Lhaut hori zed Met hod PCST for aka.idf.il/mai n/hone/ defaul t.aspx |B ock 1
. . . . Unhtraceabl e SS. Sessions: Protocol violation
169.229.3.91 |lhited Sates |147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT HELLO) None 1
95. 143. 213, 229 |USSI & 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Mthod for Known LR on B ock 1
Federati on wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
m ny- kosher - kravi . i - n i
66.249. 64. 137 |Israel 147.237.0.17 my llegal Paraneter Encoding /B VD' in None 1
df.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
. . . Mil tiple Uhtraceabl e SSL Sessi ons from 180. 97. 106. 37 ( Prot ocol
180. 97. 106. 37 |Chi na 147.237.77. 176 |mat pash. i df . i | viol ation (SS. GO QI ENT HELLO)) None 1
157.55.39. 161 |lLhited Sates |147.237.77.216|dover.idf.il PHP At t enpt B ock 1
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